
 

  
 
 
 
 

 

THOMAS P. DiNAPOLI 
STATE COMPTROLLER 

 

110 STATE STREET 
ALBANY, NEW YORK  12236

 
STATE OF NEW YORK 

OFFICE OF THE STATE COMPTROLLER 
 

 
  April 20, 2007 
 
 
Ms. Jacklin G. Starks 
District Superintendent 
Madison-Oneida BOCES 
Mohawk Regional Information Center 
4937 Spring Brook Rd. 
Verona, NY   13478 
 
Report Number:  2006M-160 
 
Dear District Superintendent Starks: 
 
The State Comptroller is statutorily required to audit all school districts, BOCES and charter 
schools in the State by March 31, 2010.  The school district audits, done in conformance with 
generally accepted government auditing standards, often require us to contact a BOCES 
Regional Information Center to gather information about a school district’s financial 
management system and information technology infrastructure.  Since it would be burdensome 
for you to have multiple audit teams visit the Madison-Oneida BOCES Mohawk Regional 
Information Center (RIC) to gather the same or similar information, we assigned one group of 
examiners to gather the needed information for the audits.  
 
This examination was conducted pursuant to the State Comptroller’s authority as set forth in 
Article V, Section 1 of the State Constitution and Article 3 of the General Municipal Law. Based 
upon inquiries made during this examination of the financial software packages and technology 
infrastructure services provided to component (or cross-contracting) school districts by the RIC, 
we noted the following conditions that we would like to bring to your attention:  
 

• Back up tapes are maintained on site Monday through Friday; on Friday, they are moved 
next door to the RIC administration building.  After one week, they are moved off-site for 
a week, and then returned and reused.  This system leaves two weeks of backups at risk 
of loss.  The failure to maintain daily backup off-site could lead to the loss of data.  

 
• The RIC has not tested the performance of its disaster recovery plan. A Disaster 

Recovery Plan (DRP) - sometimes referred to as a Business Continuity Plan (BCP) or 
Business Process Contingency Plan (BPCP) - describes how an organization is to deal 
with potential disasters. A plan consists of the precautions taken so that the effects of a 
disaster will be minimized, and the organization will be able to either maintain or quickly 
resume mission-critical functions. Without testing, it is possible that certain aspects of the 
plan will not function as expected, leaving the BOCES business processes and continuity 
at risk. 
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• At least four RIC personnel had the ability to access districts’ financial accounting 
systems and related servers using a common account with “super user rights” to modify 
user accounts and change passwords. An audit trail detailing these individuals’ activity 
was not in operation. Such a mitigating control, if operating effectively, could reduce the 
risk associated with providing RIC officials with unlimited access to district financial 
systems.  

 
• RIC personnel print checks for several school districts using signature disks stored at the 

RIC. Signature disks should remain under the control of the school district treasurer at all 
times. 

 
We hope that this information will help you identify areas where you can improve your 
operations. In order to keep our database of information current, we will be contacting 
appropriate RIC officials within 90 days to update our information. Furthermore, we will likely 
continue to contact RIC officials annually to keep our information current.  
 
To clarify, our inquiries on the financial management and infrastructure services that you provide 
to component (or cross-contracting) school districts is not part of the statutorily required audit of 
each BOCES.  We will contact you again when we plan to start an audit of the BOCES.  
 
The results of our examination were discussed with RIC and BOCES officials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Officials 
generally agreed with the conditions cited in our report and indicated they planned to initiate 
corrective action.  OSC comments on the BOCES response are included in Appendix B.   
 
The Madison-Oneida BOCES Board has the responsibility to initiate corrective action.  Pursuant 
to Section 35 of the General Municipal Law, Section 2116-a (3)(c) of the Education Law and 
Section 170.12 of the Regulations of the Commissioner of Education, the Board should prepare a 
plan of action that addresses the recommendations in this report letter and forward the plan to our 
office within 90 days.  For guidance in preparing the plan of action, the Board may refer to 
applicable sections in the publication issued by the Office of the State Comptroller entitled Local 
Government Management Guide.  We encourage the Board to make this plan available for public 
review in the Clerk of the Board’s office. 
 
If you have any questions, please contact our Syracuse regional office (315) 428-4192. 
 
 Sincerely, 

 
 Steven J. Hancox 

 Assistant Comptroller 
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APPENDIX A 
 

RESPONSE FROM BOCES OFFICIALS 
 
The response from BOCES and RIC officials can be found on the following pages. 
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APPENDIX B 
 

OSC COMMENTS ON THE BOCES RESPONSE 
 
 
Note 1 
 
While assigning individual user IDs and passwords and having an operational audit trail enhance 
internal controls, the BOCES did not indicate whether district officials are either provided the 
audit logs or made aware that they are available.  Furthermore, there is no indication that the 
audit logs are periodically reviewed to ascertain whether improper or unauthorized activity is 
occurring. 
 
 
 
 
 
 
 
 
 
 




