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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability
 
May 2013

Dear City Offi cials:

A top priority of the Offi ce of the State Comptroller is to help local government offi cials manage 
government resources effi ciently and effectively and, by so doing, provide accountability for tax 
dollars spent to support government operations. The Comptroller oversees the fi scal affairs of local 
governments statewide, as well as compliance with relevant statutes and observance of good business 
practices. This fi scal oversight is accomplished, in part, through our audits, which identify opportunities 
for improving operations and City Council governance. Audits also can identify strategies to reduce 
costs and to strengthen controls intended to safeguard local government assets.

Following is a report of our audit of the City of Niagara Falls, entitled Financial Management and 
Information Technology. This audit was conducted pursuant to Article V, Section 1 of the State 
Constitution and the State Comptroller’s authority as set forth in Article 3 of the General Municipal 
Law.

This audit’s results and recommendations are resources for local government offi cials to use in 
effectively managing operations and in meeting the expectations of their constituents. If you have 
questions about this report, please feel free to contact the local regional offi ce for your county, as listed 
at the end of this report.

Offi ce of the State Comptroller
Division of Local Government
and School Accountability

State of New York
Offi ce of the State Comptroller
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The City of Niagara Falls (City) is located in Niagara County and encompasses approximately 17 
square miles. The City is governed by its Charters and other laws of the State of New York (State). The 
City Council (Council), consisting of fi ve elected members, has legislative responsibility for the City’s 
operations. The Mayor, along with the City Administrator and department heads, is responsible for 
managing City operations. The appointed City Controller (Controller) is the chief fi scal offi cer of the 
City. The City’s adopted general fund budget for 2012 was approximately $86.3 million, and for 2013 
was $81.4 million, fi nanced primarily with real property taxes, State aid, sales tax and fees for services. 
The City also has funds to account for tourism, parking, golf, risk retention, debt service, capital 
projects, community development, and tribal revenue, as well as funds associated with component 
units and internal service functions. 

In 2002 the State entered into a compact with the Seneca Nation of Indians (Nation) for the Nation 
to establish three gaming facilities in western New York, including a facility in the City. The Nation 
was to pay the State 18 to 25 percent of the proceeds from the gaming devices, depending on the year 
of the compact. In turn, the State was to pay a percentage of these funds (at least 25 percent) to the 
City. In 2009, a dispute arose between the State and the Nation regarding these exclusivity rights. The 
Nation suspended payments to the State and the State suspended payments to the City. City offi cials 
anticipated the dispute to be settled quickly and began to use fund balance to fi nance expenditures 
planned for the casino funds and certain general fund expenditures they deemed to be associated with 
the casino. The dispute has continued and the City has spent down its fund balance.

The City has approximately 400 personal computers and 100 laptop computers. The City uses a 
fi nancial management system for its general ledger, accounts payable, payroll, human resources, and 
billing and collection functions. The City has an Information Technology (IT) Department with a 
Director of Management Information Systems, who supervises three other employees. In addition, the 
police department has a separate network administrator that oversees its IT systems. This individual 
does not report to the central IT Department.

Scope and Objective

The objective of our audit was to review the City’s fi nancial condition, the recording of fi nancial 
activity, and the information technology environment for the period January 1, 2009, to January 9, 
2013. We also obtained certain fi nancial information subsequent to the end of fi eld work. Our audit 
addressed the following related questions:

• Do the Mayor and Council ensure that budgets are realistic and structurally balanced?
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• Does the Controller properly record fi nancial activity? 

• Are City offi cials adequately safeguarding IT assets?

Audit Results

We found that the City has had a pattern of structural budget defi cits, meaning recurring revenues were 
not suffi cient to fund recurring expenditures. During our audit period the general fund’s annual budget 
gap averaged $12.4 million.  

One cause of this structural defi cit was that casino moneys have not been received since 2008, yet the 
City continued to budget for these revenues. When the dispute between the State and the Nation over 
the casino payments fi rst occurred in 2009, it might have been prudent for the City to initially maintain 
established service levels while anticipating that the dispute might be quickly settled. However, as the 
dispute dragged on without a resolution, the City should have removed these revenues from its budget 
in order to protect the City’s fi nancial position. 

The City has funded these structural defi cits by relying on “one-shots” such as fund balance and 
surplus moneys remaining in the capital projects fund. This approach has negatively affected the 
general fund’s fi nancial condition. The City began 2009 with unassigned fund balance totaling $16.4 
million in the general fund. The Controller indicated that the general fund ended the 2012 fi scal year 
with an unassigned fund balance defi cit of approximately $5.2 million.1  Therefore, over this four-year 
period, fund balance decreased by about $21.6 million.

The Controller estimates that the City will need to issue short-term debt to address cash fl ow problems 
late in 2013. In addition, the City’s credit rating, which was already downgraded in January 2013, 
may be reduced further, possibly resulting in the City being unable to issue debt at a reasonable cost 
or altogether. 

The Controller has accounted for a substantial amount of unassigned fund balance in the capital 
projects and debt service funds. Since the general fund is expected to report a defi cit as of December 
31, 2012, these surplus funds should be used to improve the fi nancial stability of the general fund. 

Although City management has implemented policies and procedures for IT, including a computer use 
policy, they have not implemented adequate controls and restrictions over user access to the fi nancial 
system. Further, City management has not developed adequate procedures for data backup and storage, 
or a comprehensive disaster recovery plan. As a result of these control weaknesses, the City’s IT assets 
are at an increased risk of possible theft or compromise by intentional or unintentional manipulation or 
corruption. Without adequate and tested processes for backing up and restoring lost data in the event 
of a disaster, the City is also at risk of potentially costly disruptions to critical operations.

1  These balances do not include incorrectly recorded capital projects fund balance that is discussed in the section of the 
report entitled Recording Financial Activity. Once the funds are transferred from the capital projects fund to the general 
fund, the reported defi cit at December 31, 2012, will be reduced.
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Comments of Local Offi cials

The results of our audit and recommendations have been discussed with City offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. City offi cials 
generally agreed with the fi ndings and indicated they either plan to initiate, or already have taken, 
corrective action. Appendix B includes our comments on issues raised in the City’s response letter.
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Background

Introduction

The City of Niagara Falls (City) is located in Niagara County and 
encompasses approximately 17 square miles. The City is governed 
by its Charters2 and other laws of the State of New York (State). 
The City Council (Council), consisting of fi ve elected members, has 
legislative responsibility for the City’s operations. The Mayor, along 
with the City Administrator and department heads, is responsible for 
managing City operations. The appointed City Controller (Controller) 
is the chief fi scal offi cer of the City. The City’s adopted general fund 
budget for 2012 was approximately $86.3 million, and for 2013 was 
$81.4 million, fi nanced primarily with real property taxes, State aid, 
sales tax and fees for services. The City also has funds to account for 
tourism, parking, golf, risk retention, debt service, capital projects, 
community development, and tribal revenue, as well as funds 
associated with component units and internal service functions. 

In 2002, the State entered into a compact with the Seneca Nation 
of Indians (Nation) for the Nation to establish three gaming facilities 
in western New York, including a facility in the City. The compact 
stated that the Nation would have exclusive rights over gaming 
devices, including slot machines, within a specifi ed geographic area. 
The initial term was for 14 years, with an option to renew. The Nation 
was to pay the State 18 to 25 percent of the proceeds from the gaming 
devices, depending on the year of the compact. In turn, the State was 
to pay a percentage of these funds (at least 25 percent) to the City. 

Section 99-h of State Finance Law regulates how casino revenue is to 
be used by local governments. The City may spend casino revenue on 
economic development, neighborhood revitalization, public health 
and safety, and infrastructure improvement in the City. During our 
audit period and prior, the City used anticipated casino revenue3 to 
fund certain general fund appropriations. These included increases 
in debt service payments since 2005, certain public safety costs, 
salaries of economic development employees, and an amount the 
City calculates as lost property taxes from parcels that are no longer 
taxable as Nation property. 

In 2009, a dispute arose between the State and the Nation. The Nation 
contends that the State allowed prohibited gaming facilities within the 
Nation’s exclusive geographic area. The Nation suspended payments 

2  The City has more than one Charter that governs operations.
3  The City did not receive casino revenue during out audit period. However it has 
maintained records accounting for the amounts due to the general fund from the 
tribal revenue fund, to be repaid if the City receives casino revenue.
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Objective

Scope and
Methodology

Comments of
Local Offi cials and
Corrective Action

to the State and the State suspended payments to the City. City 
offi cials anticipated the dispute to be settled quickly and began to use 
fund balance to fi nance expenditures planned for the casino funds and 
certain general fund expenditures they deemed to be associated with 
the casino. The dispute has continued and the City has spent down its 
fund balance.

The City has approximately 400 personal computers and 100 laptop 
computers. The City uses a fi nancial management system for its general 
ledger, accounts payable, payroll, human resources, and billing and 
collection functions. The City has an Information Technology (IT) 
Department with a Director of Management Information Systems, 
who supervises three other employees. In addition, the police 
department has a separate network administrator that oversees its IT 
systems. This individual does not report to the central IT Department.

The objective of our audit was to review the City’s fi nancial condition, 
the recording of fi nancial activity, and the IT environment. Our audit 
addressed the following related questions:

• Do the Mayor and Council ensure that budgets are realistic 
and structurally balanced?

• Does the Controller properly record fi nancial activity? 

• Are City offi cials adequately safeguarding IT assets?

We examined the City’s fi nancial condition, the recording of fi nancial 
activity, and the IT environment for the period January 1, 2009, to 
January 9, 2013. Information was obtained from prior years when 
necessary to complete our audit objective. We also obtained certain 
fi nancial information subsequent to the end of fi eld work. Our audit 
disclosed areas in need of improvement concerning IT controls. 
Because of the sensitivity of this information, certain vulnerabilities 
are not discussed in this report but have been communicated 
confi dentially to City offi cials so they could take corrective action.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with City offi cials and their comments, which appear in Appendix A, 
have been considered in preparing this report. City offi cials generally 
agreed with the fi ndings and indicated they either plan to initiate, 
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or already have taken, corrective action. Appendix B includes our 
comments on issues raised in the City’s response letter.

The Council has the responsibility to initiate corrective action. A 
written corrective action plan (CAP) that addresses the fi ndings and 
recommendations in this report should be prepared and forwarded 
to our offi ce within 90 days, pursuant to Section 35 of the General 
Municipal Law. For more information on preparing and fi ling your 
CAP, please refer to our brochure, Responding to an OSC Audit 
Report, which you received with the draft audit report. We encourage 
the Board to make this plan available for public review in the City 
Clerk’s offi ce.
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Financial Condition

Financial condition may be defi ned as a city’s ability to balance 
recurring expenditures with recurring revenues, while providing 
desired services on a continuing basis. In order to maintain a city’s 
fi nancial health, it is essential that offi cials develop reasonable 
budgets and manage fund balance responsibly. City offi cials also 
should develop detailed multiyear plans to allow them to set long-
term priorities and work toward goals, rather than making choices 
based solely on more immediate needs.

We found that the City has had a pattern of structural budget defi cits, 
meaning recurring revenues were not suffi cient to fund recurring 
expenditures. During our audit period (2009 through 2013 budgets) 
the general fund’s budget gap averaged $12.4 million. City offi cials 
balanced the budgets using fund balance and an estimate for casino 
revenue that averaged $5.3 million annually. 

One cause of this structural defi cit was that casino moneys have not 
been received since 2008, yet the City continued to budget for these 
revenues. The Mayor stated that these revenue estimates remained 
in the budget to demonstrate confi dence that the dispute between the 
State and the Nation would conclude and result in the City receiving 
its share of casino revenue. When the dispute fi rst occurred in 2009, it 
might have been prudent for the City to initially maintain established 
service levels while anticipating that the dispute might be quickly 
settled. However, as the dispute dragged on without a resolution, the 
City should have removed these revenues from its budget in order to 
protect the City’s fi nancial position. Instead, as of December 31, 2012, 
the City incurred, in the aggregate, $23.4 million4  in expenditures 
intended to have been funded with casino moneys that they have not 
received.

While the lack of casino revenues affected the City’s structural defi cits, 
it should be stressed that, even if the City had reduced its appropriations 
by over $5 million to account for the lost casino payments, the City 
would still have a structural defi cit of aproximately $7 million. This 
defi cit equates to about 9 percent of the City’s 2013 general fund 
budget of approximately $81 million, which is a decrease from the 
2012 spending plan. 

4  This amount includes $17.3 million from the general fund, $150,000 from the 
tourism fund, and a $5.9 million defi cit fund balance in the tribal revenue fund. The 
Controller maintains a schedule, separate from the accounting records, to account 
for this activity. 
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The City has funded these structural defi cits by relying on “one-shots” 
such as fund balance and surplus moneys remaining in the capital 
projects fund. This approach has signifi cantly affected the general 
fund’s fi nancial condition. The City began 2009 with unassigned fund 
balance totaling $16.4 million in the general fund. The Controller 
indicated that the general fund ended the 2012 fi scal year with an 
unassigned fund balance defi cit of approximately $5.2 million.5 
Therefore, over this four-year period, fund balance decreased by 
about $21.6 million. 

Although the City’s fund balance has been depleted, the City 
continued to budget for one-shot revenues. In the 2013 budget, in 
addition to $2 million of unavailable appropriated fund balance, the 
City budgeted for the following one-shots: transfers from the capital 
projects fund of $2.9 million, transfers from the debt service fund 
of $850,000, and property sale revenue of $1 million. The City’s 
adopted 2013 general fund budget has a structural defi cit of $12 
million. Therefore, if the City does not receive any or an insuffi cient 
amount of casino revenue in 2013, it will have a revenue shortfall 
of approximately $7.2 million, representing the budgeted casino 
revenues and the unavailable appropriated fund balance. Moreover, 
even with a resolution of the casino revenue impasse that would 
positively impact the City, the Council and Mayor will still need to 
take action to address the structural budget defi cits affecting the City. 

Due to these factors, we anticipate signifi cant cash fl ow shortfalls in 
2013. The Controller estimates that the City will need to issue short-
term debt to address cash fl ow problems late in 2013. In addition, the 
City’s credit rating, which was already downgraded in January 2013, 
may be reduced further, possibly resulting in the City being unable to 
issue debt at a reasonable cost or altogether. 

While the City has been signifi cantly affected by the casino revenue 
impasse, its fi nancial condition has worsened signifi cantly due 
to its budgeting practices. The City also has not prepared a multi-
year fi nancial plan since the 2010 fi scal year. The Controller stated 
that the City stopped preparing multiyear fi nancial plans when 
it was no longer a requirement to continue receiving State Aid for 
Municipalities (AIM). However, it is especially important for a city 
with fi nancial diffi culties to prepare such multiyear plans to develop 
a plan for eliminating accumulated defi cits. 

5  These balances do not include incorrectly recorded capital projects fund balance 
that is discussed in the section of the report entitled Recording Financial Activity. 
Once the funds are transferred from the capital projects fund to the general fund, 
the reported defi cit at December 31, 2012, will be reduced.



1111DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY

Recommendations 1. The Mayor and Council must develop structurally sound and 
realistic budgets.

2. City offi cials should prepare and adopt a multiyear fi nancial plan.



12                OFFICE OF THE NEW YORK STATE COMPTROLLER12

Recording Financial Activity

According to the City Charter, it is the responsibility of the 
Controller, as chief fi scal offi cer, to supervise the preparation of 
fi nancial statements and to ensure that fi nancial activity is accounted 
for correctly. The City’s capital projects fund includes a signifi cant 
amount of fi nancial activity that must be accounted for and reported 
appropriately. Capital projects should be accounted for separately to 
ensure that the funds allocated by Council action are used only for the 
specifi ed purpose. Once a project is completed, it should be closed 
and any unexpended balance disposed of, based upon the source of the 
project’s funding. Unexpended funds originating from bonds or from 
multiple sources, which include debt proceeds, should be transferred 
to the debt service fund and used only for payments on the related 
debt. If all related debt is retired, any unexpended funds may be used 
for any lawful purpose and, as such, should be transferred out of the 
debt service or capital projects fund.

The Controller has accounted for a substantial amount of unassigned 
fund balance in the capital projects fund. As of December 31, 2012, the 
balance of these funds was $7.1 million, of which $2.9 million will be 
transferred to the general fund in 2013. The Controller indicated that 
this represents moneys remaining from completed capital projects 
where the related debt is retired. The Controller also stated that she 
was aware that these moneys should be returned to the general fund 
as unassigned, but was reluctant to do so, expecting that City offi cials 
would use these moneys in their entirety to reduce the tax levy or 
increase appropriations.

Beyond the amount reported as unassigned fund balance in the 
capital projects fund, additional funds may remain in other projects 
which should also be returned to the general fund. As of the end 
of our fi eldwork, City offi cials were unable to demonstrate, and 
we were unable to defi nitively establish, the total amount of these 
other moneys. However, based on our review of the records, we 
conservatively estimate that the amount could range from $1 million 
to $1.4 million.

Furthermore, the City has maintained unassigned fund balance in the 
debt service fund, which should have been transferred to the general 
fund. The Controller stated that transfers were made to the debt 
service fund in error prior to her time as Controller. The City has 
appropriated these funds for the general fund budget over the past 
few years. As of December 31, 2012, after considering the amount 
appropriated in the adopted 2013 budget, the Controller estimates 
that no unassigned fund balance will remain in the debt service fund.
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Since the general fund is expected to report a defi cit as of December 
31, 2012, these surplus funds should be used to improve the fi nancial 
stability of the general fund.  

3. The Mayor should ensure that the Controller determines the status 
of each capital project, whether open or complete, and dispose 
of any unexpended moneys in accordance with relevant statutory 
provisions.

Recommendation
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Information Technology

City offi cials rely on the IT system to maintain fi nancial data, process 
transactions, access the Internet, communicate by email, and report 
to State and Federal agencies and the general public. The potential 
consequences of a system failure can range from inconvenient to 
severe. Computerized personal data can also be a potential liability 
to the City if it is lost or improperly disclosed. Accordingly, City 
management (which includes the Council, Mayor, other offi cials, 
and department heads) is responsible for establishing policies and 
procedures and implementing internal controls to safeguard the 
City’s valuable IT assets, including computer data, equipment, and 
systems.

Although City management has implemented IT policies and 
procedures, including a computer use policy, they have not 
implemented adequate controls and restrictions over user access to 
the fi nancial system. Further, City management has not developed 
adequate procedures for data backup and storage, or a comprehensive 
disaster recovery plan. As a result of these control weaknesses, 
the City’s IT assets are at an increased risk of possible theft, or 
compromise by intentional or unintentional manipulation or 
corruption. Without adequate and tested processes for backing up and 
restoring lost data in the event of a disaster, the City is also at risk of 
potentially costly disruptions to critical operations.

Effective access controls prevent users from being involved in multiple 
aspects of fi nancial transactions and from accessing unauthorized 
areas where they can intentionally or unintentionally change or 
destroy critical data. The proper segregation of payroll, human 
resources, and accounts payable duties within the IT environment is 
an essential internal control to ensure that no one employee performs 
key aspects of payment processing, such as adding new vendors or 
employees to the City’s computer system, entering disbursements or 
payroll information, and processing checks. Compensating controls 
can limit the risks associated with inadequate segregation of duties. 
For example, someone independent of the payroll or accounts payable 
process can be designated to perform a review of all new employees 
and vendors added to the system. Audit logs also help to monitor 
system access.

Access Rights – While cross-training on certain applications is 
necessary, the ability to perform these functions should be assigned 
only in the absence of the person primarily responsible for each 
function. Furthermore, the granting of fi nancial software permissions, 

Financial System Access
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whether permanent or temporary, should be done only with the 
written consent of City department heads and carried out by a system 
administrator who is not directly involved with the fi nancial operations 
of the City. City offi cials have not developed policies and procedures 
to safeguard against unauthorized access to the City’s fi nancial data. 
We interviewed City offi cials regarding the access rights and found 
that users had access to routines that were not necessary to perform 
their job duties. In addition, during our audit period, the Controller, 
a Senior Auditor, and the System Administrator had administrative 
access to the fi nancial software. Although the System Administrator 
primarily added new users, the Senior Auditor assigned their access to 
specifi c account codes. The assignment of fi nancial system access to 
numerous employees in excess of their job duties, without mitigating 
controls, increases the risk of unauthorized access and intentional or 
unintentional changes that could be detrimental to the City.

Audit Log – An audit log is a computer-generated monitoring tool 
that provides information such as the date and time a user accesses a 
program, the transaction or activity that occurred, and the time and 
date of the user’s logoff. Maintaining and regularly reviewing audit 
logs for the fi nancial software enables City offi cials to determine who 
is accessing the program and whether the transactions processed are 
appropriate, and to trace questionable system activity. City offi cials 
stated that the fi nancial software did not create an audit log and, 
therefore, they had no means of detecting inappropriate transactions 
and identifying the users responsible.

A strong system of internal controls includes a system to back up 
(create a copy of) computer-processed data. Good business practices 
require City offi cials to run daily backups, keep the backup data as 
current as possible, and store the data at an environmentally and 
physically secure offsite location for retrieval in case of an emergency. 

City management has not adopted comprehensive data backup 
policies and procedures for computer-processed data. Although City 
offi cials perform a daily backup of data fi les to a tape, they do not 
store the backup tape in a secure offsite location for retrieval in case 
of an emergency, but instead store the backup tapes on City premises 
in a vault on another fl oor of the building. While the vault provides a 
limited level of security, storing the backup tape on site subjects the 
backup data to the same risks (disasters) as the original data and does 
not appropriately address the purpose of a backup control procedure.

A formal disaster recovery plan includes policies and procedures to 
help prevent or minimize the loss of computer equipment and data, 
and to guide recovery in the event of an actual loss. Even small 
disruptions in electronic data systems can require extensive effort 

Data Backup

Disaster Recovery
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and cost to evaluate and repair. Therefore a disaster recovery plan 
should include precautions to minimize the effects of a disaster so 
that City offi cials can maintain or quickly resume critical functions. 
The plan may also include a signifi cant focus on disaster prevention. 

The Council has not adopted a comprehensive disaster recovery plan. 
In the event of a disaster, City personnel have no guidelines to follow 
to prevent the loss of equipment and data, and no procedures for data 
recovery. This could lead to the loss of important fi nancial data and 
serious interruptions to City operations, such as not being able to 
process checks to pay vendors or employees.

4. City management should establish policies and procedures for 
access controls to restrict fi nancial software permissions to only 
those functions that are necessary for employees’ job duties.

5. City management should designate someone independent of 
the Controller’s offi ce operations as the City’s fi nancial system 
administrator.

6. City management should ensure that logs for the fi nancial system 
are maintained and periodically reviewed.

7. City management should establish policies and procedures for 
data backup and storage, and comprehensive guidelines for 
disaster recovery.

Recommendations
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APPENDIX A

RESPONSE FROM LOCAL OFFICIALS

The local offi cials’ response to this audit can be found on the following pages.  
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See
Note 1
Page 22

See
Note 2
Page 22

See
Note 3
Page 22
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Note 4
Page 22
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Note 5
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Note 4
Page 22
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APPENDIX B

OSC COMMENTS ON THE CITY’S RESPONSE

Note 1

We acknowledge the signifi cant fi nancial problems facing the City, attributable in large part to the 
casino moneys not being received, as well as the limited options available to the Mayor and Council to 
address the City's fi scal stress. It is important to note however that even if the City had received casino 
payments, as budgeted, the structural defi cit remains at approximately $7 million annually. To put this 
in perspective – of the approximately $81 million in general fund costs expected to be incurred in the 
2013 fi scal year, which is a decrease from the 2012 spending plan, the City will not have recurring 
resources suffi cient to cover as much as 9 percent of its costs, and that assumes it will receive the $5.2 
million that was budgeted for casino moneys in 2013.

Note 2

OSC does not recommend a minimum level of fund balance for local governments. The Government 
Finance Offi cers Association recommends that local governments, at a minimum, maintain 
unrestricted  fund balance of no less than two months (approximately 17 percent) of regular expenditures 
or revenues. However, the desired level of unrestricted fund balance should be assessed based upon a 
local government’s specifi c circumstances.

Note 3

City offi cials should develop comprehensive multiyear fi nancial plans including revenue and 
expenditure projections, not merely the anticipated use of casino revenues and fund balance.

Note 4

The Mayor should ensure that City department heads collaborate to determine the status of capital 
projects and close completed or unapproved capital projects in a timely manner.

Note 5

The City’s adopted 2013 budget includes a transfer to the general fund from the debt service fund of 
$850,000. These funds would then be ‘appropriated’ as a fi nancing source in the general fund. 

Note 6

The transfer occurred subsequent to the completion of fi eld work.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

The Offi ce of the State Comptroller’s Fiscal Stress Monitoring System evaluates local governments 
based on both fi nancial and environmental indicators. These indicators are calculated using the local 
government’s annual update document, and information from the United States Census Bureau, the 
New York State Department of Labor, and the New York State Education Department, among other 
sources. The City has demonstrated signs of fi scal stress in several areas, which were discussed in 
a fi scal profi le released in December 2012, available at http://www.osc.state.ny.us/localgov/pubs/
fi scalprofi les/niagarafalls.pdf. Due in part to these fi scal stress indicators, we selected the City for audit. 

Our overall goal was to assess the City’s fi nancial condition and to identify areas where the City could 
realize effi ciencies and protect assets from loss or misuse. To accomplish this, our initial assessment 
included a comprehensive review of fi nancial condition, after which we conducted a secondary 
assessment of payroll, human resources, purchasing, billing and collection, IT, and various departments.

During the secondary assessment, we interviewed appropriate City offi cials, performed limited tests of 
transactions, and reviewed pertinent documents, such as the City Charters, City policies and procedures, 
Council minutes, fi nancial records, and reports.

In addition, we reviewed the City’s internal controls and procedures over its computerized fi nancial 
systems to help ensure that the information produced by such systems was reliable. After reviewing 
the information gathered during our initial assessment, we determined where weaknesses existed and 
evaluated those weaknesses for the risk of potential fraud, theft, and/or professional misconduct. We 
then decided on the reported objective and scope by selecting those areas most at risk. We selected 
fi nancial condition, recording fi nancial activity, and IT for further audit testing.

To achieve our fi nancial condition and recording fi nancial activity objectives and obtain valid audit 
evidence, we performed the following audit procedures:

• We reviewed the City Charters, City Code, and any policies and procedures for information 
relevant to fi nancial and budgeting activities, including the responsibilities of certain City 
offi cials.

• We interviewed City offi cials to determine what processes were in place and gain an 
understanding of the City’s fi nancial situation and budget.

• We reviewed and analyzed the City’s fi nancial records and reports for all funds, including 
balance sheets, budget reports, and statements of revenues and expenditures.

• We reviewed the use of casino revenue to determine how much was received and if it was used 
in accordance with Section 99-h of State Finance Law.

• We reviewed the City’s multiyear fi nancial plan to determine if it was up-to-date.
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To achieve our IT objective and obtain valid audit evidence, we performed the following audit 
procedures:

• We reviewed the City Charters, City Code, and any relevant policies and procedures relating 
to IT.

• We interviewed IT staff and the fi nancial system administrator to determine what internal 
controls were in place.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objective. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objective.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page: 
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