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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

August 2012

Dear District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help local government offi cials manage 
government resources effi ciently and effectively and, by so doing, provide accountability for 
tax dollars spent to support government operations. The Comptroller oversees the fi scal affairs of 
local governments statewide, as well as compliance with relevant statutes and observance of good 
business practices. This fi scal oversight is accomplished, in part, through our audits, which identify 
opportunities for improving operations and Board governance. Audits also can identify strategies to 
reduce costs and to strengthen controls intended to safeguard local government assets.

Following is a report of our audit of Riverhead Fire District, entitled Internal Controls Over 
Professional Services and Information Technology. This audit was conducted pursuant to Article V, 
Section 1 of the State Constitution and the State Comptroller’s authority as set forth in Article 3 of the 
General Municipal Law.

This audit’s results and recommendations are resources for local government offi cials to use in 
effectively managing operations and in meeting the expectations of their constituents. If you have 
questions about this report, please feel free to contact the local regional offi ce for your county, as listed 
at the end of this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability

State of New York
Offi ce of the State Comptroller
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Riverhead Fire District (District) covers approximately 48 square miles in the Towns of 
Riverhead, Southampton, and Brookhaven, and serves approximately 22,000 residents. The District 
is governed by a fi ve-member Board of Fire Commissioners (Board). The Board is responsible for the 
overall fi nancial management of the District, including establishing internal controls and monitoring 
controls to ensure that assets are properly safeguarded. The District’s adopted budget for 2011 was 
$4,504,104, funded primarily with real property taxes.
 
Scope and Objective

The objective of our audit was to examine the District’s internal controls over professional services 
and information technology (IT) for the period January 1, 2010 to September 30, 2011. Our audit 
addressed the following related questions:

• Did District offi cials develop adequate procedures and/or processes over procurement to 
ensure the District is obtaining the desired quality of professional services at the lowest cost? 

• Are internal controls over IT adequately designed and operating effectively?

Audit Results

The Board did not develop adequate procedures for the procurement of professional services. As a 
result, District offi cials did not solicit competitive proposals for any of the nine professionals we 
tested, who were paid a total of $787,697. In addition, the District paid three of the nine professionals 
$144,831 without written agreements or resolutions setting forth the rates of compensation, and 
paid four of the remaining six professionals a total of $301,860 for services based on agreements or 
Board resolutions with open-ended terms. Therefore, District offi cials have little assurance that the 
professional services were procured in the most prudent and economical manner.

Internal controls over IT need to be improved. The Board has not adopted a computer use policy or 
a breach notifi cation policy, and three individuals have access rights to perform incompatible duties 
in the procurement process. In addition, the Secretary/Treasurer can modify existing purchase orders 
and the District’s CPA can create warrants, both of which are duties that are incompatible with their 
normal responsibilities. Furthermore, District offi cials provide unrestricted remote access to four 
service providers, the District manager and the Secretary/Treasurer, even though they do not have a 
remote access policy or agreements to outline remote access rules. Finally, District offi cials do not 
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produce and review audit logs to detect unauthorized activities. As a result, the District’s IT system 
and electronic data are subject to an increased risk of loss or misuse.

Comments of Local Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Except as 
specifi ed in Appendix A, District offi cials generally agreed with our recommendations and indicated 
they planned to take corrective action. Appendix B includes our comments on the issues raised in the 
District’s response letter.
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Background

Introduction

Objective

The Riverhead Fire District (District) covers approximately 
48 square miles in the Towns of Riverhead, Southampton, and 
Brookhaven, and serves approximately 22,000 residents. The District 
is a district corporation of the State, distinct and separate from the 
Towns, and is governed by an elected fi ve-member Board of Fire 
Commissioners (Board). The District responded to 1,095 alarms in 
2010 and 1,091 alarms in 2011. The District consists of six companies 
and 175 active fi refi ghters.

The Board is responsible for the overall fi nancial management of 
the District. The Board has the power to levy taxes on real property 
located in the District and to issue debt. The District Secretary/
Treasurer (Secretary/Treasurer) is the District’s chief fi scal offi cer 
and is responsible for the receipt, custody and disbursement of 
District funds, maintaining fi nancials records, and preparing monthly 
and annual reports.  
 
The Board adopts a budget annually, which is fi led with the Towns 
of Riverhead, Southampton and Brookhaven. The District’s adopted 
budget for 2011 was $4,504,104, funded primarily with real property 
taxes. 

The objective of our audit was to examine the District’s internal 
controls over professional services and information technology (IT). 
Our audit addressed the following related questions:
 

• Did District offi cials develop adequate procedures and/or 
processes over procurement to ensure the District is obtaining 
the desired quality of professional services at the lowest cost? 

• Are internal controls over IT adequately designed and 
operating effectively?

We examined the District’s internal controls over professional 
services and IT for the period January 1, 2010 to September 30, 2011.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix C of this report.

Scope and
Methodology
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Comments of
District Offi cials and
Corrective Action

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in 
Appendix A, have been considered in preparing this report. Except 
as specifi ed in Appendix A, District offi cials generally agreed with 
our recommendations and indicated they planned to take corrective 
action. Appendix B includes our comments on the issues raised in the 
District’s response letter.

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 181-b of the Town Law, a written corrective action plan 
(CAP) that addresses the fi ndings and recommendations in this report 
must be prepared and forwarded to our offi ce within 90 days. To the 
extent practicable, implementation of the CAP must begin by the end 
of the next fi scal year. For more information on preparing and fi ling 
your CAP, please refer to our brochure, Responding to an OSC Audit 
Report, which you received with the draft audit report. The Board 
should make the CAP available for public review in the Secretary/
Treasurer’s offi ce.  
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Professional Services

The Board is responsible for designing internal controls that help 
safeguard the District’s assets, ensure the prudent and economical use 
of District moneys, and protect against favoritism, extravagance and 
fraud. Although the Board is not legally required to mandate the use 
of a competitive process when procuring professional services, using 
competition, such as a request for proposal (RFP) process, helps to 
ensure that the District receives the desired services for the best price. 
It is important for the Board to enter into a written agreement or pass 
a resolution for professional services to provide the District and the 
professional service provider with a clearly defi ned and mutually 
agreed-upon basis for compensation. This includes defi ning the 
services to be provided, the delivery timeframes and the amount of 
compensation. 

The District paid 19 professional service providers $891,378 during 
the audit period. Its procurement policy does not require the use of 
competition when seeking professional services. We reviewed all 
nine professional services providers who received at least $20,000 
in payments during our audit period1 and found that District offi cials 
did not issue RFPs for the services provided by any of the nine 
professionals, who were paid a total of $787,697. The payments 
included $287,887 for legal services, $265,219 for engineering 
consulting services, $158,804 for computer/communication services, 
and $75,787 for physician services.  

In addition, the District paid three of the nine professionals $144,831 
without written agreements setting forth the scope of services to be 
performed or the rates of compensation. Although the Board adopted 
resolutions appointing the three professionals, the resolutions did not 
state the compensation to be paid.

The District paid four of the remaining six professionals $301,860 
based on written agreements or Board resolutions with open-ended 
terms. For example, two law fi rms were paid $143,055. Although 
the retainer letters and/or Board resolutions contained fee schedules 
showing the hourly rates of law members, there were no authorized 
maximum costs or indications how long it would take to complete 
the work. Our review of the three highest payments made to each of 
these law fi rms showed that payments to one of these fi rms included 

1  We tested this sample to determine whether contracts were awarded after 
soliciting competition, whether the Board authorized the contracts, and whether the 
professionals were compensated in accordance with agreed upon rates. 
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fees for two individuals, totaling $558, that were not included in the 
retainer letter or Board resolution.  

Without a competitive process, or a clear understanding of the 
services to be provided, delivery timeframes, and the amounts of 
compensation, the District may not be procuring professional services 
in the most prudent and economical manner. In addition, District 
offi cials do not have assurance that the rates charged and services 
provided are proper and necessary, and have only limited control over 
the total cost of the services. 

1. The Board should consider amending the District’s procurement 
policy to include use of competitive methods when procuring 
professional services.

2. The Board should ensure the District has written agreements or 
Board resolutions for all professionals that defi ne the type of 
service to be provided, the delivery timeframes and the amount of 
compensation. 

Recommendations
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Information Technology

Computerized data is a valuable resource that District offi cials rely 
on to make fi nancial decisions and report to State agencies. If the 
computers on which this data is stored fail, or the data is lost or 
altered, either intentionally or unintentionally, the results could range 
from inconvenient to catastrophic. Even small disruptions can require 
extensive time and effort to evaluate and repair. For this reason, it is 
important that District offi cials control and monitor computer system 
access and usage, and adopt a breach notifi cation policy. District 
offi cials must ensure system users do not have incompatible access 
rights, and limit and control remote access to the District’s information 
technology (IT) system. District offi cials should also review audit 
logs to detect any unauthorized activities that could occur.

The Board has not adopted a computer use policy or a breach 
notifi cation policy, and four individuals have access rights to perform 
duties that are incompatible with their job duties. Furthermore, 
District offi cials provide unrestricted remote access to four service 
providers and two employees, and the District does not have a remote 
access policy or agreements to outline remote access rules. Finally, 
District offi cials do not review audit logs. As a result, the District’s 
IT system and electronic data are subject to an increased risk of loss 
or misuse.

Computer policies and procedures address key security areas such 
as acceptable computer use, data and virus protection, password 
security, disposing of and sanitizing equipment, remote access 
and acceptable Internet usage. Policies must be implemented, 
enforceable, concise, easy to understand, and should balance IT 
protection with employees’ productivity. District management is 
responsible for establishing procedures that outline how to carry out 
policy requirements and defi ne mechanisms to enforce compliance. 

Although the Board has adopted an email use, and computer network 
and Internet use policies, it has not adopted a comprehensive computer 
use policy to address such areas as data and virus protection, password 
security, disposing of and sanitizing equipment, and remote access. 
Although comprehensive, well thought-out computer use policies do 
not guarantee the safety of the District’s electronic information, the 
lack of such policies signifi cantly increases the risk that hardware and 
software systems and the data they contain may be lost or damaged 
by inappropriate use. 

Computer Use Policy



10                OFFICE OF THE NEW YORK STATE COMPTROLLER10

The Board should adopt a breach notifi cation policy2 to detail how 
District offi cials would notify individuals whose private information 
was, or is reasonably believed to have been, acquired by a person 
without a valid authorization. The disclosure should be made in the 
most expedient time possible, consistent with the legitimate needs of 
law enforcement or any measures necessary to determine the scope 
of the breach and restore the reasonable integrity of the data system. 

The Board has not adopted a breach notifi cation policy. As a result, in 
the event that private information is compromised, District offi cials 
and employees may not be prepared to notify affected individuals. 

The Board is responsible for establishing policies and procedures 
to ensure that user access rights to the District’s IT resources are 
appropriately restricted. To provide for a proper segregation of 
duties, a fi nancial software application should allow users access 
to only those computerized functions that are consistent with their 
job responsibilities, and should prevent users from being involved in 
multiple aspects of fi nancial transactions.  

The District uses a software package to process fi nancial transactions. 
This fi nancial software consists of modules that segregate various 
fi nancial recording and reporting processes. Access privileges within 
the fi nancial software include the ability to add, view and modify 
transactions within these modules. 

The Board has not established comprehensive policies and procedures 
to ensure that a proper segregation of duties is maintained. As a result, 
the District manager, Secretary/Treasurer and account clerk typist all 
have access rights that allow them to request, approve and authorize 
purchases. This includes the ability to add/edit vendor/recipients 
and to modify existing purchase orders. Furthermore, the Secretary/
Treasurer’s ability to modify existing purchase orders is incompatible 
with his existing job duties. Finally, the District’s CPA has the ability 
to create warrants, which is incompatible with her responsibilities.   

The identifi ed incompatible duties and failure of District offi cials to 
examine the audit logs (see audit logs section, below) could allow 
these individuals to initiate improper transactions and misappropriate 
funds without detection. Given that virtually all District fi nancial 
records and reports are computer generated, the risk is substantial.

Breach Notifi cation

User Access

2  State Technology Law section 208(8) requires cities, counties, towns, villages and 
“other local agencies” to develop an information breach notifi cation policy that is 
consistent with section 208. It is not clear that the Legislature intended fi re districts 
to be included within the scope of the term “other local agencies”. Nonetheless, 
even in the absence of a clear statutory requirement, we believe it is good practice 
for fi re districts to adopt such a policy to ensure that affected residents are notifi ed 
regarding information breaches.
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Remote access is the ability to access the District’s computer system 
from the Internet or other external source. Remote access must be 
controlled, monitored, and tracked so that only authorized individuals 
are allowed to access the District’s computer system. It is important 
that the Board adopt policies and procedures that address who is given 
remote access, how remote access is granted, and how remote access 
is monitored and controlled. The Board is responsible for ensuring 
that remote access agreements are in place with all parties that access 
the system remotely. 

The District provides remote access to four service providers, the 
District manager and the District Secretary/Treasurer. However, the 
Board has not established policies or procedures to monitor or control 
remote access or entered into remote access agreements with these 
individuals. Once remote access is granted to the system, users have 
unrestricted access and their activities are not monitored, nor are logs 
of remote access activity reviewed (see audit logs section, below).

When remote access is not monitored and controlled, data could 
be manipulated and errors and irregularities could occur and go 
undetected and uncorrected. These internal control weaknesses 
could lead to the loss of important fi nancial data and cause serious 
interruption to the District’s operations.

An audit log provides information such as the identity of each person 
who has accessed the system, the time and date of the access, what 
activity occurred, and the time and date of log off. Ideally, a manager 
should review these logs on a routine basis to monitor the activity of 
users who access the District’s applications and data. Reviewing audit 
logs help accomplish several security related objectives, including 
individual accountability, reconstructing events, intrusion detection 
and problem monitoring.  

Although the District’s accounting software allows for certain audit 
log reports to be generated, District offi cials have failed implement 
procedures to periodically produce and review these audit logs. As 
a result, their ability to detect and address unauthorized activities is 
limited.  

3. The Board should adopt a comprehensive computer use policy 
that addresses data and virus protection, password security, 
disposing of and sanitizing equipment, and remote access.

4. The Board should adopt an information breach notifi cation 
policy.

Remote Access

Audit Logs

Recommendations
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5. The Board should establish policies and procedures to ensure 
that a proper segregation of duties is maintained through the 
assignment of user access rights. 

6. District offi cials should review and revise user access rights to 
the fi nancial software relative to employees’ job descriptions to 
ensure that users have access only to necessary functions within 
the scope of their responsibilities.

7. The Board should develop policies and procedures for controlling 
remote access to the computer system data and defi ning who 
can access the system, the methods to gain access, and the 
responsibility to review remote access logs.

8. The Board should ensure that remote access agreements are in 
place for all applicable individuals. 

9. District offi cials should implement procedures to periodically 
produce and review audit logs. 
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The district offi cials’ response to this audit can be found on the following pages.  
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See
Note 1
Page 18
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See
Note 2
Page 18

See
Note 3
Page 18
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APPENDIX B

OSC COMMENTS ON THE DISTRICT’S RESPONSE 

Note 1 

These rate schedules do not constitute or replace written agreements with the service providers, and 
they do not detail the scope of services being provided.

Note 2 

We acknowledge that it is not always possible to know the total cost of a service to be provided. 
However, written agreements for professional services should include at least an estimate of the total 
cost, or a maximum allowable cost, so that the District can properly monitor its budget and ensure that 
suffi cient funds are available for the expenditure.

Note 3 

OSC recommends using requests for proposals (RFPs) as a best practice to promote competition and 
to help ensure the desired services are obtained at the best price. RFPs can consider a variety of non-
monetary factors, although it is not clear to us what the District means by “moral worth” as a factor 
that would be considered. 
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas:  fi nancial condition and oversight, control environment, cash 
receipts and disbursements, payroll and personal services, professional services, procurement, capital 
assets and inventories, length of service award program (LOSAP), and information technology (IT).
 
During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from the 
computerized fi nancial databases and analyzed it electronically using computer-assisted techniques. 
This approach provided us with additional information about the District’s fi nancial transactions as 
recorded in its databases. Further, we reviewed the District’s internal controls and procedures over the 
computerized fi nancial databases to help ensure that the information produced by such systems was 
reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided on the reported objective and scope by selecting for audit 
those areas most at risk. We selected professional services and IT for further testing. During this 
audit, we examined the District’s books and records from January 1, 2010 to September 30, 2011. To 
accomplish the objective of this audit and to obtain valid audit evidence, we performed the following 
procedures:

• We interviewed District offi cials and staff to gain an understanding of the procurement process 
and individual job duties.

• We reviewed minutes of the Board’s proceedings and District policies as they related to the 
scope of our audit.

• We reviewed a list of all cash disbursements made from January 1, 2010 to September 30, 2011 
to determine how much was spent on professional services during the audit period.

• We examined documentation for selected professional service providers to determine if 
District offi cials solicited competition when procuring such services.

• We examined invoices to determine if payments to professionals were made in accordance 
with agreements or Board resolutions, and if there was a clear understanding as to the services 
to be provided, the delivery timeframes and the amounts of compensation.

• We interviewed District offi cials to gain an understanding of the District’s IT systems.
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• We reviewed user permission reports to determine if excess user access rights were given to 
individuals and employees. 

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objective. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objective.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page: 
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