OFFICE OF THE NEW YORK STATE COMPTROLLER

DivisioN oF LocAL GOVERNMENT

& SCcHOOIL ACCOUNTABILITY

Amityville
Union Free School District

Internal Controls Over
Selected Financial Operations

Report of Examination

Period Covered:

July 1, 2006 — August 31, 2007
2008M-176

Thomas P. DiNapoli



Table of Contents

Page
AUTHORITY LETTER 2
EXECUTIVE SUMMARY 3
INTRODUCTION 6
Background 6
Obijective 6
Scope and Methodology 7
Comments of District Officials and Corrective Action 7
BOARD FISCAL OVERSIGHT 8
Board Fiscal Oversight Training 8
Budget Transfers 9
Recommendations 10
CLAIMS AUDITING 11
Recommendations 12
PROCUREMENT 13
Competitve Bidding 13
Professional Service Providers 14
Competitive Quotations 15
Recommendations 16
INFORMATION TECHNOLOGY 17
Recommendations 20
APPENDIX A Response From District Officials 21
APPENDIX B OSC Comments on the District’s Response 30
APPENDIX C Audit Methodology and Standards 31
APPENDIX D How to Obtain Additional Copies of the Report 33
APPENDIX E Local Regional Office Listing 34

DivisioN oF LocaL GOVERNMENT AND SCHOOL ACCOUNTABILITY




State of New York
Office of the State Comptroller

Division of Local Government
and School Accountability

November 2008
Dear School District Officials:

A top priority of the Office of the State Comptroller is to help school district officials manage their
districts efficiently and effectively and, by so doing, provide accountability for tax dollars spent to
support district operations. The Comptroller oversees the fiscal affairs of districts statewide, as well
as districts’ compliance with relevant statutes and observance of good business practices. This fiscal
oversight is accomplished, in part, through our audits, which identify opportunities for improving
district operations and Board of Education governance. Audits also can identify strategies to reduce
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Amityville Union Free School District, entitled Internal
Controls Over Selected Financial Operations. This audit was conducted pursuant to Article V, Section
1 of the State Constitution, and the State Comptroller’s authority as set forth in Article 3 of the General
Municipal Law.

This audit’s results and recommendations are resources for district officials to use in effectively
managing operations and in meeting the expectations of their constituents. If you have questions about
this report, please feel free to contact the local regional office for your county, as listed at the end of
this report.

Respectfully submitted,
Office of the State Comptroller

Division of Local Government
and School Accountability
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State of New York
Office of the State Comptroller

EXECUTIVE SUMMARY

The Amityville Union Free School District (District) is governed by the Board of Education (Board)
which comprises seven elected members. The Board is responsible for the general management
and control of the District’s financial and educational affairs. The Superintendent of Schools
(Superintendent) is the chief executive officer of the District and is responsible, along with other
administrative staff, for the day-to-day management of the District under the direction of the Board.

There are five schools in operation within the District, with approximately 2,790 students and over 500
employees. The District’s general fund expenditures for the fiscal year 2006-07 were approximately
$64.8 million and budgeted expenditures for 2007-08 fiscal year were approximately $69.6 million,
which were funded primarily with real property taxes, State aid, and grants.

Scope and Objective

The objective of our audit was to examine the adequacy of the District’s internal controls over selected
financial operations for the period July 1, 2006 to August 30, 2007. Our audit addressed the following
related questions:

» Did Board members obtain the required training and monitor budget transfers in accordance
with Board-adopted policy?

» Are internal controls over claims processing appropriately designed to ensure that claims are
adequately audited prior to payment and that payments are made only for appropriate District
purposes?

* Are internal controls over procurement procedures appropriately designed and operating
effectively?

» Areinternal controls over the District’s information technology system appropriately designed
to protect electronic data and equipment?

Audit Results

We found that the Board needs to improve oversight to ensure that District assets are safeguarded.
Some Board members did not obtain the required financial oversight training, budget transfers were
made without the required Board approval, the Board did not develop a detailed claims audit policy,
the District’s purchasing policies and procedures were not complied with, and policies and procedures
for information technology were inadequate.
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We found that three of the seven Board members failed to obtain the required six-hour training of
financial oversight, accountability, and fiduciary responsibilities within the first year of their
election. The Board members’ lack of commitment to improving their governance skills sets the
wrong “tone at the top” which could influence employee attitudes toward rules and regulations
that are designed to safeguard District resources and taxpayer moneys. Additionally, we found that
District officials consistently made budget transfers prior to obtaining Board approval as required
by the Board-adopted policy. We identified 27 budget transfers totaling $456,464 that were
made without proper Board approval in March and April 2007. Twenty-two of those transfers were
not presented to the Board until two or three months after they were processed by District officials.
Therefore, there is an increased risk that expenditures can exceed the annual budget that was prepared
by the Board and approved by the voters.

The Board did not establish adequate internal controls related to the claims audit function. Our
examination of the claims audit process disclosed that the Board did not establish any written
procedures or job description detailing the claims auditor’s duties. As a result, we found that the
claims auditor did not have any guidance on the Board’s expectations for auditing the District’s claims
and did not conduct a thorough audit of the claims. Although we did not identify any inappropriate
payments, the claims audit control weaknesses prevent the Board from having adequate assurance that
the claims that were approved by the claims auditor for payment were for valid District purposes, and
were adequately itemized and authorized.

We also found that the District did not always adhere to the requirements of General Municipal Law
or Board-adopted procurement policies because it did not obtain competitive bids for two purchases
totaling $115,860. Additionally, the District did not use competitive proposals to obtain services
from nine professional service providers totaling $894,262. Furthermore, the District paid five
vendors a total of $27,091 without obtaining written, faxed or telephone quotes as required by the
Board-adopted policy. The failure to comply with General Municipal Law and Board-adopted policy
during the procurement process increases the risk that goods and services many not be acquired at the
lowest price and in the best interest of the District.

District officials have not developed policies and procedures to protect critical financial data and
equipment. Our audit disclosed that server equipment is not protected from unauthorized access. As
a result, critical financial data is subject to an increased risk of loss or misuse. We also found that
passwords to access the District’s network are not changed periodically. Additionally, the functions
of the financial software administrator and the senior account clerk are not segregated. The senior
account clerk sets up vendor accounts, records cash disbursements, and prints checks and is also
the system administrator of the District’s financial software. Furthermore, we found that District
officials do not print or review audit trial logs to detect unauthorized access or external threats to data.
Finally, the District has not developed a formal disaster recovery plan. Without a disaster recovery
plan, the District’s ability to resume normal operations with minimal loss to its systems and data is
compromised.

Comments of District Officials

The results of our audit and recommendations have been discussed with District officials and their
comments, which appear in Appendix A, have been considered in preparing this report. Except as
specified in Appendix A, District officials generally agreed with our recommendations and indicated
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that they planned to take corrective action. Appendix B includes our comments on the issues raised in
the District’s response letter.
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Introduction

Background The Amityville Union Free School District (District) is located in
the Town of Babylon, Suffolk County. The District is governed by
the Board of Education (Board) which comprises seven elected
members. The Board is responsible for the general management
and control of the District’s financial and educational affairs.
The Superintendent of Schools (Superintendent) is the chief
executive officer of the District and is responsible, along with other
administrative staff, for the day-to-day management of the District
under the direction of the Board.

There are five schools in operation within the District, with
approximately 2,790 students and over 500 employees. The
District’s general fund expenditures for the fiscal year 2006-07 were
approximately $64.8 million and budgeted expenditures for 2007-
08 fiscal year were approximately $69.6 million, which were funded
primarily with real property taxes, State aid, and grants.

The Board is responsible for instituting appropriate fiscal oversight
to ensure that District funds are expended for valid District purposes.
The Board appointed a claims auditor to audit and authorize
claims for payment on its behalf. Claims totaled approximately
$29.5 million from the general fund expenditures in the 2006-07
fiscal year. The Board designated the Assistant Superintendent for
Finance and Operation as the District’s purchasing agent. Under the
general supervision of the Superintendent, the purchasing agent is
responsible for administering all purchase activities.

Objective The objective of our audit was to examine the adequacy of the
District’s internal controls over selected financial operations. Our
audit addressed the following related questions:

» Did Board members obtain the required training and monitor
budget transfers in accordance with Board-adopted policy?

e Are internal controls over claims processing appropriately
designed to ensure that claims are adequately audited prior
to payment and that payments are made only for appropriate
District purposes?

e Are internal controls over procurement procedures
appropriately designed and operating effectively?
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* Are internal controls over the District’s information
technology system appropriately designed to protect
electronic data and equipment?

Scope and During this audit, we examined the District’s internal controls over
Methodology financial operations for the period July 1, 2006 to August 31, 2007.

We conducted our audit in accordance with generally accepted
government auditing standards (GAGAS). More information on such
standards and the methodology used in performing this audit are
included in Appendix C of this report.

Comments of District The results of our audit and recommendations have been discussed
Officials and Corrective with District officials and their comments, which appear in Appendix
Action A, have been considered in preparing this report. Except as

specified in Appendix A, District officials generally agreed with our
recommendations and indicated that they planned to take corrective
action. Appendix B includes our comments on the issues raised in the
District’s response letter.

The Board has the responsibility to initiate corrective action.
Pursuant to Section 35 of the GML, Section 2116-a (3)(c) of
the Education Law and Section 170.12 of the Regulations of the
Commissioner of Education, a written corrective action plan (CAP)
that addresses the findings and recommendations in this report must
be prepared and forwarded to our office within 90 days. To the extent
practicable, implementation of the CAP must begin by the end of
the next fiscal year. For more information on preparing and filing
your CAP, please refer to our brochure, Responding to an OSC Audit
Report, which you received with the draft audit report. The Board
should make the CAP available for public review in the District
Clerk’s office.
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Board Fiscal Oversight

Board Fiscal Oversight
Training

School board members are responsible for setting a “tone at the
top” that, by example, reflects their commitment to upholding the
public trust. This demeanor is the foundation of an internal control
environment based on standards and rules that all District staff,
as well as Board members, are expected to follow in safeguarding
District resources. The Board has an essential responsibility to
establish policies and oversee District procedures and practices to
ensure that District moneys are expended prudently and in the best
interest of the taxpayers. Board oversight includes monitoring of
Business Office transactions for compliance with Board policies and
obtaining the required financial oversight training.

The Board did not comply with Education Law regarding fiscal
oversight training for Board members. When Board members do
not comply with the mandated training requirement, their ability to
provide adequate fiscal oversight can be compromised. We also found
that budget transfers were not approved by the Board as required
by the adopted policy. When the District’s budget transfer policy
is not complied with, the Board’s ability to monitor the budget is
compromised, and there is an increased risk that expenditures can
exceed what the Board intended when they prepared the annual
budget that was approved by the voters.

School board members provide governing policies and an
atmosphere of integrity that affect the rest of the District. Education
Law requires that every member of a school district board of
education who was elected or appointed for a term beginning on
or after July 1, 2005 shall, within the first year of his or her term,
complete a minimum of six hours of training on financial oversight,
accountability, and fiduciary responsibilities. Upon completion of
each course, the member is required to file a certificate of completion
with the District Clerk.

Three of the seven Board members who served during the 2006-07
fiscal year did not complete the required six hours of training on fiscal
oversight, accountability, and fiduciary responsibilities within the
first year of their term. District officials informed us that these three
Board members would take the required training soon, but we found
that none of them had attended the additional training prior to the end
of our fieldwork. Furthermore, these three Board members continued
to serve the District during the fiscal years 2007-08 and 2008-09. The
certificates for the four Board members who did attend the training
were not filed with the District Clerk. Therefore, the District is not in
compliance with this requirement.
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The Board members’ decision to not comply with the law and obtain
the training could result in their failure to properly fulfill all of their
financial oversight, accountability, and fiduciary responsibilities,
placing the District at an increased risk of the waste, misuse, or theft
of its cash assets. Further, the Board members’ lack of commitment
to improving their governance skills sets the wrong “tone at the
top” which could influence employee attitudes toward rules and
regulations that are designed to safeguard District resources and
taxpayer moneys.

Budget Transfers It is the Board’s responsibility to monitor and keep the District’s
expenditures within the total annual appropriations to guard against
incurring expenditures in excess of budget appropriations. A budget
transfer should be made before a line item in the budget is over-
expended. Pursuant to the Commissioner of Education’s Regulations,
the Board may authorize the Superintendent to make budget transfers
between line item accounts within set limits without Board approval.

In 2001, the Board adopted a transfer of funds policy which
stated that “only the Board of Education has the authority to make
transfers from one budget code to another” and that “there shall be no
expenditures above the budget code without prior Board of Education
approval.” It further states that “when seeking Board approval for
transfers, the Superintendent will identify the budget code from
which the money is being transferred with a written explanation as to
why excess funds are available in that code.” However, the Board did
not monitor this policy to determine if District management followed
it.

We found that the District did not implement procedures to comply
with the Board-adopted policy for the transfer of funds. The District
processed budget transfers of approximately $5.5 million during
the 2006-07 fiscal year prior to receiving the Board’s approval as
required by the policy. The District uses a form titled “transfer of
funds” to document budget transfer requests and approvals. The
policy requires the Superintendent to provide a written explanation
for the transfer request and the reason the funds are available to be
transferred on the form. However, the form does not require the
Superintendent’s approval as stated by the Board’s policy. Instead, it
requires the signature of the Department/Building Administrator who
is making the request, and the Assistant Superintendent for Finance
and Operations to approve the request.

As a result of this weakness, we reviewed 27 budget transfers
totaling $456,464 that were made in March and April 2007 to
determine ifand whenthey were presented to the Board forapproval.
We found that all 27 transfers were made prior to obtaining the
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Board’s approval. Five transfers totaling $11,595 were presented at
the next monthly Board meeting after they were made. However,
the remaining 22 transfers totaling $444,869 were presented to
the Board two or three months after the transfers were made. For
example, a transfer for $300,000 that was made on April 20, 2007
was signed by the department head and the Assistant Superintendent
for Finance and Operations, but was not presented and approved by
the Board until June 13, 2007. When the District’s budget transfer
policy is not complied with, the Board’s ability to monitor the budget
is compromised, and there is an increased risk that expenditures
can exceed what the Board intended when they prepared the annual
budget that was approved by the voters.

Recommendations 1. All Board members should obtain the necessary training
mandated by Education Law and file a certificate of completion
with the District Clerk.

2. District officials should obtain the Board’s approval prior to
transferring funds between budget codes or amend its policy to
authorize the Superintendent to make transfers within set limits
without Board pre-approval.
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Claims Auditing

Education Law requires the Board to audit all claims against District
funds before authorizing the Treasurer to pay them. The Board can
appoint a claims auditor to perform this function on its behalf.
The claims auditor must verify whether claims are valid, necessary
and authorized District expenditures, ensure that the proper
documentation and itemization are provided for each claim, confirm
that the District received the goods and/or services described in the
claim, and verify that the claim is mathematically correct. The Board
must provide the claims auditor with a job description and other
guidance to communicate the claims auditor’s responsibilities and the
Board’s specific expectations of the claims audit function.

The Board appointed a claims auditor to audit claims on their behalf.
However, the Board has not adopted a policy, developed written
procedures or guidelines, or provided the claims auditor with a job
description detailing the duties to be performed. As a result, the
claims auditor did not have any guidance on the Board’s expectations
for auditing the District’s claims and did not conduct a thorough audit
of the District’s claims.

The claims auditor informed us that his audit consisted of verifying
that invoices were mathematically correct and that sales tax was not
charged. Therefore, the Board had no assurance that the claims that
were approved by the claims auditor for payment were for valid
District purposes, and were adequately itemized and authorized.
The District’s independent auditors noted the claims auditor’s lack
of understanding of his duties in the audited financial statements
for the 2005-06 fiscal year, and also noted that the District has
not implemented procedures to ensure a thorough audit of claims.
However, the Board did not take any corrective action to ensure that
claims were adequately audited.

As a result of this weakness, we conducted a test of ten claims
totaling $80,169 to determine if approvals from the appropriate
District officials were obtained, the goods and/or services were
received, the rates were charged in accordance with approved
contracts and if the purchases were made for valid District purposes.
Our test did not disclose any material exceptions. However, the lack
of a thorough audit of claims and clear direction regarding the duties
and responsibilities of the claims auditor exposes the District to an
increased risk of improper and unnecessary payments being made
and not detected in a timely manner.
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Recommendations 3. The Board should develop and adopt a claims auditing
policy that defines a proper audit of claims. The Board
should provide the claims auditor with written guidance that
clearly communicates the duties and responsibilities of the
position, including ensuring that every claim contains adequate
itemization and documentation, is a proper District charge,
contains appropriate approvals, has been received, and complies
with District policies.

4. The claims auditor should adhere to the District’s claims auditing
policy.
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Procurement

The objectives of a procurement process are to obtain services or buy
materials, supplies, and equipment of the right quality, in the right
quantity, from the right source, at the right price, and in compliance
with all applicable Board and legal requirements. This process helps
ensure that the District expends taxpayer dollars in the most efficient
manner and avoids the influence of favoritism, extravagance and
corruption. The Board is responsible for adopting policies to provide
reasonable assurance that goods and services will be procured at
the best available prices, that taxpayer funds will be expended in
a prudent manner, and that procurements comply with statutory
requirements. District officials are responsible for implementing and
monitoring those policies.

We identified several weaknesses in the District’s procurement of
goods and services. Although the Board adopted purchasing policies
that clearly outline when and how to use competitive bidding and
when to obtain quotes when procuring goods or services, District
officials did not always follow these policies and solicit competition
when required. Also, the Board does not require District officials
to solicit competition when procuring professional services. As a
result, the District may have paid more than necessary for goods and
services.

Competitive Bidding General Municipal Law (GML) and the District’s procurement
policy require that purchase and public work contracts, when they
exceed in the aggregate of $10,000 and $20,000, respectively,
during a fiscal year, be publicly advertised for bids and awarded to
the lowest responsible bidder. Competitive bidding is not required
when the subject of a contract is controlled by a sole source provider
so that there is no possibility of competition. However, the District
must show, at a minimum, the item’s unique benefits to the District as
compared to other products available in the marketplace, and that no
other product provides substantially equivalent or similar benefits.

Although the District’s procurement policy clearly outlines when
and how competitive bidding will be used to purchase goods and
services, we found that purchases were not always made following
these guidelines. District officials were not complying with GML
and their own policies concerning bidding. Additionally, we found
that the District’s purchasing policy suggests, rather than requires,
that District officials document the reasons for determining sole
source purchases. We identified approximately 80 vendors who were
subject to competitive bidding requirements who were paid a total of
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$7,876,223 during the 2006-07 fiscal year. We tested payments made
to eight of these vendors totaling $250,356. We found the following:

e The District did not request bids for two vendors who were
paid a total of $115,860. The vendors included a heating
and pipe contractor who was paid $75,946 and a general
contractor who was paid $39,914.

» District officials did not document why the purchase of
textbooks from two vendors, who were paid a total of $37,214,
were sole source purchases and therefore not subject to
competitive bidding as suggested by the District’s purchasing
policy. District officials told us that this was the only
manufacturer who could provide them with the textbooks that
they needed because textbook manufacturers are very limited.
The District’s explanation for determining the sole source
purchase was reasonable. However, the District’s purchasing
policy should not suggest, but require that District officials
document why a particular purchase is considered to be a
sole source purchase to provide taxpayers with the greatest
assurance that taxpayer moneys are being spent in the most
prudent and economical way.

The failure to ensure that purchases and public works contracts are
acquired through the competitive bidding process increases the risk
that services may not be obtained in the most prudent and economical
manner, and could lead to the unnecessary expenditure of taxpayer

moneys.
Professional Service GML states that goods and services that are not required by law to
Providers be competitively bid must be procured in a manner that ensures

the prudent and economical use of public moneys, facilitates the
acquisition of goods and services of maximum quality at the lowest
possible cost, and guards against favoritism, fraud and corruption.
Competitive bidding is not required for the procurement of
professional services that involve specialized skill, training and
expertise; use of professional judgment or discretion; and/or a high
degree of creativity. An effective and comprehensive procurement
policy would require the District to request proposals from
professional service providers whenever such services are needed. A
request for proposal (RFP) process is meant to ensure that the District
receives the desired service for the best price.

The District’s procurement policy does not require the solicitation of
RFPs to procure professional services. Instead, it authorizes the Board
to award professional service contracts without soliciting proposals
based upon the continuity, confidentiality, cost effectiveness and
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expertise of the services rendered as well as the professional’s
knowledge of the District’s needs. It further states that “the Board
may also determine from time to time that it may be in the best
interest of the school district to solicit RFPs for some or all of the
above services.”

We found that District officials generally did not solicit RFPs when
obtaining professional services because the District’s vague policy
did not require them to do so. We identified 47 professional service
providers who were paid a total of $3.1 million during the 2006-07
fiscal year. We tested ten of these professionals who were paid a total
of $911,762 and found that nine of the ten professional contracts,
totaling $894,262, were awarded without the benefit of RFPs or
any other competition. These professionals included a law firm
and a therapist who where paid a total of $375,868 and $290,734,
respectively.

While the District is not specifically required to issue RFPs for
professional services, it is required by law to establish a process that
ensures that the District obtains qualified, necessary professional
services as economically as possible, and document the basis for
the selection of service providers. Because the District did not use
competition to secure any of these professional services, these
services may not have been obtained at the lowest possible price,
and there is no assurance that these purchases were the most prudent
and economical use of public moneys in the best interest of the
taxpayers.

Competitive Quotations GML requires the Board to adopt written policies and procedures
to procure goods and services that are not subject to competitive
bidding requirements. These policies and procedures should set forth
each method of procurement, the procedures for determining which
method will be used, and provide for adequate documentation of the
actions taken. Soliciting competition helps to ensure that contracts
are entered into in a manner which is in the best interest of the public.
The District’s procurement policy requires District officials to solicit
quotes for certain purchase or public work contracts that fall below
competitive bidding thresholds. District employees must obtain
the following quotes and attach the documentation to the purchase
requisition:

e A minimum of three telephone, fax or written quotations are
required for purchases of goods and services between $500
and $1,500.

*  Aminimum of three written quotes are required for purchases
of goods greater than $1,500.
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We found that District officials did not ensure that employees
complied with the procurement policy when soliciting quotes. We
identified approximately 400 vendors who were paid a total of $1.3
million for purchases or public works contracts that fell below the
competitive bidding thresholds during the 2006-07 fiscal year. We
reviewed 23 invoices paid to five of these vendors totaling $29,265
to determine whether District officials obtained written, fax, or
telephone quotes as required by the procurement policy. We found
that District officials had not obtained quotes for 22 of the 23 invoices
totaling $27,091. Examples of the purchases follow:

» Eight of the 22 invoices, totaling $8,093, were paid to one
vendor for auto repair. District officials could not explain why
quotes were not obtained for these purchases.

e Five of the 22 invoices totaling $8,537 were paid to
one vendor for elevator repair. Although District officials
indicated that one elevator repair invoice for $2,274 was an
emergency, and quotes were therefore not required as stated
in the District policy, the Board did not pass a resolution
declaring the emergency as required by the procurement
policy. Additionally, the District did not document in writing
the reason for qualifying this situation as an emergency, as
suggested on the procurement policy.

The failure of District officials and employees to comply with the
procurement policy increases the possibility that the District may
have paid more for goods and services, which may have resulted in
unnecessary costs to District taxpayers.

Recommendations 5. The District should comply with the provisions of General
Municipal Law and its purchasing policy by ensuring that all
purchases and public works contracts exceeding the statutory
competitive bidding thresholds are acquired through the
competitive bidding process.

6. The Board should amend their procurement policy to require that
the District award all professional services contracts only after
soliciting competition and require that District officials document
why a purchase qualifies as a sole source purchase.

7. District officials should monitor and enforce compliance with the
District’s procurement policy relating to written, fax and verbal
quotes. In addition, when a purchase qualifies as an emergency,
District officials should document the reason for the emergency
and the Board should pass a resolution declaring an emergency.
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Information Technology

The use of information technology (IT) affects the fundamental
manner in which the District processes, records, and reports financial
transactions; therefore, the IT system and the data it holds are a
valuable District resource. The District’s widespread use of IT
presents a number of internal control risks such as unauthorized
access to data and the potential loss of data. District officials must
therefore design an effective system of internal controls to
safeguard computerized data from loss and misuse. To help limit
losses, it is important that District officials establish computer data
policies and procedures to provide clear guidance for District
personnel on all aspects of computer data. Such policies should
also establish procedures to ensure that computer data is adequately
safeguarded to reduce the risk of any misuse or alteration of data
that could result in the compromise of sensitive information and/or
potential financial loss to the District. Additionally, a formal disaster
recovery plan should be established to provide guidance on the
prevention of the loss of data as well as the recovery of data in the
event of a disaster.

The District uses a financial accounting software package (financial
software) to process and maintain financial transactions. District
officials have not developed policies and procedures to protect
critical financial data. As a result, computer hardware is not
protected from unauthorized access, system network passwords
are not periodically changed, the duties of the financial software
administrator and the senior account clerk have not been segregated,
audit logs for the financial software have not been printed and
reviewed, and a formal disaster recovery plan has not been
established. These internal control weaknesses increase the risk that
critical financial data may be lost or misused.

Policies and Procedures — Policies and procedures should address
key security areas such as acceptable computer use, data and virus
protection, password security, remote access and Internet usage.
Policies should be enforceable, concise, easy to understand, and
balance IT protection with productivity. Procedures should be
established to outline how to carry out policy requirements and
define mechanisms to enforce compliance. During our audit period,
the District did not have a Board-adopted IT policy. Instead, they
have a “working draft,” dated October 2007, which has not yet
been formalized or adopted. As a result, there is an increased risk
of inappropriate and unauthorized access to the IT system and of
computerized data being compromised.
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Access to the Servers — An effective internal control system restricts
physical access to the IT system, such as servers. Servers are assets
the District must protect. Unrestricted access to the server room is
dangerous to the security of the District’s computer system. An
individual could log into the network and its applications and could
alter records or physically destroy the equipment so that no one
could access the server. This could result in the District expending
significant resources to correct/repair data and equipment. Secure
access would be enhanced by keeping the doors locked at all times,
restricting access to authorized employees, and documenting arrivals
and departures. District officials have not established policies or
procedures to ensure that the server for the financial software is
located in a secure location.

The District’s server for the financial software is located in an
unlocked file room in the central administrative building, which is
accessible to all employees. Furthermore, we found that physical
access to the room was not tracked and monitored, resulting in data
being vulnerable to unauthorized access. The system administrator
stated that the door to the server room is left open during working
hours to allow access to water and paper inventories. Under these
conditions, it would be difficult for District officials to prevent
unauthorized or malicious access to the server or to identify the party
responsible if such access did occur.

System Passwords — Passwords are one of the most basic controls that
can be utilized to mitigate the risk of unauthorized users obtaining
access to the District’s computer systems. Passwords should be
changed on a regular basis, which significantly increases the District’s
protection from unauthorized access to District information.

District employees have a system password to access the network
and an application password to access the financial software. We
found that District employees do not periodically change their system
network password because they are not required to. When passwords
are not changed on a regular basis, employee user accounts and
District information are vulnerable to unauthorized access and use.

Segregation of Duties — An effective system of internal control
requires the segregation of duties so that no single individual
controls most or all phases of a transaction. Concentrating key
duties (i.e., recordkeeping, reconciling cash, and disbursing cash)
with one individual significantly increases the risk that errors and/
or irregularities might occur and go undetected. The District has not
segregated the function of the financial software administrator from
the function of the individual who is responsible for accounts payable
operations.
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The senior account clerk performs various accounts payable
functions, such as setting up vendor accounts, recording
disbursements, and printing checks. The senior account clerk is also
the system administrator of the District’s financial software. As the
system administrator, the senior account clerk has unlimited access
for entering and editing data, changing security privileges and user
authorizations, and editing other system settings without independent
review and approval. This lack of segregation of duties between
accounts payable and financial software administration functions
increases the risk of unauthorized changes to the accounting
records, to the software security settings, and to user authorization
privileges without District officials’ knowledge or prior approval.
This weakness significantly increases the risk that inappropriate
disbursements could be initiated and concealed.

Audit Trail Logs — A computerized financial management system
should provide a means of determining, on a constant basis, who
is accessing the system and what transactions are being processed.
Audit trail logs maintain a record of activity that includes the identity
of each person who has accessed the system, the time and date of the
access, and what activity occurred. Ideally, a manager should review
this log to monitor the activity of users who access the District’s
applications and data.

Although the District’s financial software has the capability to
prepare audit trail log reports, they are not printed or reviewed
by District officials. Virtually all District records and reports are
computer-generated; therefore, it is important that District officials
review audit logs periodically. Without such a review, District
officials do not have adequate assurance that changes to its financial
information are appropriate and authorized. As a result, there is an
increased risk that external threats to data or unauthorized access to
data can not be detected on a timely basis.

Disaster Recovery — The District’s internal control system should
include a formal disaster recovery plan to address the possible loss of
computer equipment and data and establish procedures for recovery
in the event of such a loss. The plan should detail the precautions to
be taken to minimize the effects of any disaster and enable the District
to either maintain or quickly resume its mission-critical functions.
The plan should include a significant focus on disaster prevention.

We found that District officials have not established a formal disaster
recovery plan. Consequently, in the event of a disaster, District
personnel have no guidelines or plan to follow to help minimize
or prevent the loss of equipment and data or guidance on how to
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implement data recovery procedures. This could negatively impact
the District’s ability to resume normal operations.

Recommendations 8. The Board should adopt a comprehensive computer security
policy addressing the proper use of computer resources, data and
virus protection, password security, remote access and Internet
usage.

9. District officials should strengthen controls over the physical
access to the District’s server room to protect physical components
of the IT system from unauthorized access. Access should be
monitored.

10. District officials should implement procedures requiring users
to periodically change their passwords to access the District’s
network applications.

11. District officials should separate the duties of the financial
software administrator and the senior accounts clerk. Where
incompatible duties cannot be appropriately segregated, they
should establish effective supervisory review procedures.

12. District officials should periodically print and review audit logs to
monitor user activity and any unusual transactions.

13. District officials should adopt a disaster recovery plan that
addresses the range of threats to the District’s IT system. The plan
should be distributed to all responsible parties, periodically tested
and updated as needed.
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District officials’ response to this audit can be found on the following pages. Individual vendors
named in the District’s response have been omitted because of confidentiality reasons.
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AMITYVILLE UNION FREE Central Administration Office
SCHOOL DISTRICT 150 Park Avenue

Dr. William J. Funning - Interim Assistant Amityville, WY 11701

Superintendent for Finance and Operations

631) 598-6524
Fax: (631) 621-3215

Movember 13, 2008

Division of Local Government Services
and Economic Development

Office of the State Comptroller

NYS Office Building, Room JALQ

250 Veterans Memonal Highway

Hzuppauge, New York 11788-3533 By e-mail 1o || |

And by U.S. Postal Mail

Re: Response to OSC Audit
Des [

Transmitted herewith is the response of the Amityville Union Free School District to the *Amityville
Union Free School District Intemal Controls Over Selected Financial Operations — Report of
Examination — Period Covered: Julyl, 2006 — August 31, 2007 — 2008M-176.7

See
This response has been amended from its original form to reflect the finding that three of the | Note 1
District’s present seven Board members had received only partial fiscal oversight training. Page 30

The District appreciates the professionalism of the staff of the Office of the State Compiroller and
their assistance with the audit, review and response process.

Very truly yours
){' uﬂa.-éj < ammuqyxi_.
Dr. William J. Fanning

Interim Asgistant Superintendent
for Finance and Operations

WIF owif
pe: Dr. John Williams, Superintendent
H-\Fanning - Amityville 2008 - Letters\Letter - O3C Response to Comptroller Audit 2008.doc

OFFice oF THE NEw YoRrRk STATE COMPTROLLER




Written Response to the Draft Audit Report

of the Office of the State Comptroller

Amityville Union Free School District

Internal Controls Over Selected Financial Operations

Report of Examination

Period Covered:
July 1, 2006 through August 31, 2007

2008M-176

Exit Conference — QOctober 20, 2008
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Board Fiscal Oversight

There were two areas of concern identified by the Office of the State Comptroller
{OS8C) under the heading of “Board Fiscal Owersight,” 1. Board fiscal oversight
training, and 2. approval of budget transfers.

Board Fiscal Oversight Training

It became immediately apparent during the open discussion of the dralt audit on
October 20, 2008 that the Office of the State Comptroller may not have been provided

with complete information regarding the r'l'fllll]'E'd fiscal oversight training for members
of the Bnm-:l of Education. Upﬂn reading thrc draft commicnts, members of the Board of
Education and members of the administrative staff were perplexed to see a finding that
some Board members had not received the required training. All Board members had

received at least some portion of the required training.

Al the discussion, the parties agreed that the District would assemble all available
documentation to confirm that all Board members had been trained, and that copics of
the documents would be forwarded immediately to OFC,

On October 22, 2008, Dr, John Williams, Superintendent of Schools, transmitied a
letter with 29 pages of Certificates and two summary pages (o

08C. A review of these documents cstablished that four of the seven Board members
had completed the required six hours of training, but that three members had completed
only part of the training, Appropriate arrangements will be made to secure the
additional training still required.

The Board is especially interested in asserting its continuing commitment to exercising
strong prudent fiscal oversight on behalf of the Amityville Community, The Board
thoroughly understands its obligation to set the “tone at the wp,” and is confident that
its behavior with regard to preparation and continued traiming is exemplary.

Approval of Budget Transfers

L o O B P R PSP o ST e RN TR 1
11 DUd.I'i.l ELEIIUWLLUELE IIH:I'. U-J'l..- J.'.l";llln-ll”:u 8 DUt O UHU-E.L-I- TAMSITS LiEl Wat

made prior to secuning formal Board of Education approval, The Board understands
that this practice is contrary to current Board Policy but is not restricted by statute. The
Board understands its option to either amend its policy and establish a monetary limit
below which transfers are permitied prior to securing Board approval, or to enforce the
current policy and prohibit the execution of all transfers until formal Board approval is
secured.

The Board further acknowledges that any transfer that becomes permissible through a
revision to District Policy must be reported in a Treasurer’s Report at the next Regular
Board Meeting following the month in which the transfer is made.
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These options will be considered and will be reported in the Corrective Action Plan that
will be submitted by the Board of Education after the final audit has been issued by
0sC.

Claims Auditing

The Board of Fducation acknowledges the OSC findings that the District, ®. . . has not
adopted a policy, developed written procedures or guidelines, or provided the claims
auditor with a job description . . ."

The Board will adopt the appropriate policy and job description and will comment in
greater detail in its Corrective Action Plan. The Board is, however, pleased to
acknowledge the OSC comment that, notwithstanding the absence of a policy and a
position description, the OSC test ©. . . did not disclose any material exceptions , . ."

Procurement

OSC noted that the District had adopted purchasing policies that clearly outline when
and how to use competitive bidding and when to obtain quotes when procuring goods
or services, but that District officials did not always follow these policies.

Competitive Bidding

Bidding: Two general arcas of concern were identified. The first involved the bid
process with a heating and pipe contractor, and a general contractor. The heating
mmr;mmr_-was paid a iotal of §75,946 during the audit period. This total amount
was made up of numerous individual purchase orders, none of which rose to the bid
threshold of $20,000 for public works contracts.

The Board acknowledges that the threshold applics to the “aggregate of all purchases”™
to this vendor within the expense category and understands its obligation to solicit
competitive bids when the threshold is likely to be excesded during the course of the

fiscal vear.

e el diampm $han frminm #la dombeiel aim a1 1
LAF Al Gad LIS 1aolie, EJI.'- U-Iﬂ[l I.'h-: “Il” piepaEnt 5 f“-lﬂlhc it ion

will solicit bids for an annual service contzact. This matter will be discussed further in
the Corrective Action Plan.

The second bid-related item involved a general contractor, | NGcGcNcNGE:-ho

was paid a total of $39,914 during the fiscal period,

-crf ormed demolition and removal services and installation services for
two playgrounds. The original plan had been to award the entire contract to a New
York State Contract vendor, || NG Fchesc Orders were
prepared for | GG b the District leamed subsequently that
I (i rot perform demolition and removal of existing
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playgrounds. The initial course of action was 1o have _uh-

contract to a demolition service. However, when that option proved unviable, the

District contracted dircetly wilh—

The Board acknowledges that competitive bids should have been solicited for this
contract, but were not.

Sole Source: The second concern focused on “sole source™ as it related to the purchase
of textbooks. Texthooks are generally sold by the publisher, and should, therefore,
gualify as “sole source™ materials. The Board acknowledges that the cumrent
procurement policy “suggests™ rather than “requires™ that all “sole source™
detsrminations be documented. A note on the purchase order simply indicating that the
named vendor is the publisher and is, therefore, the only source for the textbooks might
have been sufficient to address the OSC comment.

The Board acknowledges the need 1o amend the procurement policy so that supporting
documentation is required rather than sugpested. This issue will be addressed again in
the Corrective Action Plan, and the policy will be amended to stress the fact that
justification is required rather than suggested.

Professional Service Providers

The Board acknowledges the audit finding that . . . District officials generally did not

solicit RFPs when obtaining professional services . . . The Board understands that the
District is not specifically required to issue RFPs for professional services, but that its

“ .. process ensures that the District obtains qualified, necessary professional services
as economically as possible ., .."

The District is highly conscious of its obligation to secure required goods and services
in & way that ensures ~. . . the most pradent and economical use of public moneys in the
best interest of the taxpayers.”

The Board will undertake a review of its procurement policy as it relates to professional
services and will make those revisions that require the purchaser to ™. . . document the
basis for the selection of service providers.” Language will be developed that aveids
the unequivecal requirement that RFPs be issued for the purchase of all professional
services, but virtually guarantess that the district has secured those services in the most
prudent and economical way, and can produce the documentation that supports the
sclection process.

Compefitive Quotations

The Audit Report of OSC acknowledges that the District’s procurement policy requires
District officials to solicit quotes for certain purchase or public work contract that fall
below competitive bidding thresholds. However, the report identifies specific instances
where the paolicy was not enforced.
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In prior vears, the District had implemented the use of standardized forms to document
the collection of either verbal telephone quotes, unsealed writlen quaotes and sealed
written quotes. With staff changes in the Business Office, some variability in the use of
these standard forms resulted. However, whether through the use of attached catalogue
pages and related pricing information, or through the use of the standardized forms, -
with very limited cxceptions - all proposed purchases were reviewed fo ensure that
competitive prices had been secured. The Board acknowledges that the exceptions
present a problem that must, and will, be addressed.

An excellent illustration of an exception is the group of auto repair invoices that were
cited in the OSC report. The district had not established a bid or quote based
relationship with a specific auto repair facility. As this response is being written, the
district is in the process of developing a specification to receive either a bid or an RFP
for automobile repairs. The specification will focus on industry standard billing rates
for specific repairs, coupled with discounts off manufaciurer’s list prices for
replacement parts, depending upon whether the parts are manufacturer's original
equipment replacement parts, high level afier-market replacement parts, or generic
after-market parts. District stafT recognizes the difficulty in ensuring that essential auto
repairs are purchased in the most prodent and economical manner, but fully understands
it responsibility to implement procedures that work toward that objective.

This matter will be resolved before the Corrective Action Plan is submitted to OSC.
That notwithstanding, it will again be referenced in the CAP.

Information Technology
Compuier Data Policies and Procedures

The OSC Audit Report indicated that during its audit period, *. . . the Distriet did not
have a Board-adopted IT policy.” The report acknowledged that the District had a
“working draft” date October 2007, but that the draft had not been formalized and
adopted.

The Board of Education is in the process of reviewing all of its policies, with emphasis

on those that have been assigned the highest priority. In view of the concern expressed

in the OSC Audit Report, adoption of & formal IT Policy has been assigned a high
priority.

Aeeess to Servers

The District’s IT Poliey will contain a provision that requires restricted physical access
to the IT hardware such as servers. The Policy will require that the server be located in
a secure location and that access doors will be locked at all times. Access will be
controlled and a log of access will be maintained.
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The Policy will also require (hat the software track aceess and maintain a permanent log
of &ll sign-in and sign-ofT activity.

Password Changes

The audit found that *. . . District emplovees do not periodically change their system
network password because they are not required to.”

The district’s financial management software can be programmed to require a periodic | Se€
password update. The uscr is required to update the password, or is denied access to Note 2

the system. Page 30

The District’s IT Policy will contain a provision that require periodic update of the user
password, Compliance can be ensured by utilizing the software's ability to limit the
time that a password remains operational,

Audit Logs

The ﬂiﬂtrict‘sFﬁnancia! software has the capability to prepare audit
trail log reports, but they are not routinely printed or reviewed by District officials. The
Board acknowledges the need o determine, on a constant basis, who is accessing the
system and what transactions are being processed.

The need to monitor the activity of users who access the Distriet’s applications and data
will be addressed in the District’s [T Policy and the responsibility will be assigned to
the appropriale manager,

Segregation of Durles

At the time of the OSC Audit, the report indicates that “*The District has not segregated
the function of the finzncial software administrator from the function of the individual
who is responsible for accounts payable operations.

With staff turnover, the I'T function was in a state of transition during the time that the
audit was conducted. With the appointment of a permancnt, full-lime Assistant
Superintendent for Data and Technology, this problem has been resolved, Chversight
for the administration of the District’s IT system now resides with the Assistant
Superintendent.

A Computer Controls Plan, which outlines the policics and procedures pertaining to
system controls and the segrepation of duties, is presently being developed by the
Assistant Superintendent. It will address the necessary controls required for oversight
of the District’s IT environment, including the Student Information System, the
Finance/Personnel System, Instructional Support Systems, and the Network
Infrastructure.
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Disaster Recovery

The Board recognizes the need to develop a Disaster Recovery Plan and is in the
process of formulating a comprehensive policy to ensure the security and immediate
recovery of the District’s data in the event of a catastrophic system failure.

The District has also taken steps to ensure that critical data are backed up and stored
offsite, and are readily recoverable. In September, 2008, the District began backing up
the [ NG -d the server, offsite, through ||

In addition to tape backups for each of these servers, financial data and
email server data are now electronically transmitted offsite to secure storage containers
located in New Jersey and Massachusetts. The ability to restore the financial and email
data is regularly tested. In addition, prior to transmission, all data files are encrypted
using 256-bit AES encryption technology, and all transmissions are conducted via
Secure Socket Layer (SSL) technology.

In addition, Lhe_and _servers are hardware

redundant and can continue operating with the failure of a single hard drive and/or a
single power supply. An extended hardware warranty provides for replacement of
failed hardware by the next business day. The server is equipped with an
Uninterruptible Power Supply (UPS), which protects the server against power spikes,
brownouts, and power failures.

In 2007, the District implemented a hosted service for its Student Management System
requirements. The application provider, I NEEEll is hosted offsite, and provides
fully redundant, 24/7 network operation with secure offsite backups, which are
conducted daily.

The District is in the process of securing offsite backup for its remaining network
servers. The backup and offsite storage services will be provided by || l§
B -G vill be implemented in November, 2008.
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APPENDIX B

OSC COMMENTS ON THE DISTRICT’S RESPONSE

Note 1

After the exit conference, District officials provided us with certificates of completion for the courses
that Board members attended. Our report has been revised to indicate that three Board members,
instead of the five previously referenced in our report, did not complete the minimum of six hours
of training. The documents provided to us after the exit conference included certificates for two
Board members who had only completed one hour of training each, and the third Board member had
completed two and one-half hours. Furthermore, as stated in our report, these certificates were not filed
with the District Clerk upon completion of each course.

Note 2

As stated in our report, there is no requirement, and users do not periodically change their system
password to access the network.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS

Our overall goal was to assess the adequacy of the internal controls put in place by officials to
safeguard District assets. To accomplish this, we performed an initial assessment of the internal
controls so that we could design our audit to focus on those areas most at risk. Our initial assessment
included evaluations of the following areas: financial oversight, cash receipts and disbursements,
purchasing, and payroll and personal services.

During the initial assessment, we interviewed appropriate District officials, performed limited tests
of transactions and reviewed pertinent documents, such as District policies and procedures manuals,
Board minutes, and financial records and reports. In addition, we obtained information directly from
the computerized financial databases and then analyzed it electronically using computer-assisted
techniques. This approach provided us with additional information about the District’s financial
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and
procedures over the computerized financial databases to help ensure that the information produced by
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or
professional misconduct. We then decided upon the reported objectives and scope by selecting for
audit those areas most at risk. We selected Board fiscal oversight, claims auditing, procurement and
information technology for additional review.

We accomplished the audit objectives by evaluating internal controls over the areas of procurement
and information technology to determine whether the controls were appropriately designed and
operating effectively.

Our audit procedures included the following:

* We interviewed appropriate District officials to obtain an understanding of the organization,
the District’s accounting system, and to identify key personnel.

* We examined the District’s Budget Transfer policy, Budget Transfer Schedules and Budget
Transfer Authorizations to determine if transfers were made in accordance with Board policy.

* We interviewed the claims auditor to learn about procedures used for the auditing of claims.
* We examined paid claims to determine whether they were for valid District purposes; were
sufficiently itemized and included original invoices; contained departmental approval; were

mathematically correct; and agreed with the purchase orders.

* We examined public bids, quotes and RFP documentation to determine if the lowest-priced
responsible vendor was selected.
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* We interviewed District personnel and evaluated internal controls and safeguards over
computer-generated data.

We conducted this performance audit in accordance with generally accepted government auditing
standards (GAGAS). Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

OFFice oF THE NEw YorRk STATE COMPTROLLER




APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page:

Office of the State Comptroller
Public Information Office

110 State Street, 15th Floor

Albany, New York 12236

(518) 474-4015
http://www.osc.state.ny.us/localgov/
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APPENDIX E

OFFICE OF THE STATE COMPTROLLER
DIVISION OF LOCAL GOVERNMENT
AND SCHOOL ACCOUNTABILITY

Steven J. Hancox, Deputy Comptroller
John C. Traylor, Assistant Comptroller

LOCAL REGIONAL OFFICE LISTING

BUFFALO REGIONAL OFFICE
Robert Meller, Chief Examiner
Office of the State Comptroller

295 Main Street, Suite 1032

Buffalo, New York 14203-2510
(716) 847-3647 Fax (716) 847-3643
Email: Muni-Buffalo@osc.state.ny.us

Serving: Allegany, Cattaraugus, Chautauqua, Erie,
Genesee, Niagara, Orleans, Wyoming counties

ROCHESTER REGIONAL OFFICE
Edward V. Grant, Jr., Chief Examiner
Office of the State Comptroller

The Powers Building

16 West Main Street — Suite 522
Rochester, New York 14614-1608
(585) 454-2460 Fax (585) 454-3545
Email: Muni-Rochester@osc.state.ny.us

Serving: Cayuga, Chemung, Livingston, Monroe,
Ontario, Schuyler, Seneca, Steuben, Wayne, Yates
counties

SYRACUSE REGIONAL OFFICE
Eugene A. Camp, Chief Examiner
Office of the State Comptroller

State Office Building, Room 409

333 E. Washington Street

Syracuse, New York 13202-1428
(315) 428-4192 Fax (315) 426-2119
Email: Muni-Syracuse@osc.state.ny.us

Serving: Herkimer, Jefferson, Lewis, Madison,
Oneida, Onondaga, Oswego, St. Lawrence counties

BINGHAMTON REGIONAL OFFICE
Patrick Carbone, Chief Examiner

Office of the State Comptroller

State Office Building, Room 1702

44 Hawley Street

Binghamton, New York 13901-4417
(607) 721-8306 Fax (607) 721-8313
Email: Muni-Binghamton@osc.state.ny.us

Serving: Broome, Chenango, Cortland, Delaware,
Otsego, Schoharie, Sullivan, Tioga, Tompkins
counties

GLENS FALLS REGIONAL OFFICE
Karl Smoczynski, Chief Examiner
Office of the State Comptroller

One Broad Street Plaza

Glens Falls, New York 12801-4396
(518) 793-0057 Fax (518) 793-5797
Email: Muni-GlensFalls@osc.state.ny.us

Serving: Clinton, Essex, Franklin, Fulton, Hamilton,
Montgomery, Rensselaer, Saratoga, Warren, Washington
counties

ALBANY REGIONAL OFFICE
Kenneth Madej, Chief Examiner
Office of the State Comptroller

22 Computer Drive West

Albany, New York 12205-1695
(518) 438-0093 Fax (518) 438-0367
Email: Muni-Albany@osc.state.ny.us

Serving: Albany, Columbia, Dutchess, Greene,
Schenectady, Ulster counties

HAUPPAUGE REGIONAL OFFICE
Jeffrey P. Leonard, Chief Examiner
Office of the State Comptroller

NYS Office Building, Room 3A10
Veterans Memorial Highway

Hauppauge, New York 11788-5533
(631) 952-6534 Fax (631) 952-6530
Email: Muni-Hauppauge@osc.state.ny.us

Serving: Nassau, Suffolk counties

NEWBURGH REGIONAL OFFICE
Christopher Ellis, Chief Examiner
Office of the State Comptroller

33 Airport Center Drive, Suite 103

New Windsor, New York 12553-4725
(845) 567-0858 Fax (845) 567-0080
Email: Muni-Newburgh@osc.state.ny.us

Serving: Orange, Putnam, Rockland, Westchester
counties
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