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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

March 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Hastings-on-Hudson Union Free School District, entitled 
Internal Controls Over Selected Financial Activities. This audit was conducted pursuant to Article V, 
Section 1 of the State Constitution, and the State Comptroller’s authority as set forth in Article 3 of the 
General Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Hastings-on-Hudson Union Free School District (District) is governed by the Board of 
Education (Board) which comprises seven elected members. The Board is responsible for the general 
management and control of the District’s fi nancial and educational affairs. The Superintendent of 
Schools (Superintendent) is the chief executive offi cer of the District and is responsible, along with 
other administrative staff, for the day-to-day management of the District under the direction of the 
Board. 

There are three schools in operation within the District, with 1,633 students and 366 employees. The 
District’s budgeted expenditures for the 2006-07 fi scal year were $37 million, which were funded 
primarily with State aid and real property taxes. 

The District obtains information technology (IT) hardware and software support from the Lower 
Hudson Regional Information Center (LHRIC). The District paid the LHRIC $562,900 for its services 
during the 2006-07 fi scal year. The Director of Technology is responsible for managing the District’s 
IT system. Her duties include coordinating services provided by LHRIC; overseeing the District’s 
computer system; and assigning and terminating user rights in the District’s network and student data 
software. The Business Offi cial is responsible for assigning and terminating user rights in the District’s 
fi nancial software application.
 
Scope and Objective

The objective of our audit was to examine the internal controls over selected fi nancial activities for the 
period July 1, 2006 to August 3, 2007. Our audit addressed the following related questions:

• Are internal controls over the District’s information technology system appropriately designed 
and operating effectively to adequately safeguard District assets?

• Are internal controls over cash disbursements appropriately designed and operating effectively 
to adequately safeguard District assets?

• Are internal controls over payroll appropriately designed and operating effectively to adequately 
safeguard District assets?

Audit Results

Our audit of the IT system disclosed weaknesses in the controls over users’ access to the District’s 
fi nancial information and student data applications. District offi cials have not adopted policies 
and procedures to address password and log-in security requirements. The District had no formal 
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procedures for the proper authorization, assignment, modifi cation, and documentation of user access 
rights to the computer system. The Business Offi cial assigned certain Business Offi ce employees and 
business offi cials user rights that were not consistent with their duties, weakening the segregation of 
duties within the fi nancial software application. Further, there was no formal process or responsibility 
assigned for notifying the Director of Technology and the Business Offi cial when employees were 
hired or terminated.  As a result, the user rights of fi ve former employees were not terminated in a 
timely manner when the employees left District service. Because of the inadequate internal controls 
over the IT system, the District is at an increased risk of unauthorized users accessing the system 
and causing the misuse, loss, or inappropriate modifi cation or disclosure of the District’s sensitive 
information.

In addition, District offi cials have not adopted policies and procedures that address changes made to 
the District’s computer hardware and software systems. There is no system to document what changes 
were made, when, and by whom. Additionally, District offi cials have not assessed the risks associated 
with the outsourcing of IT functions and have not instituted a data classifi cation system to adequately 
safeguard data from inappropriate modifi cation or disclosure. District offi cials also have not developed 
a formal disaster recovery plan. Therefore, District personnel have no guidelines to prevent the loss of 
equipment and data, and no data recovery procedures to follow in the event of a disaster. As a result, 
the District is at increased risk of costly disruption of its operations and the potential loss of valuable 
data. 

The District’s internal controls over cash disbursements were inappropriately designed and operating 
ineffectively. District offi cials have not established formal policies and procedures describing 
employees’ responsibilities for cash disbursements. The payroll and accounts payable clerks had 
unsupervised access to the Treasurer’s signature disk and retained custody of checks until they were 
mailed. Further, the Treasurer did not compare checks to an approved claims warrant or certifi ed 
payroll register before or after they were signed. As a result of these control weaknesses, the District is 
at increased risk of errors or improper payments being made without being detected and corrected.

Finally, the District has not established policies and procedures for processing payroll. The payroll 
clerk’s duties were not adequately segregated and included entering all payroll changes, processing the 
payroll, and distributing the payroll checks. In addition, the Board did not authorize payment made in 
excess of $17,000 to the Director of Technology for additional administrative technology consulting 
work.  As a result of these inadequate controls, there is an increased risk that errors or irregularities 
could occur, and District offi cials do not have adequate assurance that payments are for legitimate 
District purposes.
 
Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. District 
offi cials agreed with our recommendations and indicated that they have initiated, or planned to initiate, 
corrective action.
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Background

Introduction

Objective

The Hastings-on-Hudson Union Free School District (District) is 
located in the Village of Hastings-on-Hudson in Westchester County. 
The District is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for 
the general management and control of the District’s fi nancial and 
educational affairs. The Superintendent of Schools (Superintendent) 
is the chief executive offi cer of the District and is responsible, along 
with other administrative staff, for the day-to-day management of the 
District under the direction of the Board.

There are three schools in operation within the District, with 1,633 
students and 366 employees. The District’s budgeted expenditures 
for the 2006-07 fi scal year were $37 million, which were funded 
primarily with State aid and real property taxes.  

The District obtains much of its information technology (IT) 
hardware and software support from the Lower Hudson Regional 
Information Center (LHRIC). The District paid the LHRIC $562,935 
for its services during the 2006-07 fi scal year. The Director of 
Technology is responsible for managing the District’s IT system. 
Her duties include coordinating services provided by LHRIC 
and overseeing the District’s computer system. The Director of 
Technology is also responsible for assigning and terminating user 
rights in the District’s network and student data software. The 
Business Offi cial is responsible for assigning and terminating user 
rights in the District’s fi nancial software application. 

The objective of our audit was to examine the internal controls over 
selected fi nancial activities. Our audit addressed the following related 
questions:

• Are internal controls over the District’s information technology 
system appropriately designed and operating effectively to 
adequately safeguard District assets?

• Are internal controls over cash disbursements appropriately 
designed and operating effectively to adequately safeguard 
District assets?

• Are internal controls over payroll appropriately designed and 
operating effectively to adequately safeguard District assets?
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Comments of District 
Offi cials and Corrective 
Action

We examined the internal controls over selected fi nancial activities of 
the District for the period July 1, 2006 to August 3, 2007.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS).  More information on 
such standards and the methodology used in performing this audit are 
included in Appendix B of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report. District offi cials 
agreed with our recommendations and indicated that they have 
initiated, or planned to initiate, corrective action.

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 35 of the General Municipal Law, Section 2116-a (3)(c) 
of the Education Law and Section 170.12 of the Regulations of the 
Commissioner of Education, the Board must approve a corrective 
action plan that addresses the fi ndings in this report, forward the 
plan to our offi ce within 90 days, forward a copy of the plan to the 
Commissioner of Education, and make the plan available for public 
review in the District Clerk’s offi ce. For guidance in preparing the 
plan of action, the Board should refer to applicable sections in the 
publication issued by the Offi ce of the State Comptroller entitled 
Local Government Management Guide.

Scope and
Methodology
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Information Technology

The District’s IT system is a valuable and essential part of the 
District’s operations, used to provide computer education, access 
the Internet, communicate by electronic mail (email), store student 
data, and maintain fi nancial records. The potential consequences of 
a failure of the IT system range from inconvenient to severe; even 
small disruptions in processing can require extensive time and effort 
to evaluate and repair. Accordingly, District offi cials are responsible 
for establishing internal controls over the IT system to ensure that 
District assets are protected against waste, loss, and misuse. Such 
controls should address:

• User Access Rights — Restriction and monitoring of users’ 
access to the IT system through secure passwords, system 
“lock-out” protection, appropriate restriction of access rights 
based on employees’ job responsibilities, and policies and 
procedures for establishing and modifying user accounts 

• Software Changes — Policies and procedures for the proper 
authorization, implementation, and documentation of changes 
to the District’s software

• Disaster Recovery — A formal disaster prevention and 
recovery plan, including contingency procedures, to minimize 
disruption and/or resume critical operations in the event of a 
system failure

• Risk Management — An ongoing risk management process 
to identify, measure, monitor, and address potential risk 
from contractual arrangements with outside vendors, and 
classifi cation of the District’s data according to the level of 
risk.

The District incurred $562,935 during the 2006-07 fi scal year 
for IT-related services provided by the Lower Hudson Regional 
Informational Center (LHRIC). Specifi cally, the District contracted 
with the LHRIC to provide computer hardware and software support 
that included installing and maintaining computer hardware and 
software; resolving technical hardware and software problems; 
providing security for all networks and software applications; 
performing data backups and warehousing the data; and providing 
disaster recovery services. Given the LHRIC’s involvement in 
and access to the District’s IT system, District offi cials have a 
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fundamental responsibility for monitoring all work performed by the 
LHRIC to ensure that services are provided as contracted, and that the 
District’s IT system and data are adequately safeguarded. 

Our audit found that District management did not establish suffi cient 
internal controls over the key components of the District’s IT system. 
As a result, the District’s IT system and data are exposed to potential 
misuse, loss, or improper disclosure, increasing the risk that the 
District could incur costly disruption of its critical operations. 
  
Internal controls over users’ access to the IT system provide reasonable 
assurance that computer resources — which include equipment, data 
fi les, application programs, and computer-related facilities — are 
adequately safeguarded. To control electronic access, a computer 
system or application needs a process to identify and differentiate 
users. Accordingly, user accounts, normally created by the system 
administrator, contain information on each user such as passwords 
and access rights to fi les, applications, directories, and other computer 
resources. Effective access controls prevent users from being involved 
in multiple aspects of fi nancial transactions and from accessing 
unauthorized areas where they can intentionally or unintentionally 
destroy or change critical data. Key access controls include:

• Secure password requirements and a “lock-out” mechanism to 
help block attempts at unauthorized access

• Segregation of duties within the IT environment by limiting 
user access rights to only those applications necessary for 
employees’ day-to-day responsibilities 

• Policies and procedures for authorizing and documenting 
changes to user access rights, for notifying IT personnel of 
required changes, and for limiting administrator accounts 
which allow individuals to change user access rights.

We found that District management has not developed policies and 
procedures for password security or other automated controls to 
safeguard against unauthorized access to the District’s IT system. The 
Director of Technology did not establish requirements for password 
complexity, diversity, and confi dentiality, and did not implement 
a system lock-out feature to protect against unauthorized access. 
Additionally, the District had no formal procedures for authorizing, 
assigning, changing, and documenting user permissions. Responsibility 
for notifying the Director of Technology and Business Offi cial of 
personnel changes was not properly established, and the notifi cation 
process used to add or remove user accounts was haphazard. As a 
result, the District’s IT system and data is at an increased risk of 
misuse or damage, with the potential for unauthorized transactions 

User Access Rights
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and changes to data being made without being detected and corrected 
in a timely manner.

Passwords/Lock-Out Policy — The use of passwords and the 
implementation of a lock-out policy work together to help protect 
computer resources from unauthorized modifi cation. To access a 
network, computer, or application, users must enter their user name 
and password. The computer compares this information with the user 
account database.  If a match is found, access is granted as provided 
for the user account. A lock-out policy automatically prevents access 
to the user’s account after a set number of failed log-in attempts. 

Strong passwords contain combinations of uppercase and lowercase 
letters, numbers, and punctuation, and are at least eight characters 
long. They should not contain words found in the dictionary; 
hardware or software names; repeated letters or numbers; addresses; 
phone numbers; or the user’s name, family members’ names, or 
pet names. Passwords should be changed every 30 to 90 days to 
protect confi dentiality. Under no circumstances should passwords 
be written down or shared with others as this would compromise all 
the other associated controls.

District management has not adopted and implemented password 
security policies. District employees were not required to create 
complex passwords or keep them confi dential. For example, 
one employee used family member names as passwords, and we 
observed another employee verbally giving his password to the 
Director of Technology.  Additionally, employees did not change 
their passwords, and the lock-out function was disabled on all four 
computers in the Business Offi ce, increasing the opportunities 
for unauthorized users to attempt system access. As a result, the 
District is at an increased risk of loss, exposure, or unauthorized 
modifi cation of its sensitive information.

User Rights/Segregation of Duties — To ensure that adequate 
internal controls exist, District employees’ rights to computer 
software applications should be based on their job responsibilities.  
Limiting user rights helps provide assurance that computer resources 
are protected from unauthorized use or modifi cation. Good business 
practices require the separation of duties for recordkeeping, 
transaction approval, cash disbursements, cash custody, and bank 
statement reconciliations. By ensuring that no one individual controls 
all or most aspects of the cash management function, District offi cials 
can have greater assurance that the District’s assets are being properly 
accounted for and safeguarded, reducing the District’s risk of incurring 
errors and irregularities.
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The Business Offi cial did not adequately limit user rights to the 
District’s fi nancial software application. Business Offi ce staff 
members had access to aspects of the accounting system that were 
not a required part of their job function, resulting in inadequate 
segregation of duties within the IT environment. For example, the 
accountant had access to the entire accounting and payroll modules 
including cash receipts and disbursements, payroll processing, 
bank reconciliation, and check signing functions. The Treasurer 
had user access to disbursements and budgetary fund transfers and 
had the ability to produce Federal 1099 tax reporting forms, even 
though all those functions were the assigned responsibility of the 
accounts payable clerk.1  District offi cials indicated that additional 
access rights were provided to the staff to facilitate cross-training 
of various Business Offi ce functions. Although there are legitimate 
reasons (such as cross-training) for granting additional access rights, 
such rights should be provided only on a limited basis and removed 
when they are no longer necessary for staff to perform their assigned 
duties. Because of these weaknesses in internal controls over access 
rights, we examined all payments made to the accountant, payroll 
clerk, and Treasurer, and related payroll items, for our audit period. 
We found no exceptions with these payments. However, inadequate 
controls over users’ system access rights diminish the reliability of 
computerized data, and result in an increased risk of inappropriate 
modifi cation or disclosure of data and the potential loss of District 
assets.

Authorization and Notifi cation of Changes to User Access Rights — 
Effective access controls require that authorized users’ specifi c needs, 
and any modifi cations, are approved by a senior manager and directly 
communicated in writing to the technology director or offi cial in an 
equivalent position. It is especially important that an employee’s 
termination or revocation of access rights be communicated 
immediately. A formal process for transmitting these authorizations, 
including standardized access request forms, reduces the risk of errors 
and misunderstandings. Although notifi cation may be provided by the 
human resources department or by others, policies should be in place 
that clearly assign responsibility for such notifi cations.  In addition, 
proper documentation of user access rights and authorizations helps 
District offi cials to ensure the segregation of duties, monitor the 
work of third-party providers of IT services, and identify and correct 

____________________
1 The Treasurer’s assigned duties included recording cash receipts and reconciling 
bank statements. Although the Treasurer did not actually perform cash disbursements 
and budgetary fund transfers, having user access rights to those transactions – while 
also handling cash receipts and bank reconciliations – increases the opportunity 
for one individual to control the key incompatible aspects of the cash management 
function.
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any errors or irregularities that may arise from unauthorized system 
access. 

District offi cials have not developed policies and procedures for 
authorizing, making, and documenting changes to user accounts. There 
was no formal procedure to notify the Director of Technology when 
employees were hired or terminated, or to ensure that user accounts 
were promptly deactivated when employees left District service. For 
four out of 10 employees who left the District during our audit period, 
access to the fi nancial system remained active for periods ranging 
from two days to approximately three months after they left District 
service. In addition, access rights to the student data software for a 
teacher who left the District on June 30, 2007 were not terminated 
until September 1, 2007. 

Additionally, nine LHRIC staff members had administrator rights 
to the District’s IT system, allowing them to change users’ access 
rights to the fi nancial software application. Although such changes 
were authorized by either the Director of Technology or the Business 
Offi cial, extensive administrator rights – combined with inadequate 
documentation procedures – increase the diffi culty of monitoring and 
controlling user access permissions.

The failure to establish policies and procedures to limit user access 
to those applications necessary for employees’ job duties increases 
the risk of unauthorized changes being made.  The lack of a formal 
notifi cation process for user access rights increases the risk that 
former employees’ access to the computerized information system is 
not terminated in a timely manner, placing the District’s data at an 
increased risk of misuse, loss, or inappropriate disclosure. Further, if 
a problem did arise, the lack of proper documentation would hinder 
District offi cials in determining who authorized access rights, what 
those rights were, and when they may have been granted or revoked.  

Establishing controls over the modifi cation of software helps to ensure 
that only authorized changes and modifi cations are implemented. 
These controls include policies, procedures, and techniques for proper 
authorization, testing, approval, and documentation of all software 
and software modifi cations; and for properly controlled access to the 
distribution of software.  The use of a standardized change request 
form and system-generated change logs, showing changes made to 
the software, helps ensure that requests are clearly communicated and 
approvals documented. Periodic reviews of change logs help verify 
that system changes match the approved change requests. Without 
effective change controls, there is an increased risk that security 
features could be inadvertently or deliberately omitted, that software 

Software Changes
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modifi cations may not work properly, or that processing irregularities 
could be introduced into the system.

The Director of Technology does not have a process to document 
who authorizes software changes, what changes are authorized, who 
makes them, and when they are made. Without a system to monitor 
software modifi cations the District is at risk of unauthorized software 
modifi cations, inadequate testing or implementation, or diffi culties in 
subsequent modifi cations to the system.

A system of strong internal controls includes a disaster recovery 
plan to address the potential loss of computer equipment and data, 
as well as procedures for recovery in the event of an actual loss. A 
disaster recovery plan includes precautions to minimize the effects of 
a disaster so that the district can maintain or quickly resume mission-
critical functions. Typically, disaster recovery planning requires an 
analysis of business processes and continuity needs and may also 
include disaster prevention. If a district employs a third party for IT 
services, district offi cials are responsible for ensuring that the service 
provider safeguards the district from potential losses in the event of a 
disaster. Contracts with third parties must clearly specify the service 
provider’s responsibilities for system backup and protection, including 
equipment, programs, and data fi les; maintenance and periodic 
testing of a disaster recovery plan, and of contingency operating 
procedures to follow if a disaster occurs; and communication of those 
test results to the district.  Third-party contracts should also include 
business recovery timeframes that meet the district’s operational 
requirements.

District offi cials have not developed a disaster recovery plan or 
contingency operating procedures, nor has the LHRIC done so. 
Although District offi cials stated that the LHRIC is responsible for 
disaster recovery, the District’s contract with the LHRIC does not 
require the LHRIC to develop a disaster recovery plan or contingency 
procedures for the District. Further, the contract does not require the 
LHRIC to test the disaster recovery plan and contingency procedures 
regularly and provide the results to the District.

These contract defi ciencies place the District at risk of losing 
important fi nancial data and incurring serious interruption to District 
operations, such as not being able to process checks to pay vendors 
or employees.  Because it lacks a disaster recovery plan and does 
not require the LHRIC to have adequate contingency procedures in 
place, the District may not be able to recover its data and/or promptly 
resume operations should a disaster occur.

Risk management is the process of identifying, measuring, and 
monitoring risk so that appropriate action can be taken to minimize 

Risk Management

Disaster Recovery
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that risk. The pervasive use and complexity of a school district’s 
computerized applications can produce internal control risks such as 
unauthorized access to data, unauthorized changes to master fi les, and 
the potential loss or misuse of data. District offi cials are responsible 
for evaluating, overseeing, and addressing the risk related to its IT 
system and processes, including the risk arising from contractual 
relationships with IT service providers. An effective risk management 
process requires that a district’s management and board establish 
risk-based requirements in contracting with  IT service providers; 
continuously monitor the nature and level of risk; and ensure that 
procedures, roles and responsibilities, and reporting mechanisms are 
clearly established and documented.

District management has not assessed the operational risk2 
associated with having IT functions performed by the LHRIC and 
has not instituted a system to adequately safeguard data from the 
risk of inappropriate modifi cation or disclosure.  District offi cials 
did not know which or how many employees at the LHRIC had 
access to their fi nancial software application, nor did they monitor 
the LHRIC’s access to the IT system. In addition, granting nine 
LHRIC employees3 administrative rights to the District’s fi nancial 
information — including the ability to change users’ access rights 
— increases the risk of inappropriate access to, and potential misuse 
of, the District’s fi nancial data. 

Lastly, the insurance maintained by the LHRIC does not insure against 
the risk associated with unauthorized access to data, unauthorized 
changes to data in master fi les, and potential loss of data. The 
insurance only guarantees replacement of computer equipment 
owned by the LHRIC. Therefore, if the District experiences a loss 
of data or fi nancial disclosure resulting from acts of any of the nine 
LHRIC employees, the District would not be compensated for the 
loss. The failure of District offi cials to evaluate and address the risks 
associated with its contract with the LHRIC is a serious control 
weakness in the proper safeguarding of the District’s IT system, 
data, and operations. 

Data Classifi cation — The classifi cation of a district’s computerized 
data assigns levels of protection to help minimize the risk of 
access and manipulation by multiple users. Accordingly, the most 
critical data should be classifi ed so as to be subject to the strongest 
protective controls, and accessible only to those users whose level 

____________________
2 Operational risk is the risk of loss resulting from inadequate or failed internal 
processes, people and systems, or from external events (for example, failure of 
computer hardware or software, damage to physical assets, employee errors, fraud, 
and other factors that can disrupt business operations).
3 See “Authorization and Notifi cation of Changes to User Access Rights,” above.
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of responsibility requires access to it. The classifi cation defi nitions 
should fl ow directly from the results of an effective risk assessment 
process that identifi es threats, vulnerabilities, and potential negative 
effects of disclosing confi dential data, or of failing to protect the 
integrity of data supporting critical transactions or decisions. District 
offi cials are responsible for developing and enforcing policies and 
procedures that specify classifi cation categories, and for defi ning 
the related criteria on which the classifi cation levels are based. All 
classifi cations should be reviewed and approved by a senior district 
offi cial, maintained on fi le, and periodically reviewed to ensure that 
they refl ect current condition.  

Because the District did not have a risk management process, District 
offi cials did not develop policies for classifying data according to 
risk and for documenting the classifi cation. Therefore, the District’s 
sensitive and confi dential data is at an increased risk of inappropriate 
use or modifi cation, loss, or improper disclosure.

1. District offi cials should adopt policies and procedures to establish 
user access controls that safeguard the District’s computerized 
data and other IT assets. These controls should include:

• Requirements for password complexity and confi dentiality, 
periodic changing of passwords, and limiting the number of 
unsuccessful log-in attempts

• Assignment of users’ access rights to software and data based 
on, and limited by, the requirements of their job duties 

• A formal change process for authorizing, establishing, 
modifying, and promptly deactivating user access rights. 
District offi cials should also limit the number of individuals 
having system administrator rights. 

2. The Director of Technology should institute a process where 
changes to software and hardware are documented. This should 
include a record of authorizations, when changes were made, and 
who made the changes.

3. District offi cials should revise the District’s contract with 
the LHRIC to ensure that it appropriately addresses disaster 
recovery.

4. District offi cials should implement policies and procedures for 
analyzing the risk associated with contracting for IT services, and 
for addressing those risks. The Director of Technology should 
institute a process where data is classifi ed according to the level 
of risk, including documentation of these data classifi cations and 
defi nitions of related criteria.

Recommendations
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Cash Disbursements

Effective controls over check processing include proper segregation 
of duties and appropriate management oversight of check production. 
When a computerized check signing disk is used, custody of the 
signature disk should be properly safeguarded and secured, preferably 
kept in the custody of and used under the sole control of the offi cer 
whose signature is on the disk. Restricting custody of the signature 
disk reduces the possibility for misuse. The employee responsible 
for preparing checks should not also be responsible for mailing or 
distributing them. In addition, a check log4 is an effective tool to help 
ensure that all checks are accounted for. Lastly, blank check stock 
must be adequately secured to guard against unauthorized manual 
preparation of checks.

Although the District paid approximately $15 million in cash 
disbursements during the audit period, District offi cials have not 
adopted written policies and procedures describing employees’ 
responsibilities for cash disbursements, nor have they implemented 
proper controls over checks.  As a result, District offi cials do not have 
adequate assurance that payments are properly authorized and made 
for necessary and legitimate District purposes.

The District Treasurer’s signature disk was kept inside a safe in the 
Business Offi ce, which is kept open during the day. Approximately 
13 District employees had access to the safe every day, including the 
payroll clerk and accounts payable clerk. Although the District used 
a log to keep track of who used the signature disk, this control was 
ineffective since the payroll clerk and the accounts payable clerk had 
unrestricted access to the disk. Computerized general-fund checks 
for claims against the District and payroll checks were processed, 
printed, signed using the Treasurer’s signature disk (with or without 
the Treasurer being present), and distributed or mailed by the 
accounts payable clerk and payroll clerk, respectively. When these 
incompatible duties are performed by the same individual, District 
offi cials do not have adequate assurance that signed checks are used 
for legitimate business purposes. 

The Treasurer did not compare checks to an approved claims warrant 
or certifi ed payroll register before or after they were signed, or use a 
check log to make sure that all checks processed were accounted for. 

____________________
4 A system-generated sequential listing of all checks issued using the computer 
system



18                OFFICE OF THE NEW YORK STATE COMPTROLLER18

Additionally, although the manual blank check stock was maintained 
in a safe, it was kept in an unlocked fi le cabinet (within the safe) 
located in the Business Offi ce.5  

Because of these internal control weaknesses related to check 
processing, we reviewed 110 contractual payments totaling $249,758, 
made to the District’s four Business Offi ce employees during the audit 
period, to ensure the payments were for legitimate District purposes. 
Of these 110 payments, 104 were for salary and six were for overtime 
work. We found no exceptions. However, when internal controls over 
checks are not properly designed, there is an increased risk of waste 
or loss of District funds.

5. District offi cials should develop written policies and procedures 
for cash disbursements, including proper segregation of duties and 
managerial oversight.

6. The Treasurer should ensure that the payroll clerk and the 
accounts payable clerk use the signature disk only under her direct 
supervision.

7. District offi cials should ensure that someone independent of the 
check preparation process should mail or distribute checks.

8. The Treasurer should compare checks to an approved warrant or 
certifi ed payroll register before they are signed.

Recommendations

____________________
5 Subsequent to our fi eldwork, the Business Offi cial put a lock on the fi le cabinet to 
secure the blank check stock and developed a check log to track all checks issued.
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Payroll

Payroll is the District’s most signifi cant operating cost, accounting for 
approximately $20 million in costs during our audit period. Therefore, 
it is essential that management design and implement effective 
controls over the payroll process. An effective system of internal 
controls includes well-developed policies, practices and procedures, 
effective managerial oversight, and proper segregation of duties. The 
Board must also ensure that appropriate controls over stipends (such 
as payment for consulting services) are established. These controls 
should ensure that stipend payments are made only when authorized 
by the Board through negotiated agreement, contract, Board policy, 
or Board resolution, and that such payments are calculated and made 
in the manner authorized by the Board. 

Proper segregation of duties results in payroll functions being 
divided between multiple employees so that no one employee 
performs most or all aspects of payroll, including the ability to add 
new employees to the computer system, update salary information, 
process payrolls, and print and distribute checks. District offi cials are 
responsible for implementing mitigating controls when they cannot 
adequately segregate duties. Such controls could include policies and 
procedures that provide for mandatory vacation, rotation of duties, 
and independent review of employees’ work.  

District offi cials have not developed policies and procedures for 
processing payroll and have not segregated payroll duties or instituted 
mitigating controls. The payroll clerk performed the incompatible 
duties of adding new employees into the computerized payroll 
system, inputting and updating salaries, inputting biweekly payroll 
information, and printing and distributing the payroll checks. As a 
result, the payroll clerk could have initiated improper transactions 
and concealed them.

To address these weaknesses in the segregation of payroll duties, we 
reviewed eight payroll changes made during August 2007 to determine 
if they were made according to Board authorization. We also selected 
10 employees hired in fi scal year 2006-07 to determine if their hiring 
was authorized by the Board and if their salaries were paid according 
to contract. Our testing did not reveal any exceptions. However, when 
internal controls over payroll are not appropriately designed and/or 
are not operating effectively, there is an increased risk that errors or 
irregularities could occur and not be detected in a timely manner. 

Segregation of Duties
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All staff appointments require Board approval. Any change to an 
employee’s pay or benefi ts that is not part of a signed collective 
bargaining agreement requires Board authorization, which must be 
documented in the Board’s meeting minutes. The District’s human 
resources department should then prepare documentation authorizing 
the payroll department to execute the changes. Without such 
authorization, payroll personnel lack the authority to execute changes 
to the payroll. Any additional compensation paid for special services 
is considered a change to the payroll and requires the same level of 
authorization as the hiring of new employees. 

We reviewed payments to fi ve of the highest-paid District employees 
to determine if their rate of pay was authorized by the Board and 
if payments were made according to their contract. There were no 
exceptions with four of the fi ve employees tested. However, one 
employee was paid an additional $17,379 for technology consulting 
services. Although these services were performed, there were no 
records to support Board authorization of the additional payment.  
When changes to employee payments are made without proper Board 
authorization, District offi cials do not have adequate assurance that 
District funds are spent for legitimate District purposes.
 
9. District offi cials should establish policies and procedures for 

payroll processing describing employee responsibilities and 
assigning duties so that incompatible functions are segregated.

10. Someone independent of the payroll process should periodically 
review changes to employee pay or benefi ts entered into the 
system, and compare these changes to documented approvals to 
verify that they were properly authorized.

11. The Board should authorize any additional compensation paid to 
employees.

Board Authorization for
Additional Benefi ts

Recommendations
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, purchasing, 
and payroll and personal services.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions, and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objectives and scope by selecting for 
audit those areas most at risk. We selected information technology, cash disbursements, and payroll 
for further audit testing.

Our audit procedures included:

• Interviewing employees in the District’s Business Offi ce to determine if the District offi cials 
adopted policies and procedures concerning payroll, cash disbursement, and information 
technology, and how they monitored compliance with these policies 

• Interviewing employees in the District’s information technology (IT) department and the 
Business Offi ce concerning the network passwords, administrative rights in the District’s 
fi nancial software, and overall operations 

• Interviewing Lower Hudson Regional Informational Center (LHRIC) staff concerning 
employees’ access to the fi nancial software system and to determine if the LHRIC carried 
adequate insurance to protect against risk associated with data loss and disclosure

• Reviewing the audit trail (report) of system changes to determine if access to the fi nancial 
software was terminated in a timely manner

• Reviewing the computer-generated report of user access permissions to determine if employees’ 
access to the fi nancial software system was consistent with their job descriptions and to verify 
that such access did not compromise the segregation of duties
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• Reviewing the District’s contract with the LHRIC to determine what services it was responsible 
for providing to the District

• Reviewing the Director of Technology’s job description to determine her responsibilities and 
qualifi cations

• Reviewing a list of employees who no longer worked at the District during our audit period to 
determine if access to employees’ user rights was terminated in a timely manner

• Reviewing the list of LHRIC employees who had access to the fi nancial software during our 
audit period to determine if there was risk to the District’s data

• Reviewing network query reports to determine if access to the student data software was 
terminated in a timely manner

• Examining employees’ personnel fi les, collective bargaining agreements, individual contracts, 
salary notifi cation letters, and Board minutes to determine if employees with extensive access 
rights were properly authorized and paid according to contract or Board resolution

• Reviewing the vendor history report (which shows all non-wage payments) for our audit period 
to determine if additional payments were made to employees with extensive access rights. We 
also tested those payments to determine if they were legitimate payments and supported by 
adequate documentation

• Reviewing payroll changes performed in August 2007 to determine if they were properly 
authorized

• Reviewing electronic and/or manually processed cash transfers (which constitute disbursements) 
for legitimacy, approval, and accuracy.

We conducted our performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objectives.  We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objectives. 
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APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page: 

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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