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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

June 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Millbrook Central School District, entitled Internal Controls 
Over Cash Receipts and Disbursements and Information Technology. This audit was conducted 
pursuant to Article V, Section 1 of the State Constitution, and the State Comptroller’s authority as 
set forth in Article 3 of the General Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Millbrook Central School District (District) is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for the general management and control 
of the District’s fi nancial and educational affairs. The Superintendent of Schools (Superintendent) is 
the chief executive offi cer of the District and is responsible, along with other administrative staff, for 
the day-to-day management of the District under the direction of the Board.  

The Treasurer is primarily responsible for the receipt and disbursement of all District cash. The 
Treasurer is also generally responsible for the District’s day-to-day accounting functions. The Board 
appointed a claims auditor to examine and approve all District claims prior to payment. The 
technology coordinator reports to the Superintendent and assists District staff with purchasing and 
integrating the District’s hardware and software.  

Scope and Objective

The objective of our audit was to evaluate internal controls over cash receipts and disbursements and 
information technology for the period July 1, 2006 to September 17, 2007. Our audit addressed the 
following related questions:

• Are internal controls over cash receipts and disbursements appropriately designed and 
operating effectively to adequately safeguard District assets?  

• Are internal controls over information technology (IT) appropriately designed to adequately 
safeguard District assets? 

Audit Results

We found weaknesses in internal controls over cash receipts and disbursements. The Treasurer’s 
duties – which included receiving, recording, and disbursing District moneys, performing electronic 
funds transfers, preparing journal entries of cash transactions, and reconciling the bank statements 
– were not adequately segregated. While our tests of cash receipt records and disbursements did not 
identify any material errors or improper payments, having the key fi nancial transactions controlled 
by one individual without suffi cient oversight places the District at an increased risk of errors or 
irregularities occurring without being detected.

The District’s controls over wire transfers were inadequate because the Treasurer could transfer funds 
based on only verbal authorization by the Business Administrator. The Treasurer performed three 
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wire transfers, totaling approximately $2,787,000, from an investment trust fund to the construction 
fund without the written authorization of the Business Administrator. In the absence of written 
authorization, wire transfers cannot be properly reconciled to the bank statements, and the District 
is at an increased risk that inaccurate or improper wire transfers could occur without being detected. 
The Treasurer also allowed the accounts payable clerk and the payroll clerk to apply her signature 
to District checks when she was not present. Although we found no exceptions in the checks issued, 
this weakness in controls over the Treasurer’s signature disk creates an increased risk that errors or 
irregularities could occur without being detected and corrected.

Our review of controls over the audit and approval of claims found that 22 of 50 disbursements 
reviewed, totaling approximately $151,000, were made before the claims auditor properly audited the 
corresponding claims. Although we found no erroneous or improper payments, the payment of claims 
without prior audit and approval is a violation of Education Law. As a result, the District is at risk 
of making improper payments and District offi cials do not have assurance that District moneys were 
spent on necessary goods and services that were actually received. 

The District also did not have policies and procedures to adequately safeguard computerized data 
and assets. The District’s physical and electronic access controls were inadequate. District and non-
District personnel had unsupervised access to the server room, and a District vendor was allowed 
unrestricted remote access to the accounting software. District offi cials assigned comprehensive 
system administrator rights to the District’s teachers for assigned laptops and did not monitor their 
activities regularly. Additionally, District offi cials assigned the monitoring of the fi nancial system’s 
audit logs (which can record employees’ system activities) to the Treasurer, who performed key 
fi nancial duties, instead of assigning this responsibility to an offi cial independent of Business Offi ce 
operations. As a result of these weaknesses in access controls, the District is at an increased risk of 
deliberate or inadvertent loss, damage, or misuse of its computerized equipment and data.

Additionally, the District had no procedures in place to ensure the secure storage and transport of 
sensitive information on portable “thumb” drives used by employees, and inadequate plans for 
properly removing the information residing on computers and media that are discarded or transferred 
to another use. Although District personnel performed system backups every day, District offi cials did 
not develop a secure backup plan for the District’s fi nancial and student data. Lastly, the District does 
not have a formal disaster recovery plan to guide personnel in minimizing the effects of a potential 
disaster and to provide procedures for recovering lost data. Without such controls, the District is 
susceptible to the potentially costly disruption of its critical operations in the event of a disaster or the 
intentional or unintentional actions of employees.

Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. District 
offi cials generally agreed with our recommendations and indicated they plan to initiate corrective 
action. 
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Background

Introduction

Objective

Scope and
Methodology

The Millbrook Central School District (District) is located in 
the Towns of Washington, Union Vale, Clinton, LaGrange, 
Stanford, and Pleasant Valley, in Dutchess County. The District is 
governed by the Board of Education (Board) which comprises 
seven elected members. The Board is responsible for the general 
management and control of the District’s fi nancial and educational 
affairs. The Superintendent of Schools (Superintendent) is the chief 
executive offi cer of the District and is responsible, along with other 
administrative staff, for the day-to-day management of the District 
under the direction of the Board. 

The Treasurer is responsible for the receipt and disbursement of all 
District cash. The Treasurer is also generally responsible for much 
of the District’s day-to-day accounting functions. The Board 
appointed a claims auditor, who is responsible for reviewing and 
approving each claim prior to payment. The technology coordinator 
reports to the Superintendent and assists District staff in purchasing 
and integrating the District’s computer hardware and software.  

There are four schools in operation within the District, with 
approximately 1,245 students and 180 employees. The District’s 
budgeted expenditures for the 2007-08 fi scal year are $22,177,563 
and are funded primarily with State aid, real property taxes, and 
grants.

The objective of our audit was to evaluate internal controls over cash 
receipts and disbursements and information technology.  Our audit 
addressed the following related questions:

• Are internal controls over cash receipts and disbursements 
appropriately designed and operating effectively to 
adequately safeguard District assets? 

• Are internal controls over information technology 
appropriately designed to adequately safeguard District 
assets? 

We examined internal controls over cash receipts and disbursements 
and information technology for the period July 1, 2006 to September 
17, 2007.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS).  More information on 
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Comments of District 
Offi cials and Corrective 
Action

such standards and the methodology used in performing this audit are 
included in Appendix B of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report. District offi cials 
generally agreed with our recommendations and indicated they plan 
to initiate corrective action.

The Board has the responsibility to initiate corrective action. 
Pursuant to Section 35 of the General Municipal Law, Section 2116-a 
(3)(c) of the Education Law and Section 170.12 of the Regulations of 
the Commissioner of Education, the Board must approve a corrective 
action plan that addresses the fi ndings in this report, forward the 
plan to our offi ce within 90 days, forward a copy of the plan to the 
Commissioner of Education, and make the plan available for public 
review in the District Clerk’s offi ce. For guidance in preparing the 
plan of action, the Board should refer to applicable sections in the 
publication issued by the Offi ce of the State Comptroller entitled 
Local Government Management Guide.
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Cash Receipts and Disbursements

District offi cials are responsible for establishing internal controls 
to ensure that the District’s cash receipts are adequately safeguarded 
and that cash disbursements are properly authorized. Such controls 
include policies and procedures for an adequate segregation of 
duties, documented authorization of wire transfers, supervised use of 
electronic signatures, and the audit and approval of all District claims 
prior to payment.

Although the District had a policy manual, there were limited 
District-specifi c procedures available to guide District personnel 
in the performance of their specifi c duties.1 The Treasurer’s cash 
receipt, accounting, disbursement, and reconciliation duties were 
not adequately segregated, and compensating controls were not 
suffi cient. The Treasurer also performed wire transfers without 
written authorization, and allowed her electronic signature disk to 
be used by staff when she was not present. Lastly, District offi cials 
allowed the Treasurer to pay claims that were not properly audited 
and approved in advance by the District’s claims auditor. Although 
we found no exceptions, these weaknesses in internal controls place 
the District at an increased risk of erroneous or improper payments.

District offi cials are responsible for establishing an effective system 
of internal controls over cash receipts and disbursements. Such 
controls ensure the separation of duties so that no single individual 
controls all phases of a transaction. When it is not practical to 
segregate duties, District offi cials should establish compensating 
controls such as having other administrative staff periodically review 
the work in question, rotating duties among staff members, and/or 
requiring periodic vacations. 

The Treasurer’s responsibilities include opening mail, receiving 
cash, recording receipts, preparing journal entries, making bank 
deposits, signing all checks, making cash and wire transfers, 
receiving unopened bank statements and cancelled checks from the 
bank, and performing bank reconciliations.  Although the Treasurer 
provided the Board with a monthly reconciliation and a list of 
outstanding checks, we found no evidence that the Board or any other 
independent District employee compared the bank reconciliation 
with corresponding records and bank statements to ensure that the 
bank statements and accounting records were in fact reconciled.

Segregation of Duties 

1  District offi cials told us they had begun developing written procedures in October 
2007.
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We tested a sample of 50 payments made by the District throughout 
the audit period, totaling approximately $525,400, for evidence that 
the payments were supported by a proper voucher (invoice), that the 
expenditures were for valid District purposes, and that the purchased 
goods or services were received. We also reviewed the District’s cash 
receipt procedures and records and bank reconciliations. Our tests 
did not identify any material errors or improper payments. However, 
when one individual controls most or all of the transactions related to 
receiving and recording cash, making wire transfers and bank deposits, 
disbursing District moneys, and reconciling the bank statements, 
there is an increased risk that inappropriate transactions could be 
initiated and not be detected.

Wire transfers provide a means of direct access to the moneys 
held in the District’s name. Appropriate controls over wire transfer 
activity include management authorization of a transaction before 
the transaction is initiated; itemized documentation to support 
the purpose, source, destination, and amount of the transaction; 
and documentation to appropriately account for and record 
the transaction.  District offi cials should also segregate the duties 
involved in wire transfer activity. If the same individual both initiates 
wire transfers and performs bank account reconciliations, the 
individual could make an error that may not be detected, or conceal an 
unauthorized transfer. If these duties cannot be segregated, someone 
independent of the wire transfer and bank reconciliation functions 
should review and approve all wire transfers, in writing, before they 
are performed. Such a compensating control would allow actual 
wire-transfer dates, amounts, and destinations to be compared to 
authorizations to detect any inappropriate transactions.

The District’s standard practice required the Business Administrator 
to approve wire transfers either verbally or in writing.  However, 
without written authorization, there is no evidence that all wire 
transfers have been independently reviewed and approved, and 
no way to perform the subsequent reconciliation of bank activity 
to authorizations. To test for proper authorization and approval 
of interfund transfers, we reviewed eight wire transfers totaling 
$3,361,819 made in September through November 2006 and found 
that the Treasurer had not obtained the written authorization of the 
Business Administrator before making three of the transfers totaling 
$2,787,166.2 Although the transfers were for legitimate District 
purposes, this control weakness places the District at an increased 
risk of improper wire transfers occurring without being detected.  

Wire Transfers  

2  The three transfers were from an investment trust fund to the construction fund.
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An electronic signature affi xed to District check stock provides 
access to moneys in the corresponding bank account. As the District 
offi cial responsible for signing checks, the Treasurer must ensure 
that her signature is not used to make payments that have not been 
approved. Education Law requires the actual or a facsimile of the 
Treasurer’s signature to be applied to District checks either by the 
Treasurer or under the Treasurer’s direct supervision. The District’s 
disbursements from the general fund averaged slightly over $4 
million per month in the 2006-07 fi scal year.

We identifi ed defi ciencies in the Treasurer’s oversight of the check 
signing function. Although the disk containing the Treasurer’s 
signature and the press-numbered blank check stock were kept in 
separate locked cabinets in the Treasurer’s offi ce, the accounts payable 
clerk used the Treasurer’s signature disk to apply the Treasurer’s 
signature to the checks without the Treasurer being present. In 
addition, the Treasurer allowed other District personnel access to, and 
use of, the electronic signature disk when she was not present.  

We tested 50 claims totaling approximately $525,400 (referenced 
under “Segregation of Duties” above) and found no evidence of 
unauthorized disbursements. However, because the Treasurer does 
not directly supervise the use of her signature disk, the District is 
at an increased risk of unauthorized disbursements, and District 
offi cials do not have assurance that signed checks are produced for 
valid District purposes and in the correct amounts.

Education Law stipulates that all claims against the District, except 
for salaries of employees and other rare exceptions,3 shall not be paid 
unless an itemized voucher, approved by the offi cer initiating the 
claim, is presented to the Board for audit and approval. The Board 
may appoint a claims auditor to assume its powers and duties of 
auditing and approving each claim. If the Board appoints a claims 
auditor, that individual must determine whether each claim is 
properly authorized and accurate; whether the purchase represents a 
valid District expense for goods or services; and whether the goods 
or services were actually received. Audited claims should be included 
on warrants certifi ed by the claims auditor, and the Treasurer may not 
sign a check for payment unless the claims auditor has reviewed and 
certifi ed each claim authorizing the Treasurer to pay it.

The District’s claims auditor reviewed claims once a month, before 
the Board’s monthly business meeting.  If an item required payment 

Electronic Signature Disk

Audit of Claims

3  Education Law authorizes the Board to authorize by resolution the payment 
of certain claims in advance of audit, including those for public utility services, 
postage and freight, and express charges. All such claims must, however, still be 
presented for audit subsequent to being paid.
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after the current month’s claims audit but before the next scheduled 
claims audit, the check was prepared, signed by the Treasurer, 
and sent to the vendor.  Such claims were then audited before the 
next month’s business meeting.  This delay in the audit of claims 
circumvents key controls and may result in the incorrect or improper 
payment of claims.

To determine if this internal control weakness allowed errors or 
questionable payments to occur, we selected a judgmental sample of 
50 claims paid throughout the audit period, totaling approximately 
$525,400, and examined the supporting documentation for accuracy 
and propriety. Twenty-two of these claims, totaling $151,124,4  were 
not audited prior to the Treasurer signing and issuing the check. None 
of the claims were for items that could legitimately be paid prior to 
audit. While we found no improper payments, without the prior audit 
and approval of claims, the District is at an increased risk of making 
incorrect or improper payments. Further, if a subsequent audit of 
claims were to reveal that incorrect or improper payments were made, 
the District would then have to recoup the payment from the vendor. 
 
1. District offi cials should segregate the Treasurer’s duties. If 

incompatible duties cannot be segregated, offi cials should 
establish compensating controls such as requiring the Business 
Administrator to oversee the duties of the Treasurer’s offi ce.

2. District offi cials should implement procedures to ensure that the 
Business Administrator provides written authorizations before 
the Treasurer makes wire transfers. The Business Administrator 
should also reconcile these authorizations to actual wire transfers 
each month.

3. The Treasurer should ensure that her electronic signature is used 
only on checks for approved payments, and her signature disk is 
used only by the Treasurer herself or by authorized staff under the 
Treasurer’s direct supervision. 

4. District offi cials should ensure that the claims auditor audits and 
approves all claims prior to payment. 

Recommendations

4  These claims were for a variety of goods and services. The most signifi cant claims 
included a claim for insurance of approximately $70,500, a claim for programs for 
handicapped children of $16,000, and two claims of approximately $16,000 and 
$11,000 paid to software vendors.
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Information Technology

The District’s IT system is a valuable and essential part of District 
operations, used for computer education, access to the Internet, 
e-mail communication, processing and storing student data, 
maintaining fi nancial records, and reporting to State and Federal 
agencies. The pervasive use and complexity of these computerized 
applications create internal control risks such as unauthorized access 
to data, unauthorized changes to master fi les, and the potential loss of 
data. If the IT system fails, the results could range from inconvenient 
to severe; even small disruptions in processing can require extensive 
time and effort to evaluate and repair. Accordingly, District offi cials 
are responsible for establishing internal controls over the IT system 
and data to protect District assets against the risk of loss, misuse, or 
improper disclosure of sensitive data.

District offi cials can mitigate these risks through a combination 
of automated and manual controls. Policies and procedures to 
safeguard the District’s IT system and data should address the 
physical security of IT equipment, remote access privileges granted 
to software vendors, assignment of system administrator rights, and 
management review of audit logs to monitor employees’ activities on 
the computer system. Procedures for the secure storage and transport 
of the District’s sensitive information and for the proper deletion of 
data from obsolete or transferred equipment help to protect District 
data from corruption or improper use. Lastly, the systematic backup 
of District data and testing of restoration procedures, combined with 
a formal disaster recovery plan, are essential controls to help ensure 
that the District’s critical operations resume as quickly and effi ciently 
as possible if there is a disruption of computer processing.

The District did not have adequate policies and procedures to 
address these issues. District offi cials did not institute controls to 
adequately protect the District’s computer equipment and data from 
unauthorized physical and electronic access; to protect sensitive data 
that is stored on portable drives used by employees, and on computer 
equipment and media being disposed of; to adequately secure and 
test backup data; and to develop a disaster recovery plan for the 
District. As a result of these control weaknesses, the District’s IT 
system and electronic data are susceptible to an increased risk of loss, 
unauthorized use, or improper disclosure. 

Internal controls over users’ access to the IT system provide 
reasonable assurance that computer resources – which include 
equipment, data fi les, application programs, and computer-related 

Access Controls
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facilities – are adequately safeguarded. Effective access controls 
include manual and automated measures such as the following:

• Physical security provisions to properly authorize personnel 
who are allowed access to computer equipment, to ensure 
that such individuals are supervised or monitored during 
maintenance activities, and to require access to be recorded in 
an access log

• Restrictions on remote access (the ability to log onto a 
network from an off site location), particularly with regard to 
a software vendor performing system maintenance or updates 
to the District’s accounting system

• Limiting the number of individuals granted system 
administrator rights that allow broad authority to install, 
delete, and modify software fi les and settings, modify system-
generated logs that track user activity, and assign or modify 
the software access rights of District users 

• Routine management review of audit logs (system-generated 
reports showing users’ computer activity) to help detect 
unusual or unauthorized transactions.

We found the District’s access controls are insuffi cient to provide 
District offi cials with adequate assurance that the District’s IT system 
and data are properly safeguarded. As a result, there is an increased 
risk that District data could be lost or accessed inappropriately.

Physical Security – Maintaining adequate security over District IT 
assets helps to ensure that the items are protected from loss and are 
used for their intended purpose. File servers are an integral part of an 
IT system, and are valuable assets that District offi cials must protect 
from intentional or unintentional loss or damage.  An effective 
internal control system restricts physical access to computer 
resources, such as servers, and helps prevent costly disruptions. Even 
small disruptions in processing can require extensive time and effort 
to evaluate and repair.

The District’s network servers reside in a locked wiring closet that 
also houses the telephone system, the power grids, and the security 
camera monitor and equipment that are not part of District technology 
support.  Both District and non-District personnel have access to these 
devices for maintenance.  District employees are not accompanied 
into the server wiring closet, and non-District employees are not 
always supervised once they have been given access to the server 
room. Further, the District does not maintain a log of access to the 



1515DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

server rooms. The lack of these security precautions increases the 
risk of intentional or unintentional damage to the District’s IT assets.

Remote Access – Remote access is the ability to log onto a network 
from off-site locations using  a computer, a modem or Internet access, 
and remote access software.  Remote access causes security risks 
for an otherwise secure network because remote computers, even if 
physically secure, may be vulnerable to threats from other systems. If 
remote access capability is allowed to software vendors, the vigilant 
monitoring of such access helps to preserve the integrity of District 
systems and data. 

The District allowed unrestricted remote access to its accounting 
software vendor so the vendor could perform software updates. 
District offi cials have not established and implemented policies and 
procedures governing this remote access, which could result in the 
District’s IT resources being compromised. As a result, the District 
is at risk of unauthorized changes to the system, programs, or data 
without the knowledge of District offi cials.

Administrative Rights – Administrative rights allow users to create, 
delete, and modify fi les, folders, or settings, including the assignment 
of users’ access rights and the ability to download and install 
programs. A user with administrative rights (or an unauthorized 
user who gains access to a system administrator account) can also 
modify computer-generated log fi les to cover such actions. Even 
unintentional changes could cause severe problems for the District. 
By limiting the number of users having administrative rights – for 
example, the IT coordinator and a backup person – and providing 
appropriate oversight of their duties, District offi cials can signifi cantly 
reduce the risk of inappropriate changes to the District’s network 
applications and data. 

The technology coordinator told us that District teachers 
(approximately 60 individuals) have operating-system administrative 
user rights on assigned laptop computers. Additionally, there are 
no procedures to prevent teachers from downloading and installing 
software on these computers without the prior knowledge and 
approval of the technology coordinator. This exposes the District 
network to potential damage from viruses, “spyware,” and other 
software that may not be properly screened for current technological 
threats. The laptop computers are also allowed off District premises, 
further exposing them to unauthorized access.  Because the District 
monitors laptop use only at year-end when recalling the laptops 
for maintenance, a user with administrative rights could remove 
evidence of misuse during the year before returning the laptop. The 
indiscriminate assignment of administrative user rights and the 
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related lack of controls expose the District’s systems and data to an 
increased risk of loss, corruption, or misuse.

Audit Logs – An adequate system of internal controls over computer-
processed data includes policies and procedures regarding the 
secure and authorized use of computer systems. Such policies and 
procedures should include the routine production and review of 
computer-generated reports, such as change reports and audit logs,5  

by management or management’s designee to monitor the activity of 
users who access the District’s fi nancial software. These reports help 
to detect changes that occur in processed data and to identify who 
made the changes.  

Although an update to the District’s software in July 2006 provided 
an audit log report capability, District offi cials did not use this 
function until January 2007.  At that time, the audit log review was 
assigned to the Treasurer, who also performed critical functions 
within the Business Offi ce including the recording, reporting, and 
reconciling of fi nancial transactions.  When audit logs are reviewed 
by a District offi cial in the Business Offi ce who also records, 
reports, and reconciles fi nancial transactions, there are increased 
opportunities for this individual to initiate and conceal unauthorized 
changes to the District’s data without detection and correction.

USB “thumb drives” (also known as fl ash drives, key drives, or 
jump drives) are compact, portable data storage devices that plug 
into a computer’s external port. Thumb drives offer a cost-effective, 
convenient method of storing, transporting, and downloading 
electronic data. However, the ease of use, small size, and minimal 
technological constraints of these devices create risks that must 
be assessed and controlled. Thumb drives enable electronic data, 
including potentially confi dential records, to be removed from 
District premises and subsequently accessed by an unauthorized 
individual with little diffi culty, and can transfer computer viruses to 
District computers. They are easily concealed – or lost – and require 
no complex setup procedure to use. Accordingly, it is essential for 
a District to have a security management program that includes 
policies and procedures for the secure storage and transport of 
sensitive information on these auxiliary devices. 

The District does not have policies and procedures to guide its 
employees in the secure use of thumb drives. The District’s IT 
department instructs the staff to copy information from their District-
assigned laptop computers to a thumb drive prior to returning 

Data Storage and Transport 

5  Change reports show changes to or deletions of data. Audit logs show when users 
enter or exit the system, and their activities while logged on.
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the laptop at the end of the school year.  While District offi cials 
encourage the use of thumb drives purchased by employees, the 
District does not monitor the disposition of the data stored on them. 
Without adequate controls over the use of these devices, the District 
is at an increased risk of the retrieval and misuse of sensitive 
information by unauthorized individuals. 
 
Sensitive information and software must be safeguarded throughout 
its useful life. Such information must be cleared from computer hard 
drives, disks, thumb drives, and other equipment and media before 
they are disposed of or transferred to another use.  Organizations 
should have a plan that clearly describes the organization’s security 
management program and the policies and procedures that support it, 
including procedures for the secure disposal of sensitive information. 
If sensitive information is not completely sanitized, it may be 
recovered and inappropriately used or disclosed by individuals who 
have access to the discarded or transferred equipment and media. 

The District has not established policies and procedures regarding the 
disposal or reassignment of computer equipment and the eradication 
of the sensitive information stored on those computers and media. 
The District leases a large portion of its computer equipment from 
the Dutchess County Board of Cooperative Educational Services 
(BOCES), and follows BOCES inventory deletion procedures by 
contacting a third-party vendor for the direct pickup and disposal of 
the returned equipment.  Before surrendering the equipment, District 
offi cials do not take any measures to remove sensitive data that 
may have been stored on hard drives. As a result, the District is at 
an increased risk of its sensitive and confi dential information being 
retrieved and misused by unauthorized individuals.

An effective internal control system for IT includes a formal 
disaster recovery plan with policies and procedures to minimize 
the loss of essential data and to maintain or quickly resume critical 
operations. Data stored on computers and servers should be backed 
up (a duplicate copy of information made) on a routine basis so that 
it can be restored in the event of loss. Periodically, District personnel 
should verify the integrity of the backup data and test the effectiveness 
of the restoration process by restoring the data from the backup 
copy. In addition, the backup data should be stored at a secure offsite 
location to minimize the risk of loss from a disaster at the server 
location site.  

The District has not prepared and tested a secure backup plan for 
its fi nancial and student data. Although the Technology Department 
staff backs up all fi les every day, the backups are retained in the same 
room as the servers, which are also accessible to non-technical 

Equipment Disposal 

Data Backup and Disaster 
Recovery 
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District employees and to non-District technicians, until being 
sent to a nearby District school once a month.  Therefore, until 
such time as they are sent off-site, the backup media are subject 
to the same risks of loss as the programs and data residing on the 
servers, and are vulnerable to intentional or unintentional damage or 
misuse by unauthorized personnel. Further, District personnel do 
not periodically restore the system and data from the backup tapes, 
and therefore are unable to verify the integrity of the data and the 
effectiveness of the restoration process. Lastly, District personnel 
have no plan to help minimize or prevent the loss of equipment and 
data, or guidance for implementing data recovery procedures. 

As a result of these control weaknesses, the District is at an increased 
risk of the loss or improper disclosure of its essential computerized 
data, damage to its IT equipment, and potentially costly disruptions 
to its business operations.

5. District offi cials should protect the District’s computerized assets 
by implementing the following  access controls:

• Require that access to the server room be restricted to only 
designated individuals. Additionally, access by undesignated 
District employees should be supervised and documented.  

• Restrict remote access to the accounting software only for 
updates and support, establish a remote access agreement 
with outside vendors, and oversee the installation of all 
software updates.

• Limit the number of users having operating-system 
administrative rights and examine available solutions for 
preventing unauthorized software installation on laptop 
computers. 

• Identify the fi nancial activities to be tracked and ensure 
the periodic review of system audit logs by the Business 
Administrator (or another individual independent of fi nancial 
operations) for unusual or unauthorized transactions.

6. Establish policies and procedures for the secure storage and 
transport of sensitive information residing on computer hard 
drives, portable media, and peripherals, and for the eradication 
of sensitive data from computer equipment being discarded or 
transferred to another use. 

7. Backup copies of data should be stored at secure and suffi ciently 
remote off site locations, and the integrity of the backups should 

Recommendations
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be tested periodically by restoring the system data from the 
backup media.   

8. The District should have a formal disaster recovery plan 
including precautions to minimize the potential effects of a 
disaster, and procedures for implementing data recovery.
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to 
safeguard District assets. To accomplish this, we performed an initial assessment of the internal 
controls so that we could design our audit to focus on those areas most at risk. Our initial assessment 
included evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, 
purchasing, and payroll and personal services.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions, and reviewed pertinent documents such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objectives and scope by selecting for 
audit those areas most at risk. We selected cash receipts and disbursements and information technology 
for further audit testing.

To accomplish the objectives of this audit, our procedures included the following to obtain valid audit 
evidence:

• We interviewed appropriate District offi cials and employees to obtain an understanding of 
internal controls over the District’s fi nancial software system.  

• We viewed reports of District employees’ access rights to the fi nancial software system in 
conjunction with their duties and responsibilities.

• We reviewed the District’s fi nancial records and reports, tested selected records and 
transactions, and examined pertinent documents to determine whether such records and 
reports were properly designed and whether cash transactions had been properly recorded. 

• We scanned bank statements for unusual activity and verifi ed bank reconciliations. We 
also examined press-numbered cash receipts for proper use and wire transfers for proper 
authorizations. We verifi ed that school tax receipts were properly accounted for.

• We examined a judgmental sample of 50 cash disbursements and verifi ed that the cancelled 
checks matched the information on Board-approved warrants, and we reviewed the propriety 
of supporting claim documents and the check endorsements.
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We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objectives.  We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objectives. 



2727DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page: 

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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