
DIVISION OF LOCAL GOVERNMENT 
& SCHOOL ACCOUNTABILITY

O F F I C E  O F  T H E  N E W  Y O R K  S T A T E  C O M P T R O L L E R

Report of  Examination
Period Covered:

July 1, 2005 — June 25, 2007

2007M-245

Schoharie
Central School District

Internal Controls Over
Selected Financial Activities

Thomas P. DiNapoli



11DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

   
 Page

AUTHORITY  LETTER 3 

EXECUTIVE  SUMMARY 5 

INTRODUCTION 7 
 Background 7
 Objective 7
 Scope and Methodology  8
 Comments of District Offi cials and Corrective Action 8

COMPUTERIZED DATA AND ASSETS 9
 Installation of Software 9
 User Access 10
 Passwords 11
 Disaster Recovery Plan and Backup 12
 Physical Security 12
 Recommendations 13

AUDIT OF CLAIMS 15
 Recommendations 15

PAYROLL  16
 Recommendations 17

APPENDIX  A Response From District Offi cials 18
APPENDIX  B Audit Methodology and Standards 23
APPENDIX  C How to Obtain Additional Copies of the Report 25
APPENDIX  D Local Regional Offi ce Listing 26

Table of Contents



33DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

State of New York
Offi ce of the State Comptroller

Division of Local Government 
and School Accountability

February 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Schoharie Central School District, entitled Internal Controls 
Over Selected Financial Activities. This audit was conducted pursuant to Article V, Section 1 of 
the State Constitution, and the State Comptroller’s authority as set forth in Article 3 of the General 
Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government 
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Schoharie Central School District (District) is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for the general management and control 
of the District’s fi nancial and educational affairs. The Superintendent of Schools (Superintendent) is 
the chief executive offi cer of the District and is responsible, along with other administrative staff, for 
the day-to-day management of the District under the direction of the Board. The District also employs 
a Business Administrator who is responsible for managing the fi nance-related operations of the District 
and overseeing the work of the Business Offi ce staff, including the District Treasurer. 

The Board is also responsible for adopting policies and procedures ensuring that computerized data and 
assets are safeguarded and that claims are properly audited and approved prior to payment. In addition, 
the Board and the Business Administrator have the responsibility to assess the risks associated with 
the payroll process and institute appropriate internal controls to mitigate those risks.  This includes 
segregating job duties so that the work performed by one individual is verifi ed in the normal course of 
another employee’s regular duties. 

Scope and Objective

The objective of our audit was to determine if District offi cials were properly managing District 
operations to safeguard District assets for the period July 1, 2005 through June 25, 2007. Our audit 
addressed the following related questions:

• Did the Board establish comprehensive policies and procedures addressing the safeguarding of 
computerized data and assets?

• Did the Board ensure that claims were properly audited and approved prior to payment? 

• Did the Board and Business Administrator adequately address control risks inherent in the 
District Treasurer’s duties to ensure that she was accurately accounting for payroll-related 
transactions?

Audit Results

The Board has not established comprehensive policies and procedures to effectively address the 
safeguarding of computerized data and assets.  Specifi cally, formal policies and procedures relating 
to installation of personal software on District’s computers; addition, modifi cation, and deletion of 
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user access rights; and a strong password system have not been adopted.  The Board also has not 
developed a formal disaster recovery plan or policies and procedures for the backup of fi nancial and 
non-fi nancial data.  These weaknesses signifi cantly increase the risk that sensitive or mission-critical 
data and hardware and software systems may be lost, compromised, or damaged, or that the computer 
data system could be disrupted.

The Board did not audit claims, nor did they appoint a claims auditor to do so, until December 1, 
2006. As a result, approximately 77 percent of all claims, totaling approximately $13.2 million, paid 
during our audit period were not audited.  Further, the claims auditor who was appointed does not 
report directly to the Board. While our testing did not reveal any material discrepancies, the failure 
of the Board to ensure that claims are audited increases the risk that moneys could  be expended for 
inappropriate purposes, and that errors and irregularities could occur and go undetected or uncorrected 
in a timely manner. 

The Board and Business Administrator did not adequately address control risks inherent in the District 
Treasurer’s duties to ensure that she was accurately accounting for payroll-related transactions. The 
District Treasurer has complete control over the payroll process.  In addition the Treasurer and senior 
account clerk have full user access rights to the payroll functions in the fi nancial software. Although 
we did not fi nd any material discrepancies, the concentration of key duties with one individual and 
granting access to the payroll software with insuffi cient oversight increases the risk that errors and/or 
irregularities could occur and go undetected and uncorrected in a timely manner.

Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report.  District 
offi cials generally agreed with our recommendations and indicated they planned to initiate corrective 
action.
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Background

Introduction

Objective

The Schoharie Central School District (District) is located in fi ve 
towns in Schoharie County, and one town in each of Schenectady, 
Albany and Montgomery Counties. The District is governed by the 
Board of Education (Board) which comprises seven elected members. 
The Board is responsible for the general management and control of 
the District’s fi nancial and educational affairs. The Superintendent of 
Schools (Superintendent) is the chief executive offi cer of the District 
and is responsible, along with other administrative staff, for the day-to-
day management of the District under the direction of the Board. The 
District also employs a Business Administrator who is responsible for 
managing the District’s fi nancial operations and overseeing the work 
of the Business Offi ce staff, including the District Treasurer. 

There is one school in operation within the District, with 
approximately 1060 students and 200 employees. The District’s 
budgeted expenditures for the 2006-07 fi scal year were $17.4 million, 
which were funded primarily with State aid, real property taxes, and 
grants.

The Board is responsible for adopting policies and procedures and 
developing controls to safeguard computerized data and assets. The 
District uses one networked computer system to process and store 
fi nancial and non-fi nancial data, supported by three servers located 
at the school.  Financial data is stored on a separate and dedicated 
server. The Information Technology (IT) administrator oversees the 
network system, and is an employee of the Northeastern Regional 
Information Center (NERIC).

The Board is also responsible for ensuring that claims are properly 
audited and approved prior to payment. In addition, the Board and 
Business Administrator have the responsibility to assess the risks 
associated with the payroll process and institute appropriate internal 
controls to mitigate those risks.  This includes segregating job duties 
so that the work performed by one individual is verifi ed in the normal 
course of another employee’s regular duties. 

The objective of our audit was to determine if District offi cials were 
properly managing District operations to safeguard District assets. 
Our audit addressed the following related questions:

• Did the Board establish comprehensive policies and 
procedures addressing the safeguarding of computerized data 
and assets?
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Comments of District 
Offi cials and Corrective 
Action

• Did the Board ensure that claims were properly audited and 
approved prior to payment? 

• Did the Board and Business Administrator adequately address 
control risks inherent in the District Treasurer’s duties to 
ensure that she was accurately accounting for payroll-related 
transactions?

We examined the District’s safeguards over computerized data and 
assets, the audit of claims, and payroll for the period July 1, 2005 
to June 25, 2007. Our audit disclosed areas in need of improvement 
concerning information technology controls. Because of the sensitivity 
of this information, certain specifi c vulnerabilities are not discussed 
in this report but have been communicated to District offi cials so they 
could take corrective action.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix B of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report.  District offi cials 
generally agreed with our recommendations and indicated they 
planned to initiate corrective action. 

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 35 of the General Municipal Law, Section 2116-a (3)(c) 
of the Education Law and Section 170.12 of the Regulations of the 
Commissioner of Education, the Board must approve a corrective 
action plan that addresses the fi ndings in this report, forward the 
plan to our offi ce within 90 days, forward a copy of the plan to the 
Commissioner of Education, and make the plan available for public 
review in the District Clerk’s offi ce. For guidance in preparing the 
plan of action, the Board should refer to applicable sections in the 
publication issued by the Offi ce of the State Comptroller entitled 
Local Government Management Guide.

Scope and
Methodology
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Computerized Data and Assets

District offi cials rely on computerized data to make fi nancial 
decisions and report to State and Federal agencies.  If the computers 
on which this data is stored fail or if the data is lost or altered, the 
results could range from inconvenient to catastrophic.  Even small 
disruptions can require extensive employee and consultant hours to 
evaluate and repair. To this end, installation of unauthorized software 
should be prevented, access should be controlled and monitored, data 
should be backed up on a timely basis and stored in a secure offsite 
location, a formal disaster recovery plan should be established, and 
the computerized data and assets should be physically secure.

The Board is responsible for adopting policies and procedures and 
developing controls to safeguard computerized data and assets. In 
addition, the Superintendent and IT administrator are responsible 
for ensuring that District offi cials and employees adhere to adopted 
policies and procedures. The Board has not effectively addressed the 
safeguarding of computerized data and assets by establishing and 
monitoring policies and procedures. 

Prohibiting the installation of unauthorized software by users is a 
crucial step in preventing potentially harmful software from being 
installed on District computers. Unauthorized programs could 
transfer personal or sensitive information to outside networks and/
or potentially slow down the network or cause system crashes. The 
District’s computer use policy requires users to obtain authorization 
before software is installed on District-owned computers. To ensure 
that authorization is received, District computers should be confi gured 
to only allow the installation of software by the IT administrator. 
 

We found that users can install unauthorized software onto District 
computers. Due to this control weakness, we reviewed six District-
owned computers (three desktops and three laptops) to determine 
if users had installed unauthorized software. We found that 
unauthorized software had been installed on one desktop.  We also 
found that this computer had adware1 installed on it. Further, the 
IT administrator informed us that during the 2006-07 fi scal year he 
found that a keylogger2 had been installed on another District desktop 

Installation of 
Software

____________________
1 Adware is a form of spyware. Spyware records the users’ activity and consumes 
valuable computer memory. Because spyware is using memory and system resources 
it can cause system crashes and/or general system instability.
2 A keylogger is a type of surveillance software that records the users’ keystrokes. 
A keylogger can be used to record and steal user account IDs, passwords and other 
sensitive information.
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computer.  The IT administrator estimated that it had been on the 
computer for at least three months and believed it was installed by 
a student.  The IT administrator informed us that no sensitive data 
is believed to have been compromised. However, because no formal 
records are maintained, we were unable to verify this. 

The ability of users to install unauthorized software on District-
owned computers signifi cantly increases the risk that sensitive or 
mission-critical data and hardware and software systems may be lost, 
compromised, or damaged. 

Policies and procedures should be designed to limit access to 
computer data.  Access should be based on the needs of particular job 
functions and each user should only be assigned one user account.  
Any changes to user accounts including additions, deletions, and 
modifi cations should be authorized and approved, in writing, by an 
appropriate offi cial, for example the Superintendent. User accounts 
should be deactivated as soon as employees leave District service.  
Further, computer-use agreements3 should be retained on fi le. 

We found that the Board did not develop and adopt policies and 
procedures designed to limit access to data, as follows:

• The fi nancial software currently used for payroll and 
personnel matters does not have the capability to limit user 
access based on job duties. All users4 with access to the payroll 
and personnel modules have full user privileges within these 
modules. In addition, the administrative account in the general 
ledger and budgeting modules of the fi nancial software have 
not been assigned to a particular user. Therefore, all users5 

with access to the general ledger and budgeting modules have 
full user privileges within these modules.

• Multiple-user accounts are created for employees. We found 
eight employees with two user accounts. 

• There are no procedures to ensure that changes to access 
accounts are documented. The IT administrator adds and 
modifi es access accounts based only upon a verbal directive 

User Access

____________________
3 Employees are required to initially sign a computer-use agreement before they 
are granted access to the network. Then, at the beginning of each fi scal year, each 
employee is required to again sign a computer-use agreement. 
4 The Treasurer and senior account clerk have access to the payroll module. The 
Treasurer, senior account clerk, and Business Offi ce secretary have access to the 
personnel module.
5 The Business Administrator, Treasurer, senior account clerk, and Business Offi ce 
secretary have access to the general ledger module. The Business Administrator, 
Treasurer, and senior account clerk have access to the budgeting module.
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by a department head supervisor or the Superintendent. There 
is no written documentation to indicate who authorized 
access, when access was given or revoked, and what access 
was permitted.  

 
• User accounts are not deactivated in a timely manner. We 

found that 35 user accounts were active on the system that 
belonged to former employees and consultants.  In some 
instances, these accounts were active for more than four 
years after these individuals had left the District.  The IT 
administrator immediately deleted these user accounts when 
we brought this to his attention.

• The annual computer-use agreements were not retained on 
fi le. The person responsible for maintaining these agreements 
informed us that she discarded them at the end of each fi scal 
year. As a result, we were unable to determine if all users on 
the network had signed the agreement or if they were assigned 
user access rights in accordance with the agreement. 

The failure to establish policies and procedures to limit user access 
increases the risk that individuals could inappropriately gain access to 
the system and change, destroy, or manipulate data and computerized 
assets.  Without proper documentation, if a problem arises, it would 
be diffi cult to determine who authorized access, when access was 
given or revoked and what access was permitted.

System users are required to enter user names and passwords to 
gain access to networks, computers, and applications.  To protect 
computerized data, the Board should adopt policies and procedures 
that require the use of strong passwords6; changes to passwords every 
30 to 90 days; limiting attempts to access the system without a valid 
password to three or four; and provide for a network time-out7 after a 
reasonable period of inactivity. 

We found that the Board has not adopted comprehensive policies and 
procedures to address the use of strong passwords, limiting attempts to 
access the system and the timing-out of computers after a reasonable 
period of inactivity. Password selection is left up to individual users. 
In addition, there is no number or digit requirement, password 
changes are not required, and there is no limit as to the number of 
invalid attempts to access the system.  Further, computers are not set 
up to time-out after a period of inactivity.  There are also no password 
requirements for certain portions of the District’s fi nancial software. 

Passwords

____________________
6 Strong passwords contain a combination of upper- and lower-case letters, 
punctuation and at least eight characters.
7 Thus requiring employees to re-enter their user names and passwords to gain 
access
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If a password system is not strong, or if a computer does not time-out 
after a period of inactivity, unauthorized persons could gain access to, 
change or delete sensitive information. If there are no limitations as 
to the number of failed attempts to access the system, unauthorized 
persons could try thousands of words or names until a valid password 
is found. 

A disaster8 recovery plan should be established to prevent the loss of 
computer equipment and data, and provide procedures for recovery 
and precautions necessary to minimize the effects of disaster, so that 
mission-critical functions can be maintained or quickly resumed.  
Data stored on computers should be backed up on a routine basis and 
back-up copies should be stored in a secure offsite location to enable 
restoration. 

The Board has not established a disaster recovery plan or adequate 
procedures to ensure computer data is adequately backed up and 
protected from loss.  All computerized data is backed up automatically 
Monday through Friday to a tape drive.  The back-up tapes are located 
in a locked offi ce in the school.  Once a week, back-up tapes are taken 
offsite, but they are not stored in a secured location.  

The school is located in a fl ood plain, and therefore there is greater 
risk that a natural disaster could occur. If there was a disaster causing 
computer failure rendering the school site inaccessible, back-up 
copies stored on-site would be inaccessible, causing irreplaceable 
data to be lost.  Data in unsecured locations is also at a greater risk 
of being compromised, misused, or lost.  This could lead to serious 
interruptions of District operations, such as not being able to process 
checks to pay vendors or employees.

The physical security over computerized assets is an important 
component of adequately safeguarding and protecting computerized 
assets.  Limiting access to those assets, securing assets from fi re 
and water damage and ensuring that assets are located in a climate-
controlled environment is necessary to physically secure the District’s 
computerized assets. 

District offi cials have not adequately physically secured their 
computerized assets. The District has three servers.  The two non-
fi nancial servers and a wiring closet are located in an unsecured 
area that is left opened and unlocked during the school day.  Non-
authorized personnel and students could potentially access this server 

Disaster Recovery
Plan and Backup

Physical Security

____________________
8 A disaster is defi ned as a sudden, unplanned catastrophic event that compromises 
the integrity and data of the IT systems.  This could include a  fi re, computer virus, 
or inadvertent employee action.
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room.  The fi nancial server is located in a locked offi ce. However, 
numerous custodians and the IT administrator all have keys to this 
offi ce, and the access to this room is not monitored or tracked. The IT 
administrator also informed us that climate control for the room was 
an open window.  During the summer months, the temperature in the 
room can be very high.  In addition, we found that the wiring closets 
are located in unsecured areas (i.e., classrooms and wiring closets that 
are not always locked).  Furthermore, the servers and wiring closets 
are located in areas that are not secure from fi re and water damage.

Without physical security, all other security measures may be 
meaningless.  Physical threats, whether internal or external, malicious 
or inadvertent could lead to damaged or stolen hardware and release 
of personal or confi dential information.  These security breaches can 
cost thousands of dollars and countless work hours to correct and 
possibly could lead to costly litigation for the District.

1. The Superintendent and IT administrator should monitor and 
enforce the computer use policy to ensure that unauthorized 
software is not installed by users.

2. The Superintendent and IT administrator should review the 
network setup to ensure that only the system administrator has 
the authority to install software onto District computers.

3. The Board should develop and adopt procedures that require that 
all computer usage agreements are kept on fi le until new signed 
agreements are received. 

4. The Board should adopt policies and procedures over the 
administration of network and fi nancial software user access 
accounts that require:

• User access in the District’s fi nancial software to be assigned 
based on job functions 

• Users should only be assigned one user account.

• Modifi cations, deletions, and additions to user access rights 
are authorized in writing.

• User accounts are deactivated as soon as employees leave 
District service or the account is no longer in use.

5. The Board should ensure that a strong password system exists by 
adopting policies and procedures that require:

Recommendations
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• The creation of strong passwords requiring users to select 
passwords that are at least eight characters, containing upper- 
and lower-case letters, and punctuation

• Employees to change their passwords at least every 30 to 90 
days

• Limiting the number of failed log-in attempts

• All computers to time-out after a set period of time of 
inactivity. 

6. The Board should adopt policies and procedures to ensure that 
backups of fi nancial and non-fi nancial data are stored in a secure 
off-site location.

7. The Board should adopt a comprehensive disaster recovery plan 
that details specifi c guidelines for the protection of private and 
essential data against damage, loss, or destruction.

8. The Board should protect computerized assets by requiring that 
access to the server room and wiring closets are:

• Restricted to only designated offi cials

• Protected from fi re and water damage

• Located in a climate-controlled area.
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Audit of Claims

An effective internal control system requires that all claims are 
audited and approved before the District pays them. The Board is 
responsible for auditing District claims for payment. The Board 
may appoint a claims auditor to perform this function.  The claims 
auditor should report directly to the Board.  The claims auditor should 
conduct a deliberate and thorough review to determine that proposed 
payments are proper and valid charges against the District.  In 
essence, the claims auditor is responsible for ensuring that all claims 
are legitimate District charges before the claims are paid.         

The Board did not audit claims, nor did they appoint a claims auditor to 
do so until December 1, 2006.  As a result, approximately 77 percent 
of all claims, totaling approximately $13.2 million, paid during our 
audit period were not audited. Claims were properly audited after 
December 1, 2006, when the claims auditor was appointed.  However, 
the claims auditor who was appointed does not report directly to the 
Board.  Instead, the claims auditor consults with the accounts payable 
clerk to resolve any questions. 

Due to these control weaknesses, we reviewed 35 claims totaling 
$307,843 paid prior to December 1, 2006, and 15 claims totaling 
$18,051 paid after December 1, 2006, to ensure that they were for 
legitimate District purposes and were properly supported. While our 
testing did not reveal any material discrepancies, the failure of the 
Board to ensure that claims are properly audited and approved prior 
to payment increases the risk that moneys could be expended for 
inappropriate purposes, and that errors and irregularities could occur 
and go undetected or uncorrected in a timely manner. 

District offi cials informed us that the Board did not appoint a claims 
auditor until December 1, 2006, because they did not search for a 
claims auditor until they appointed a permanent Superintendent and 
Business Administrator in July 2006. 

9. The claims auditor should continue to audit and approve all claims 
prior to payment.

10. The claims auditor should report directly to the Board.

Recommendations
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Payroll

The Board and Business Administrator have the responsibility to 
adequately address control risks inherent in the District Treasurer's 
duties to ensure that she is accurately accounting for payroll-related 
transactions. An effective component of any payroll process is proper 
segregation of duties.  Payroll duties should be segregated and 
computer access should be granted based upon job responsibilities to 
ensure that no one person controls all phases of the payroll cycle, such 
as adding and deleting employees, entering and modifying pay rates, 
processing the payroll, signing the payroll checks, and reconciling 
the payroll bank account.  If it is not feasible to segregate duties, 
the Board and Business Administrator should consider mitigating 
this weakness by having someone independent of the process review 
completed payrolls. At a minimum, the review should include random 
checks to verify that payrolls are based upon actual hours or days 
worked and that Board authorized hourly rates or annual salaries are 
used.  There should also be a comparison of net payrolls to payroll 
journals and an assessment of payrolls for reasonableness. 

The Board and Business Administrator did not adequately address 
control risks inherent in the District Treasurer’s duties to ensure that 
she was accurately accounting for payroll-related transactions. The 
Treasurer has complete control over the payroll process and full user 
access rights to the payroll functions in the fi nancial software.  She 
is directly responsible for adding and deleting employees, entering 
payroll changes, collecting timesheets, entering the hours worked and 
salaries paid, preparing and signing paychecks, and reconciling the 
payroll bank account.  The senior account clerk, who is the backup 
when the Treasurer is unavailable to process the payroll, also has full 
access to the payroll functions in the fi nancial software.  

Due to the lack of segregation of duties over the payroll process, 
we reviewed certain compensation payments made to 11 employees 
to determine if the Treasurer was accurately accounting for wages 
and benefi ts and if payments were made in accordance with Board- 
approved rates and employee contracts.  We also reviewed retirement 
system reports and personnel fi les to determine that employees 
receiving compensation were not fi ctitious.  Although our testing did 
not reveal any material discrepancies, the concentration of key duties 
with one individual and granting access to the payroll software with 
little or no oversight increases the risk that errors and/or irregularities 
could occur and go undetected and uncorrected in a timely manner

The Business Administrator informed us that due to the fact that the 
District is small and has limited staff, and that because there have 



1717DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

never been any problems discovered before with the Treasurer’s 
work, District offi cials have not found it necessary to segregate the 
payroll-related  duties. 

11.  The Board and Business Administrator should provide for an 
adequate segregation of duties so that no one person controls all 
aspects of the payroll process.  If it is not feasible to adequately 
segregate these duties, the Board should consider having someone 
independent of the payroll preparation process perform a review 
of the completed payrolls.

12. The Business Administrator should review the assignment of 
user access rights in the payroll software and assign access rights 
based on job duties only. 

Recommendations
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.

The response has been included in its entirety except for sensitive information technology details that 
were redacted for security reasons.
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, purchasing, 
payroll and personal services, and information technology.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objective and scope by selecting for audit 
those areas most at risk. We selected safeguards over computerized data and assets, the audit of claims, 
and payroll for further audit testing.

To accomplish the objective of this audit, we performed the following steps:

• Interviewed offi cials and employees as to existing internal control systems

• Reviewed computer access and security protocols, policies, and procedures

• Inquired as to the procedures in place for the installation of software on District computers 

• Reviewed District computers for acceptable use

• Inquired as to the user access procedures including the addition, deletion, and modifi cation of 
user rights to the network and fi nancial software

• Reviewed user access account reports

• Inquired about the access into the network including the password system 

• Inquired as to recovery protocols and procedures including the backup of computerized data

• Reviewed the physical security over the District’s computerized data and assets
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• Interviewed the current claims auditor

• Determined the total amount expended by the District for non-payroll purposes and the total 
amount expended that had not been audited and approved

• Verifi ed that selected claim packages were for legitimate District purposes, and had been 
audited and approved by the claims auditor  

• Tested employee compensation payments made during the 2005-06 and 2006-07 fi scal years to 
determine if employees were being paid in accordance with established rates and contracts

• Verifi ed that employees receiving compensation were not fi ctitious by reviewing retirement 
system reports and personnel fi les

• Verifi ed that any additional benefi ts paid to the Superintendent and Business Administrator 
were paid in accordance with their employee contracts

• Tested separation payments made to employees leaving District service to ensure that they 
were accurate and in compliance with employee contracts

• Tested payroll payments to ensure that they were accurate and were made in compliance with 
established rates and contracts

• Verifi ed that leave time was accurate and in compliance with employee contracts

• Verifi ed that payroll withholdings were accurate and adequately supported.

We conducted our audit in accordance with generally accepted government auditing standards 
(GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, appropriate 
evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit objectives.  
We believe that the evidence obtained provides a reasonable basis for our fi ndings and conclusions 
based on our audit objectives. 
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APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page: 

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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(518) 793-0057  Fax (518) 793-5797
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