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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

December 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Spackenkill Union Free School District, entitled Internal 
Controls Over Selected Financial Activities. This audit was conducted pursuant to Article V, Section 1 
of the State Constitution, and the State Comptroller’s authority as set forth in Article 3 of the General 
Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Spackenkill Union Free School District (District) is governed by the Board of Education (Board) 
which comprises fi ve elected members. The Board is responsible for the general management and control 
of the District’s fi nancial and educational affairs. The Superintendent of Schools (Superintendent) is 
the chief executive offi cer of the District and is responsible, along with other administrative staff, for 
the day-to-day management of the District under the direction of the Board.

There are four schools in operation within the District, with approximately 1,800 students and 500 
employees. The District’s revised budgeted expenditures for the 2006-07 fi scal year were approximately 
$31.9 million, which were funded primarily with State aid, real property taxes, and grants.

Scope and Objective

The objective of our audit was to determine the adequacy of the District’s internal controls over cash 
disbursements, purchasing, and information technology for the period July 1, 2006 through December 
10, 2007. Our audit addressed the following related questions:

• Are internal controls over cash disbursements appropriately designed and operating effectively 
to adequately safeguard District assets?

• Are internal controls over purchasing appropriately designed and operating effectively to 
adequately safeguard District assets?

• Are internal controls over information technology appropriately designed to adequately 
safeguard District assets?

Audit Results

The District’s internal controls over cash disbursements were not suffi cient to safeguard District assets. 
The District did not properly segregate claims auditing duties because the deputy claims auditor is also 
the secretary to the Assistant Superintendent for Business, and is therefore performing incompatible 
duties. We also found that the Board, rather than the claims auditors, was auditing capital fund claims, 
which is not in compliance with the law. Also, because the Board did not communicate its expectations 
to the claim auditors, we found the District’s claims auditing process to be inadequate. Claims were 
paid without appropriate supporting documentation, and some purchases were made without prior 
approval. In addition, the Treasurer did not maintain control of her facsimile signature, which increases 
the risk that cash disbursements could be made for non-District purposes and not be detected. The 
District also made separation payments to two employees that exceeded the amounts allowed by their 
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contracts by $17,839. Additionally, we found several budget transfers that should have been approved 
by the Superintendent were inappropriately approved by the former Superintendent for Business. 
When an unauthorized person makes budget transfers, the risk is increased that appropriations could 
be exceeded and not be detected.   

We also found that the Board has adopted policies and procedures which provide reasonable assurance 
that purchases are prudent, economical and in compliance with laws and regulations. However, we 
found an instance where an improvement can be made in these procedures. The District could save 
taxpayers approximately $30,000 per year in check printing costs by printing checks in-house. For 
fi scal year 2006-07, the District had 2,605 general fund checks printed at the Mid-Hudson Regional 
Information Center at a cost of $3.58 per check, and 8,950 payroll checks at a cost of $2.08 per check 
for a total cost of $27,942. The costs per check increase annually, and assuming the same number of 
checks will be issued for the upcoming year, the projected cost for the 2008-09 fi scal year would be 
over $31,000. Our calculations show that, if the District were to print its own checks, doing so would 
reduce the cost to approximately $.13 per check, for a total annual cost of $1,502. This would result in 
an approximate taxpayer savings of $30,000 for the 2008-09 fi scal year. 

Finally, we found that the District did not securely store its backed-up data fi les and did not have a 
formal disaster recovery plan for its information technology. The District also did not have policies or 
procedures controlling remote access to the District’s network. As a result, the District’s computerized 
data may subject to increased risk of loss or misuse. 

Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Except as 
indicated in Appendix A, District offi cials generally agreed with our recommendations and indicated 
they plan to initiate corrective action. Appendix B contains our comments on issues raised in the 
District’s response letter. 
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Background

Introduction

Objective

The Spackenkill Union Free School District (District) is located in the 
Town of Poughkeepsie, Dutchess County. The District is governed by 
the Board of Education (Board) which comprises fi ve elected members. 
The Board is responsible for the general management and control of 
the District’s fi nancial and educational affairs. The Superintendent of 
Schools (Superintendent) is the chief executive offi cer of the District 
and is responsible, along with other administrative staff, for the day-
to-day management of the District under the direction of the Board.

There are four schools in operation within the District, with 
approximately 1,800 students and 500 employees. The District’s 
revised budgeted expenditures for the 2006-07 fi scal year were 
approximately $31.9 million, which were funded primarily with State 
aid, real property taxes, and grants.  

The Treasurer is responsible for disbursing all District funds based 
upon proper authorization. The Board has appointed a claims auditor, 
and a deputy claims auditor to act in the absence of the claims auditor, 
who are charged with auditing and approving all of the District’s 
claims. 

The Board is responsible for designing internal controls to ensure the 
prudent and economical use of District moneys when procuring goods 
and services. The District contracts with the Mid-Hudson Regional 
Information Center to provide check-printing services.

The objective of our audit was to determine if internal controls are 
appropriately designed and operating effectively for selected fi nancial 
activities. Our audit addressed the following related questions:

• Are internal controls over cash disbursements appropriately 
designed and operating effectively to adequately safeguard 
District assets?

• Are internal controls over purchasing appropriately designed 
and operating effectively to adequately safeguard District 
assets?

• Are internal controls over information technology appropriately 
designed to adequately safeguard District assets?
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Comments of District 
Offi cials and Corrective 
Action

We examined internal controls over cash disbursements, purchasing, 
and information technology of the Spackenkill Union Free School 
District for the period July 1, 2006 to December 10. 2007.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in 
Appendix A, have been considered in preparing this report. Except 
as indicated in Appendix A, District offi cials generally agreed with 
our recommendations and indicated they plan to initiate corrective 
action. Appendix B contains our comments on issues raised in the 
District’s response letter. 

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 35 of the GML, Section 2116-a (3)(c) of the Education 
Law and Section 170.12 of the Regulations of the Commissioner of 
Education, a written corrective action plan (CAP) that addresses the 
fi ndings and recommendations in this report must be prepared and 
forwarded to our offi ce within 90 days. To the extent practicable, 
implementation of the CAP must begin by the end of the next fi scal 
year. For more information on preparing and fi ling your CAP, please 
refer to our brochure, Responding to an OSC Audit Report, which you 
received with the draft audit report. The Board should make the CAP 
available for public review in the District Clerk’s offi ce.
 

Scope and Methodology
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Cash Disbursements

In general, the objectives of internal controls over cash disbursements 
are to ensure that cash is disbursed only upon proper authorization, 
when supported by the appropriate documentation, for valid business 
purposes. Authorizations to disburse funds may come from, among 
other things, certifi ed warrants of audited and approved claims and 
certifi ed payrolls. A listing of audited and approved claims, certifi ed 
by the claims auditor, authorizes the Treasurer to disburse District 
funds as directed. Similarly, a payroll certifi ed by the Superintendent 
authorizes the Treasurer to disburse funds for employee wages, 
salaries and benefi ts. To provide additional control, expenditures may 
not be made unless suffi cient budgetary appropriations are available. 
The Treasurer is responsible for signing all checks disbursing District 
funds. If a facsimile signature is used to sign checks, the Treasurer 
must maintain control over it. District offi cials must ensure that 
all payroll payments, including separation payments, are made in 
accordance with employment contracts. The Board is responsible 
for monitoring District expenditures to ensure they stay within total 
annual appropriations. When internal controls are not designed 
appropriately or operating effectively, it increases the risk that errors 
and irregularities may occur and not be detected and corrected.

We found weaknesses in internal controls over cash disbursements. 
Because the Board did not communicate its expectations to the claims 
auditor and deputy claims auditor, the District’s claims audit process 
is defi cient and applied inconsistently. Because the Treasurer did not 
control her facsimile signature, her signature was affi xed to District 
accounts payable and payroll checks without her involvement. 
Because District offi cials did not design appropriate controls over the 
payroll process, separation payments were made to two employees 
in excess of the amounts allowed by each individual’s contract. Also, 
budget transfers were made by the Assistant Superintendent for 
Business rather than the Superintendent, as designated by the Board. 
When unauthorized budget transfers are made, the risk is increased 
that appropriations could be exceeded and not be detected. As a result 
of these control weaknesses, there is an increased risk that erroneous 
or inappropriate disbursements could be made and not be detected, 
and District funds could be spent inappropriately.

The claims audit process is a critical element of the District’s internal 
control system over non-payroll cash disbursements. Education Law 
requires the Board to audit the District’s claims prior to payment. 
The Board may appoint a claims auditor to perform this important 
function on the Board’s behalf. If the Board chooses to appoint a 

Claims Audit Process
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claims auditor, the Board may no longer approve claims for payment 
until the position of claims auditor is abolished. The claims auditor 
should not perform any other accounting functions within the 
District, and should report directly to the Board. The claims auditor 
should ensure that purchases are supported by proper documentation, 
including invoices, and written verifi cation that the goods or services 
have been received. The claims auditor is responsible for ensuring 
that claims generated from purchases are legitimate District expenses 
prior to authorizing the payment of claims.  

The Board authorized two individuals, a claims auditor and deputy 
claims auditor, to audit and approve District claims. The claims 
auditor only works a few days a month, and the deputy claims 
auditor is charged with auditing claims that cannot wait until the 
claims auditor is available. The deputy informed us that she audits 
all cafeteria fund claims and most manual check claims. The deputy 
claims auditor is also the secretary to the Assistant Superintendent of 
Business. However, the claims audit function should be completely 
independent from the Business Offi ce function. The secretary to 
the Assistant Superintendent/deputy claims auditor’s duties are 
incompatible because she may be in a position to audit and approve a 
transaction that she initiated in the Business Offi ce or transactions that 
were initiated at her supervisor’s direction. This lack of segregation 
of duties increases the risk that errors or irregularities could occur and 
go undetected.
 
The claims auditors did not perform an adequate audit of the District’s 
claims. The accounts payable clerk attaches the purchase order or 
claim form to the invoices, packing slips, etc. and assembles the 
claim packet. Copies of the unsigned checks are attached to the claim 
packets and given to the claims auditors. The claims auditors basically 
just check the accounts payable clerk’s work. They do not determine 
whether payments are appropriate, correct, and suffi ciently supported. 
According to both claims auditors, the Board never communicated to 
them what was expected of the claims audit. 

Furthermore, the Board performed the audit of the capital fund claims. 
Education Law prohibits the Board from auditing claims once it has 
designated the claims audit function to a claims auditor. In addition, 
the Board’s audit of the capital fund claims was defi cient because 
Board members reviewed only the schedule of claims prepared by 
the District Clerk. According to the District Clerk, Board members 
do not receive the claim packets containing necessary supporting 
documentation. These packets typically include requisitions, purchase 
orders, reimbursement claim forms, vendor invoices, packing slips, 
etc. Board members only see the schedule of claims. Without suffi cient 
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information, such as complete claims packets, it is impossible to 
perform an effective audit of claims. 

Because of these weaknesses, we examined 10 capital fund 
disbursements totaling $1.39 million and found that all 10 claims were 
improperly signed by the District Clerk instead of the claims auditor. In 
addition, Board members, who had inappropriately audited the capital 
fund claims, did not sign these claims indicating their approval for 
payment. We also found that the Board did not document its approval 
of four of these disbursements totaling $308,960 in the meeting 
minutes. Therefore, these disbursements were not communicated to 
the public.   

We also reviewed 24 canceled checks totaling $65,141 and their 
corresponding claim packets to determine if all checks matched 
the amount and payee on the warrant or schedule of claims, were 
properly audited prior to payment, and were properly itemized 
District expenditures. We found that the District’s claims auditing 
process was inadequate. We identifi ed exceptions totaling $9,411 for 
the claims we reviewed. Some claims had more than one discrepancy. 
Examples of the problems we found include the following:

• Six purchase orders were dated after the invoice/receipt date

• Three claims did not have purchase orders attached 

• One invoice was overpaid by $19

• One claim packet did not have an invoice attached 

• Seven claims totaling $5,817 lacked documentation to show 
they were valid District disbursements. For example, the 
District paid $2,430 in February 2007 for food and beverages 
that were provided at various meetings and conferences. The 
District did not have supporting documentation to indicate 
that these were necessary District expenses. 

• Ten payments could not be traced to the warrant of audited 
and approved claims. Therefore, there was no evidence that 
these claims were audited prior to payment.

The Treasurer personally signs the District’s manual checks (checks 
that are manually entered into the District’s computer system), as well 
as all cafeteria fund checks. We tested 23 claims totaling $130,000 
that were paid with manual checks to determine if all checks matched 
the amount and payee on the warrant or schedule of claims, were 
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properly audited prior to payment, and were properly itemized District 
expenditures. We found the District’s claims audit of manual checks 
to be inadequate. We identifi ed exceptions in these claims totaling 
$16,928:

• Two claims did not appear on a warrant or schedule of claims. 
Therefore, there was no evidence that these claims were 
audited prior to payment.

• One claim did not have suffi cient supporting documentation 
attached

• One claim had a purchase order that was not signed by the 
purchasing agent

• The invoices pre-dated the purchase order and the claims 
auditor approved the claim prior to the purchase order date 
for two claims

• The Superintendent approved two disbursements totaling 
$3,671, which exceeded her approval authority (The 
Superintendent is authorized to approve payments of up to 
$500 in emergencies, per occurrence, but neither disbursement 
was an emergency purchase)

• Five claims had signatures on the warrants that were not 
dated

• Two claims had the claims auditor’s signature dated after the 
date of the check.

Because the Board has not properly instructed the claims auditors on 
the expectation of a proper audit of claims, the District’s claims audit 
process is inadequate. Unless the District provides for a thorough 
audit of claims, performed by an independent Board-appointed claims 
auditor, there is risk that the District could make inaccurate payments 
or pay for inappropriate purchases.  

As the District offi cial responsible for signing checks, the Treasurer 
plays a critical role in the cash disbursement process. The Treasurer 
must ensure that her signature is not used to make payments that have 
not been authorized. The Treasurer’s actual or facsimile signature 
must be affi xed to District checks by the Treasurer or affi xed under the 
Treasurer’s direct supervision. Unless a statutory exception applies, 
the Treasurer must sign checks only after receiving a warrant certifi ed 
by the claims auditor directing her to pay the related claims or after 

Treasurer’s Check-Signing 
Process
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receiving a payroll register certifi ed by the approving offi cer. It is 
important for the Treasurer to then compare the signed checks with the 
warrant or payroll to ensure that the amounts and check information 
are accurate and consistent and to account for the completeness of the 
check number sequences. 

District general fund accounts payable checks and payroll checks 
(and the corresponding warrant and payroll register) are prepared 
at the District and printed at the Mid-Hudson Regional Information 
Center (MHRIC). The printed checks are then couriered, unsigned, 
to the District. Once the claims auditor approves the warrants, the 
accounts payable clerk affi xes the Treasurer’s signature to the checks 
by running them through the check-signing machine. The clerk then 
mails the checks. The payroll check-signing process is similar; either 
the payroll clerk or the personnel assistant affi xes the Treasurer’s 
signature to the checks after the Superintendent approves the payroll. 
The payroll checks are placed in the safe until a District courier 
distributes them to the employees. The Treasurer is not involved in 
either of these processes despite the fact that her signature is affi xed to 
the checks. She does not control or supervise the use of her facsimile 
signature. Since the accounts payable and the payroll clerks have the 
ability to enter checks to be printed by the MHRIC, and also have 
the ability to affi x the Treasurer’s signature to the checks without the 
Treasurer’s involvement, there is an increased risk that an improper 
check could be issued and not detected. 

School districts establish the pay and benefi ts for professional 
employees and support staff in the written labor agreements they 
negotiate with bargaining units and certain individual employees’ 
contracts. School boards may also elect to supplement the terms of 
the labor agreements with written policies. Employment contracts, 
agreements, and policies should contain clear and unambiguous 
language to allow proper interpretation of their terms and conditions. 
The documentation and proper implementation of a district’s labor 
contracts are essential aspects of internal controls.

Separation payment calculations are unusual, highly complex payroll 
transactions that are susceptible to errors. We tested fi ve employees 
who left the District during the audit period and found that the District 
overpaid two former employees for accrued vacation leave they were 
not entitled to in their contracts totaling 58 days and $17,839, as 
outlined below:

• A former Athletic Director was paid for 95 days of accumulated 
vacation upon separation, although his contract limited this 
payment to 80 days, resulting in an overpayment of $6,147. 

Separation Payments
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• A former Director of Facilities was paid for 48 accumulated 
vacation days, although his contract limited his separation 
payment to 5 days. This resulted in an overpayment of 
$11,692. 

The failure to ensure that separation payments are made accurately 
can, and did, result in excessive payments being made.   

Budgetary appropriations, approved and modifi ed by the governing 
board, can provide effective control over expenditures if properly 
monitored. The Board is responsible for monitoring District 
expenditures to ensure they stay within total annual appropriations. 
The Commissioner of Education’s Regulations allow the Board to 
authorize the Superintendent to make budget transfers between line 
item accounts within set limits without Board approval.

The Board authorized the Superintendent to approve budget transfers 
of up to $10,000 for both the 2006-07 and the 2007-08 fi scal years. 
We tested 12 budget transfers that were executed by the Treasurer, 
totaling $239,200, to determine whether they were properly authorized. 
Seven of these budget transfers, totaling $32,700, which should have 
been approved by the Superintendent, were approved by the former 
Assistant Superintendent for Business. The fi ve other transfers appear 
to be approved by the Board, but were not appropriately documented 
in the Board minutes. The minutes indicate approval of budget 
transfers but do not specify amounts or any other specifi c account 
information. District offi cials stated that budget transfers had always 
been done this way.  

The effect of unauthorized budget transfers means that District offi cials 
are not in compliance with Board directives, and also increases the 
potential that Board-authorized appropriations could be exceeded and 
go undetected. When we brought this to District offi cials’ attention, 
the current Assistant Superintendent for Business immediately issued 
a memo directing the Treasurer to no longer execute budget transfers 
without the Superintendent’s approval.

1. District offi cials should re-assign the deputy claims auditor 
position to someone who is not involved in any accounting 
function in the District and who does not report to a District 
business offi cial. The deputy claims auditor should only audit 
claims in the absence of the claims auditor.

2. The Board should provide the claims auditors with a written job 
description and ensure that the claims auditors understand the 
claims process. The Board should also ensure that an adequate, 

Budget Transfer Approvals

Recommendations
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thorough audit of claims is being performed before payment is 
made, and that all audited claims appear on a warrant signed by a 
claims auditor.

3. District offi cials should ensure that all purchase orders are 
completed, approved and signed by the appropriate District 
offi cial before purchases are made. 

4. District offi cials should ensure that all claims are accurate, correct 
and adequately documented, and that all claims have a clear 
indication of the business purpose of the expenditure. 

5. The Treasurer should maintain control over her facsimile signature 
by signing all checks or directly overseeing checks being signed.

6. The Treasurer should compare the signed checks to the approved 
warrants and the certifi ed payrolls.

7. District offi cials should ensure that all labor contracts are adhered 
to when making future separation payments.

8. The Board should review the overpayments made to the two 
former employees for vacation leave and recover moneys, as 
appropriate.

9. The Board should ensure that all budget transfers under $10,000 
are approved by the Superintendent, as required by current 
policy.
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Purchasing

The objectives of a procurement process are to obtain goods and 
services, materials, supplies, or equipment of desired quality, in the 
specifi ed quantity, at the lowest price and in compliance with applicable 
Board and legal requirements. This helps ensure that taxpayer dollars 
are expended in the most effi cient manner. The Board must adopt 
policies and procedures to provide reasonable assurance that assets 
are properly safeguarded from loss, waste or misuse.

District offi cials are responsible for ensuring that the District receives 
maximum value for taxpayer dollars when procuring goods or services. 
Therefore, established policies and procedures for the procurement 
of goods and services should include routine price comparisons and 
periodic analysis. Analyzing the costs of goods and services allows 
District offi cials to make informed procurement decisions in the 
best interests of the taxpayers. The Board has adopted policies and 
procedures, which provide reasonable assurance that assets were 
properly safeguarded and purchases were prudent, economical and 
in compliance with laws and regulations. However, we noted an 
instance where an improvement can be made in these procedures to 
ensure that the District procures goods and services in the most cost-
effi cient manner. 

The District currently uses the services of the Mid-Hudson Regional 
Information Center (MHRIC) to print its checks. For fi scal year 2006-
07, the District printed 2,605 general fund checks at a cost of $3.58 per 
check, and 8,950 payroll checks at a cost of $2.08 per check, for a total 
cost of $27,942. The costs per check increase annually, and assuming 
the same number of checks will be issued for the upcoming year, the 
projected cost for the 2008-09 fi scal year will be over $31,000. Our 
calculations (including ink, check stock, and a dedicated printer with 
a 4 year useful life) show that, if the District were to print its own 
checks, doing so would reduce the cost to approximately $.13 per 
check, for a total annual operating cost of $1,502, which could result 
in an annual savings of up to $30,000.

In addition, outsourcing the check printing causes additional work for 
District staff, as many checks must be manually issued and approved 
between check runs. This could be part of the reason for the multiple 
defi ciencies found in our test of 23 manual checks. Further, since 
these checks must be manually entered into the accounting system, 
there is an increased risk that errors and/or irregularities could occur 
when the data is entered into the accounting system.   
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10. District offi cials should improve their purchasing procedures by 
periodically performing an analysis of goods or services they 
procure. 

11. The District should consider performing the check printing 
function in-house.

 

Recommendations
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Information Technology

District offi cials are responsible for developing a system of internal 
controls that incorporates policies and procedures to safeguard 
computerized data and assets. Computerized data is a valuable 
District resource. District offi cials rely on computerized data for a 
variety of purposes including accounting for District assets, providing 
information for fi nancial decision purposes, and for reporting to State 
and Federal agencies. If the equipment on which this data is stored 
fails or the data is lost or altered either intentionally or unintentionally, 
the results could range from inconvenient to catastrophic. Even small 
disruptions in electronic data systems can require extensive effort to 
evaluate and repair.  

We identifi ed weaknesses in the District’s internal controls over 
information technology. The District did not securely store its backed-
up data fi les and did not have a formal disaster recovery plan for its 
information technology. There were also no policies or procedures 
controlling remote access to the District’s network. As a result, the 
District’s computerized data may be subject to increased risk of loss 
or misuse. 

Data Backup — A basic internal control for information technology 
(IT) is to protect data by backing up fi les regularly. Even the most 
reliable IT equipment can break down or malfunction. Data stored on 
computers and servers should be backed up (i.e., a duplicate copy of 
information made) routinely to enable restoration in the event of loss. 
It is advisable to store back-up copies at a secure off-site location. 
While the District performs nightly backups, the back-up tapes are 
not stored off-site. A disaster caused by fi re or water could damage 
not only the computer equipment, but also the tapes containing back-
up data. This could result in a loss of essential information which 
may not be recoverable. 

Disaster Recovery — A formal disaster recovery plan1 should be 
established to provide guidance on the loss-prevention and recovery 
of computerized data in the event of a disaster. The plan should 
address the roles of key individuals and include precautions to be 
taken to minimize the effects of a disaster so District offi cials will be 
able either to maintain or quickly resume mission-critical functions. 
The plan should also include signifi cant focus on disaster prevention. 
The District does not have a comprehensive Disaster Recovery 

1 For this report, a disaster is defi ned as a sudden, unplanned catastrophic event that 
compromises the integrity and the data of the IT systems. This could include fi re, 
fl ood, a computer virus, vandalism, or inadvertent employee action.
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Plan to prevent loss of computer equipment and data as well as the 
procedures for recovery in the event of an actual loss. As a result, 
District personnel have no guidelines or plan to follow to prevent the 
loss of equipment and data or to appropriately recover data. The lack 
of a disaster recovery plan could lead to the loss of important fi nancial 
data along with a serious interruption to District operations, such as 
not being able to process checks to pay vendors or employees.

Remote Access — Remote access is the ability to log on to a network 
from off-site locations. Generally, this involves a computer, a modem 
or internet access, and remote access software. Remote access can 
cause security risks for an otherwise secure network because remote 
computers, even if physically secure, may be vulnerable to attacks 
from other systems. Policy directives, training, and due diligence are 
all key to secure remote access. The District provides remote access 
to business staff and to an outside vendor. However, District offi cials 
have not established and implemented policies and procedures that 
govern remote access to ensure that remote access systems are secure 
and that all parties who are capable of remote access are authorized 
users. Allowing remote access capability requires vigilant monitoring 
to preserve the integrity of District systems and data. If remote access 
is not monitored, the District’s computerized data could be at risk of 
loss or misuse. 

12. District offi cials should develop data back-up policies and 
procedures and ensure that nightly back-ups are stored in a secure, 
off-site location. 

13. District offi cials should implement a formal disaster recovery 
plan.

14. District offi cials should determine periodically whether the 
benefi ts of remote access outweigh the security risks and develop 
policies and procedures as appropriate.

Recommendations
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.
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See
Note 1
Page 25
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See
Note 1
Page 25

See
Note 2
Page 25
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See
Note 3
Page 25
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APPENDIX B

OSC COMMENTS ON THE DISTRICT’S RESPONSE

Note 1

Our analysis focused on the reduced operating costs associated with performing the check printing 
operation in-house. While there may be some incidental start-up costs incurred by the District with the 
conversion to in-house check printing, these costs would be recovered in a short period of time through 
the savings realized with each check printed. Over several years these savings could be considerable.

While any State aid received to offset a portion of the costs incurred by the District does affect the 
bottom line, it is not prudent to incur unnecessary costs just because some of those costs can be passed 
along to State taxpayers. 

We have noted in our report that the District has adopted policies and procedures which provide 
reasonable assurance that assets are properly safeguarded and purchases are prudent, economical and 
in compliance with laws and regulations. We have amended the recommendation to help clarify this. 
 
Note 2

If the District is backing up information to tapes each night, it is assumed that the information has 
some value to the District. For that reason, the back up tapes should be stored in a secure location. 

Note 3

All of the District’s mission-critical functions are not performed off-site. Essential data-processing 
functions are performed each day by District personnel at District offi ces. Daily business transactions 
such as receiving cash, investing, purchasing, claims processing and payroll processing occur at the 
District. Source documents generated by these activities such as Board resolutions, contracts, purchase 
orders, vendor claims, and time records are reviewed, stored and processed by District personnel on-
site. The critical components of these documents are entered into the IT system at the District. Much of 
the electronic information is initially stored on servers located within the District’s buildings. Original 
copies of contracts, Board authorizations, payroll/personnel records and other key documents are 
stored at the District. A comprehensive disaster recovery plan should assess the risks to all elements of 
the District’s business (and other mission-critical) operations. Identifi ed risks should then be mitigated 
through a combination of prevention and restoration procedures. These procedures should then be 
communicated to all employees who are involved in these critical functions.

As indicated above, there are several critical steps required to process vendor and employee checks 
prior to the printing of those checks. The vast majority of these necessary steps are performed by 
District personnel on-site. If these steps could not be effectively performed, the resulting checks could 
not be printed regardless of where the printers are located. An effective disaster recovery plan would 
recognize this and plan accordingly.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, purchasing, 
payroll and personal services and information technology.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objectives and scope by selecting for 
audit those areas most at risk. We selected cash disbursements, purchasing and information technology 
for further audit testing. To accomplish our audit objective and obtain valid evidence, we reviewed:

• Administrator and employee contracts, separation payments, time and attendance records, 
personnel fi les, and Board minutes

• Cash disbursement records, paid claims, warrants, bank statements, and canceled checks

• Competitive bidding laws, bid and quote fi les, and minutes of the Board and District policies 
for the period July 1, 2006 through December 10, 2007

• District policies for computer use and information technology. In addition, we interviewed 
District offi cials concerning user access, facsimile signatures, audit logs, backups of data, and 
disaster recovery plans. We also physically inspected the locations of system equipment.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objectives. 
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page:
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