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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

December 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the Unatego Central School District, entitled Internal Controls 
Over Selected Financial Activities and Information Technology. This audit was conducted pursuant 
to Article V, Section 1 of the State Constitution, and the State Comptroller’s authority as set forth in 
Article 3 of the General Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Unatego Central School District (District) is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for the general management and control 
of the District’s fi nancial and educational affairs. The Superintendent of Schools (Superintendent) is 
the chief executive offi cer of the District and is responsible, along with other administrative staff, for 
the day-to-day management of the District under the direction of the Board.

The District Business Offi cial, who also serves as the purchasing agent, plays a key role in the daily 
administration of the business offi ce.

The District contracts with Delaware-Chenango-Madison-Otsego Board of Cooperative Educational 
Services (DCMO BOCES) for educational and related support services.

The District employs a Technology Director (Director) who oversees two staff members.

Scope and Objective

The objective of our audit was to evaluate controls over the fi nancial operations and information 
technology for the period July 1, 2006, to February 11, 2008. Our audit addressed the following related 
questions:

• Did District offi cials establish adequate purchasing policies and procedures and ensure that 
they were followed?

• Has the District established adequate internal controls over information technology to protect 
electronic data and assets?

• Did the Board appoint a claims auditor in accordance with New York State Education 
Department regulations?

Audit Results

The Board did not establish adequate internal controls over various areas of the District’s fi nancial 
operations, nor did it provide suffi cient compensating oversight. These control defi ciencies, which 
included the lack of adequate policies and procedures related to purchasing, claims auditing, and 
information technology, combined with insuffi cient oversight of the Business Offi cial/purchasing 
agent resulted in the improper handling of blanket purchase orders; the failure to solicit quotes for 
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purchases below the bidding amounts or use the request for proposal process to retain the independent 
auditor; and the exposure of District assets and data to the risk of error or loss. In addition, the Board 
appointed a non-independent person as the claims auditor.

District offi cials did not establish adequate purchasing policies and procedures. Although the Business 
Offi cial implemented informal procedures that required the use of quotations for purchases below the 
bidding threshold, those procedures were not documented and were not followed. As a result, the District 
did not solicit quotes for 11 of 15 purchases selected for testing between $1,000 and $10,000, totaling 
approximately $36,400. We also found that District offi cials did not establish adequate procedures 
regarding the proper use of blanket purchase orders. Further, the District did not use the request for 
proposal process to solicit competition for its annual fi nancial statement audit and contracted with the 
same audit fi rm for many years. When District offi cials disregard the law and fail to adopt or follow 
policies and procedures, the District’s taxpayers cannot be assured that their tax dollars are spent in 
the most economical manner.

District offi cials did not implement formal policies and procedures relating to software user access and 
passwords, unauthorized software installation on the District’s computers and backup of non-fi nancial 
data or a formal disaster recovery plan. In addition, one wiring closet was in danger of damage because 
District offi cials did not take appropriate action to repair or move the location of the wiring closet. 
These weaknesses signifi cantly increase the risk that sensitive or mission-critical data and hardware 
and software systems may be lost, compromised, or damaged, or that the computer data system could 
be disrupted.

The Board did not appoint a claims auditor in accordance with New York State Education Department 
regulations. The Delaware, Chenango, Madison, Otsego (DCMO) BOCES, who provided signifi cant 
services to the District, was also the employer of the claims auditor. We found two BOCES contractual 
payments that were not supported with the appropriate documentation to ensure the amount charged 
was accurate. We question how the claims auditor was able to audit these claims properly without the 
appropriate support. Without a proper audit of the claims, there is no assurance that the payments are 
made in the correct amount and for legitimate District charges only.

Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Except as 
specifi ed in Appendix A, District offi cials generally agreed with our recommendations and indicated 
they planned to take corrective action. Appendix B includes our comments on the issues raised in the 
District’s response letter.
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Background

Introduction

Objective

The Unatego Central School District (District) is located in the Towns 
of Otego, Unadilla, and Sidney, in Otsego and Delaware Counties. 
The District is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for 
the general management and control of the District’s fi nancial and 
educational affairs. The Superintendent of Schools (Superintendent) 
is the chief executive offi cer of the District and is responsible, along 
with other administrative staff, for the day-to-day management of the 
District under the direction of the Board.

There are three schools in operation within the District, with 
approximately 1,160 students and 250 employees. The District’s 
budgeted expenditures for the 2007-08 fi scal year were $19.9 million, 
which were funded primarily with State aid, real property taxes, and 
grants. All accounting transactions are processed on a computerized 
fi nancial system. For the fi scal year ending June 30, 2007, non-payroll 
cash disbursements totaled approximately $8.8 million and payroll 
disbursements totaled approximately $11.3 million.

The District Business Offi cial, who also serves as the purchasing 
agent, plays a key role in the daily administration of the business 
offi ce.

The District contracts with Delaware-Chenango-Madison-Otsego 
Board of Cooperative Educational Services (DCMO BOCES) for 
educational and related support services. The District also contracts 
with DCMO BOCES Central Business Offi ce (CBO), which is a 
centralized offi ce run by a professional Business Manager and shared 
support staff which allows school districts to share the cost of business 
services, such as claims auditing services and cash disbursements.

The District employs a Technology Director (Director) who oversees 
two staff members. The Information Technology Department is 
responsible for network administration, monitoring and security, and 
other technology related functions.

The objective of our audit was to evaluate controls over the fi nancial 
operations and information technology.  Our audit addressed the 
following related questions:

• Did District offi cials establish adequate purchasing policies 
and procedures and ensure they were followed?
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Comments of District 
Offi cials and Corrective 
Action

• Has the District established adequate internal controls over 
information technology to protect electronic data and assets?

• Did the Board appoint a claims auditor in accordance with 
New York State Education Department regulations?

We examined internal controls over selected fi nancial activities and 
information technology of the Unatego Central School District for 
the period July 1, 2006, to February 11, 2008.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 
standards and the methodology used in performing this audit are 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in 
Appendix A, have been considered in preparing this report. Except 
as specifi ed in Appendix A, District offi cials generally agreed with 
our recommendations and indicated they planned to take corrective 
action. Appendix B includes our comments on the issues raised in the 
District’s response letter.

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 35 of the GML, Section 2116-a (3)(c) of the Education 
Law and Section 170.12 of the Regulations of the Commissioner of 
Education, a written corrective action plan (CAP) that addresses the 
fi ndings and recommendations in this report must be prepared and 
forwarded to our offi ce within 90 days.  To the extent practicable, 
implementation of the CAP must begin by the end of the next fi scal 
year. For more information on preparing and fi ling your CAP, please 
refer to our brochure, Responding to an OSC Audit Report, which you 
received with the draft audit report. The Board should make the CAP 
available for public review in the District Clerk’s offi ce.

 

Scope and Methodology
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Control Environment

As managers of District operations, the Board and District offi cials 
are responsible for accounting for District assets and protecting them 
from fraud, waste and abuse. A vital component of any control system 
is the “tone at the top,” or control environment. The foundation of 
any effective control environment is competent managers with 
integrity that attentively monitor operations. Having a good control 
environment helps ensure that all employees follow District policies 
and procedures. To achieve these goals, management must fi rst 
establish the clear policies and procedures that will govern operations, 
communicate these broadly, and then ensure that all employees 
comply with these policies and procedures. To establish the proper 
control environment, management must act with the highest ethical 
standards and must adhere to the same rules and regulations that they 
expect all other staff to adhere. Management must show leadership 
in carefully safeguarding the public resources that are entrusted to 
them.

Based on our review of Board minutes, the District experienced 
signifi cant turnover during the 2006-07 and 2007-08 fi scal years. Five 
Board members resigned from their positions, or decided not to seek 
re-election at the end of their term. During our scope period, only 
three of the seven Board members had been in offi ce for longer than 
one year. Because of the high turnover rate, it is even more critical 
that the Board establish a good system of internal controls and provide 
suffi cient oversight over fi nancial operations.

We found that the Board did not establish certain internal controls or 
provide suffi cient oversight of the District’s fi nancial operations. For 
instance, the Board did not solicit requests for proposals, as required 
by the Comptroller’s Five-Point Plan, for their annual external audit. 
Their external audit fi rm has performed fi nancial audit services for 
the District since at least 2000. In addition, the Board did not appoint 
a claims auditor in accordance with New York State Education 
Department regulations and did not adopt a formal disaster recovery 
plan.

Further, the Board did not monitor the responsibilities of the Business 
Offi cial to ensure that he was appropriately fulfi lling his job duties as 
purchasing agent and Business Offi cial. For instance, the Board did 
not ensure that, as purchasing agent, the Business Offi cial created 
formal procurement procedures for items under the competitive 
bidding thresholds or verifi ed staff’s compliance with established 
procedures, including those relating to blanket purchase orders. 
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Further, the Board did not ensure that the Business Offi cial assigned 
user access rights to the computerized fi nancial system based on 
employees’ job duties. Both the Business Offi cial and the payroll 
clerk had excessive user rights in the accounts payable and payroll 
modules of the computerized fi nancial system, which gave them the 
ability to complete most aspects of the cash disbursement and payroll 
transactions.

If the Board does not establish and monitor certain internal controls 
over fi nancial operations, the defi ciencies mentioned in this report 
will continue to exist. Weaknesses in internal controls, such as those 
mentioned throughout this report, combined with a lack of Board 
oversight, increase the risk that the District will be subject to theft, 
waste and abuse.

1. The Board should develop stronger internal controls and establish 
a better system for the proper management of District fi nancial 
operations to strengthen its oversight of those operations.

Recommendation
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Purchasing

A good system of internal controls over purchasing consists of policies 
and procedures that allow an organization to provide reasonable 
assurance that it is using its resources effectively and is complying 
with applicable laws and regulations. General Municipal Law (GML) 
requires school districts to adopt written policies and procedures for 
the procurement of goods and services not subject to competitive 
bidding requirements. An effective procurement process helps the 
District obtain services, supplies and equipment of suitable quality 
and quantity, from the best qualifi ed and lowest-priced source, and 
in compliance with legal requirements. An effective procurement 
process also consists of policies and procedures that address the 
proper use of blanket purchase orders. This process helps the District 
expend taxpayer dollars effi ciently and guards against favoritism, 
extravagance, and fraud. Finally, Education Law requires that school 
districts use a competitive request for proposal (RFP) process when 
contracting for their annual external audits.

The Board did not establish adequate purchasing policies and 
procedures and did not ensure that existing policies were followed. 
While the District does have purchasing policies and procedures, they 
are incomplete or inadequately enforced, as evidenced by the poor 
controls over the use of blanket purchase orders. The Board delegated 
the responsibility of implementing procedures for the competitive 
purchasing of good and services, including specifi c dollar limits for 
non-bid procurements, to the District’s administration. While it was 
acceptable for the Board to delegate that authority, it did not review 
the limits for approval or monitor the purchasing agent to ensure 
that the procedures were documented and followed. Although the 
Business Offi cial issued a formal memo that described the acceptable 
requisition and purchase order procedures, the part that related to 
blanket purchase orders was inadequate. Also, District offi cials 
did not ensure that staff followed existing blanket purchase order 
procedures as noted in the memo.  Finally, District offi cials did not 
use the required RFP process to solicit competition for its annual 
fi nancial statement audits and contracted with the same audit fi rm for 
many years without seeking competition.

General Municipal Law (GML) requires school districts to adopt 
written policies and procedures for the procurement of goods and 
services not subject to competitive bidding requirements. Adequate 
purchasing policies and procedures require that alternative proposals 
or quotations for goods and services be secured through the use of 
written requests for proposals, or written or verbal quotations.

Solicitation of Quotes 



1111DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

The Board adopted a procurement policy on “Competitive Bids 
and Quotations” that required that “rules shall be developed by the 
administration for the competitive purchasing of goods and services, 
including the specifi c dollar limits required by the District for non-
bid procurements.” Although the Board has adopted this policy, it has 
not provided any guidance on the procurement of goods and services 
that are not subject to competitive bidding requirements. Per Board 
delegation of authority, the Business Offi cial implemented informal 
procedures that required three verbal quotations for purchases between 
$1,000 and $3,000, and two or three written quotes for purchases 
between $3,001 and $10,000. However, the Board did not review the 
limits or the procedures to determine whether they were adequate. 
As a result, those procedures were not documented and were not 
followed. We tested 15 purchases between $1,000 and $10,000 and 
found the District did not solicit quotes for 11 of the 15 purchases (73 
percent) totaling approximately $36,400. For example, the District 
paid approximately $7,600 for football equipment and a scoreboard 
and did not solicit quotes for this purchase.

According to the Business Offi cial, he did not establish formal 
written guidelines because he used the informal procedures. Without 
adequate, written purchasing policies and procedures, staff did not 
have guidance to properly make purchases and District offi cials 
could not ensure that they received services, supplies and equipment 
of suitable quality and quantity, from the best qualifi ed and lowest-
priced source.

An effective procurement process consists of adequate policies and 
procedures to address the proper use of blanket purchase orders. A 
blanket purchase order should be issued to a vendor under which 
specifi ed purchases may be made for a certain time period up to a set 
dollar limit. Generally, blanket purchase orders are used to eliminate 
the need to issue separate purchase orders for small dollar items of 
a similar type (e.g., automotive or maintenance supplies) purchased 
frequently from the same vendor. They are also used for vendors to 
which recurring monthly payments are made (e.g., contract payments 
or utility bills). Prior to their approval, the purchasing agent should 
ensure that blanket purchase orders are within budgetary constraints, 
necessary, and in compliance with the established policies and 
procedures. The use of blanket purchase orders should be carefully 
controlled with established limits, rules and procedures.

During our audit period, the District issued 227 blanket purchase 
orders for a total of approximately $3 million. Those blanket purchase 
orders were charged to at least 66 different account codes with a budget 
totaling almost $3.4 million. Therefore, 88 percent of the budget for 
those account codes consisted of blanket purchase orders.

Blanket Purchase Orders
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While the majority of the $3 million of blanket purchase orders 
were authorized for appropriate recurring purchases from the same 
vendors, we found that District offi cials exercised poor controls 
over the use of blanket purchase orders. The purchasing agent not 
only inappropriately approved blanket purchase orders requested 
by teachers for a maximum of $75 to the vendor of their choice 
but also did not monitor  the purchases made against those blanket 
purchase orders. In order to make a purchase, staff must fi rst complete 
a requisition form and send it to the Business Offi ce for approval. 
During our audit period, the Business Offi cial sent a budget memo 
to the staff that stated, among other requirements, that teachers were 
allowed to have one purchase order to the vendor of their choice 
for a maximum of $75. It also stated that staff requisitions that had 
unknown or “to be determined” vendors, or requests for items from 
vendors that could be purchased on the BOCES bid list,1 would not be 
accepted and the orders would be deleted. The memo did not indicate 
that the creation of blanket purchase orders would only be approved 
for routine transactions, contract payments, utility bills, or necessary 
monthly purchases of goods and/or services. The purchasing agent 
allowed teachers to purchase items from stores directly instead of 
purchasing off the BOCES bid list because they preferred to view the 
items before they purchased them.

Due to the inadequate policies and procedures and because the 
Business Offi cial did not exercise more control over blanket purchase 
orders requested by teachers, we reviewed 227 blanket purchase orders 
requested by staff from various departments in order to determine 
if established procedures, per the Business Offi cial’s memo, were 
followed and if blanket purchase orders were used appropriately 
and reviewed to ensure that they were within budgetary constraints. 
We found that the purchasing agent did not ensure that the staff was 
complying with established procedures or blanket purchase orders 
were necessary and within budgetary constraints. We reviewed all the 
approved blanket purchase orders and some related invoices for the 
2006-07 fi scal year and found:

• Twenty-six of 38 purchase orders issued for teachers exceeded 
the established $75 limit, and seven teachers received more 
than one blanket purchase order. In addition, the purchasing 
agent approved one blanket purchase order that did not have a 
specifi ed vendor.

• The purchasing agent approved 14 blanket purchase orders for 
amounts that exceeded budget lines for a total of $65,500.

1 BOCES competitively bids items that are available to its component districts. 
BOCES creates of list of those bids and makes the list available to its component 
districts so that those districts can purchase items at a lower cost.
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Further, the purchasing agent approved blanket purchase orders 
for teachers and staff from various departments that included 
Transportation, the Administration, School Lunch, and Maintenance, 
to several vendors. We selected two vendors and their related 
invoices for a two-month period to determine the composition of 
the items purchased by District personnel. We reviewed 124 items 
totaling $846 listed on the vendors’ invoices. As a result, we found 
that employees purchased items such as food (55 instances); kitchen 
items (12 instances); offi ce supplies (26 instances); cleaning supplies 
(7 instances); and miscellaneous items (24 instances, which included 
a leather massage chair for $140) from those vendors. Normally 
those items are not purchased under blanket purchase orders at a 
retail vendor by various teachers. Those types of items are normally 
purchased in bulk and in a centralized manner. We also found that 
13 of those items were available on the BOCES bid list for a lower 
cost.

According to the purchasing agent, if teachers or staff from other 
departments made a request for a blanket purchase order from a 
certain vendor, he processed it without question, and did not compare 
it to the established procedures.

The delegation of the Board’s policy making authority to the 
Business Offi cial without oversight contributed to the weak control 
environment that allowed the Business Offi cial to authorize blanket 
purchase orders to be issued inappropriately and without monitoring 
the compliance with existing policies and budgetary constraints. As 
a result, budget lines were overspent. Although the District’s general 
fund budget was not overspent in total, District offi cials’ lack of 
adequate guidance and oversight creates the risk that moneys may 
not be available when required for necessary expenditures.

The New York State Legislature amended Educational Law to require 
school districts, effective July 1, 2005, to use a competitive request for 
proposal (RFP) process when contracting for the annual independent 
audit for a period not to exceed fi ve years. The Business Offi cial stated 
that the District had contracted with the same external auditor since 
before he began working for the District in 2000, and the District did 
not use the required RFP process to solicit competition after July 1, 
2005. According to the District Clerk, the Board appoints the same 
external audit fi rm each fi scal year.

District offi cials indicated that they contracted with the same 
external audit fi rm because the District had always used the fi rm. By 
not complying with the RFP requirement to select the independent 
auditor, the District may not be receiving external audit services at 
the best possible price.

Requests for Proposals
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2. The Board should adopt a comprehensive procurement policy to 
include guidelines for purchases under the competitive bidding 
threshold, and ensure that they are followed.

3. The Board should ensure that the purchasing agent establishes 
adequate procedures that allow for the creation of blanket purchase 
orders only for routine transactions, contract payments, utility 
bills or necessary monthly purchases of goods and services.

4. The purchasing agent should improve the controls over blanket 
purchases and review the requests for blanket purchase orders to 
ensure that they are in accordance with established policies and 
are within budgetary constraints.

5. The Board should solicit requests for proposals for its annual 
fi nancial statement audit as required by law.

Recommendations 
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Information Technology

An effective system of internal controls to safeguard computerized 
data includes policies and procedures to minimize the loss or 
corruption of essential data. Computer data is a valuable resource 
that District offi cials rely on for processing fi nancial transactions, 
maintaining student information, providing computer-based 
education, communicating via e-mail, accessing the internet, and 
reporting to State and Federal agencies as well as the public. If the 
computer on which this data is stored fails or the data is lost or altered 
either intentionally or unintentionally, the results could range from 
inconvenient to severe. Even small disruptions in electronic data 
systems can require extensive time and effort to evaluate and repair. 
For this reason, access to computer data systems should be controlled 
and monitored to reduce the risk of misuse and/or alteration of data 
resulting in potential fi nancial loss to the District. Additionally, 
installation of unauthorized software should be prohibited and 
computer data should be backed up, and a formal disaster recovery 
plan should be established to provide guidance on the prevention of 
the loss of computer data as well as the recovery of computer data in 
the event of a disaster.

District offi cials did not establish adequate internal controls over 
information technology to protect electronic data. The District did not 
have comprehensive policies and procedures that addressed software 
access rights and network access on the District’s computer system. 
Additionally, District offi cials have not addressed physical access to 
a wiring closet. Further, District offi cials did not develop adequate 
back-up procedures for non-fi nancial data and a formal disaster 
recovery plan to guide District personnel in recovering lost data and 
resuming business operations in the event of a disaster. As a result, 
the District is at an increased risk of its sensitive information being 
modifi ed, lost, or improperly disclosed through accidental events or 
unauthorized use.

District offi cials are responsible for establishing adequate policies and 
procedures to ensure that access rights to the District’s IT resources 
are appropriately restricted. Effective controls over user access to 
computer operations restrict authorizations to only those functions 
needed for individuals to perform their job duties, and ensure that 
such access prevents them from being involved in multiple aspects 
of a fi nancial transaction. In this way, software access controls help 
to preserve the proper segregation of duties. District offi cials can 
use edit/change reports, which show changes made to certain data 

Software Access Rights
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records such as vendor or personnel information, to help offset control 
weaknesses resulting from the lack of segregation of duties.

District offi cials have not established adequate policies and 
procedures to restrict users’ access to only those functions of the 
computerized fi nancial software that were required for their job 
duties. We found that the payroll clerk and the Business Offi cial had 
excessive user rights in the accounts payable and payroll modules 
of the computerized fi nancial system which gave them the ability to 
complete most cash disbursements and payroll transactions. Although 
the District’s computerized fi nancial system provided change reports, 
District offi cials did not review them.

The Business Offi cial was under the assumption that he did restrict 
the access rights to himself and the payroll clerk. He thought that 
the payroll clerk needed access to all aspects of the fi nancial system 
because “she does a little of everything.” Although the Business 
Offi cial restricted certain access rights to himself, he did not attempt 
to restrict the access of the payroll clerk. The Business Offi cial and 
payroll clerk retained access rights to key areas within the payroll and 
cash disbursements modules that were not needed to perform their 
duties. For example, the payroll clerk has access to change pay rates; 
however, that is a duty that is specifi cally given to BOCES staff to 
perform.

Because of this internal control weakness, we reviewed one day’s 
audit logs2 that pertained to the payroll clerk and one week’s audit 
logs that pertained to the Business Offi cial. We also reviewed payroll 
edit/change reports for the payroll clerk from July 1, 2007, to April 
3, 2008. We found no exceptions from our review of those logs and 
reports. However, allowing user access beyond what was necessary 
for employees to perform their duties increased the risk that errors and 
irregularities could occur and remain undetected and uncorrected.

To access a network, users are required to enter a user name and 
authentication (password). It is essential that password systems 
be adequately established and safeguarded. In order to protect 
confi dentiality, users should periodically change their passwords. 
Good internal controls provide for complex passwords containing a 
combination of upper and lower case letters, punctuation and special 
characters. Another good control includes locking the user accounts 
out after a number of incorrect password attempts or a certain period 
of inactivity. Finally, a process should be in place to prohibit users 
from installing unauthorized software.

Network Access Controls

2 An audit log is a record of all the changes a user performed in the software, what 
computer the user made changes from, and the time and dates the changes were 
made.
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We found that the Technology Director did not require users to change 
their network passwords periodically and did not require complex 
passwords. Also, user accounts did not lock out after a series of failed 
log on attempts. In addition, the computers did not lock out users 
after periods of inactivity. In fact, we found one unattended teacher’s 
machine logged on after school hours. Further, we found that certain 
users could download and install programs from the internet without 
authorization. The Technology Director did not have a process to 
prohibit the installation of unauthorized software.

The Technology Director informed us that because he was in his 
position for such a short period, he did not have adequate time to 
consult with management about needed changes.

Due to the weak network access controls, there is an increased risk 
that an unauthorized user may gain access to data and damage the 
network and/or applications. Without a system to monitor software 
installation, coupled with a user’s ability to download software, the 
District is at risk of unauthorized, malicious software installations 
that could damage the network.
 
Maintaining a safe environment over District assets helps to ensure 
that network assets are protected from loss and destruction. Server 
rooms and wiring closets should be protected against fi re and water 
damage, and should be climate controlled. Procedures should be 
in place to ensure that data is backed up (i.e., a copy made) on a 
routine basis and the back-up copy stored at an environmentally and 
physically secure off-site location. A disaster recovery plan should 
also be developed. Typically, a disaster recovery plan involves an 
analysis of business processes and continuity needs. It may also 
include a signifi cant focus on disaster prevention. The plan should 
include precautions to be taken to minimize the effects of a disaster 
so District offi cials will be able to either maintain or promptly resume 
mission-critical functions.

The server room and one of the wiring closets were not adequately 
protected against fi re and water damage and were not in a climate-
controlled environment. In fact, in one wiring closet, plaster fell on a 
piece of wood above the wires; staff had placed the wood above the 
wires in an attempt to protect them. In addition, the janitors emptied 
their cleaning supplies in the drain directly next to the wires. If the 
drain backed up, the hardware could be damaged. We also found that 
the Technology Director backed up the non-fi nancial data regularly; 
however, he kept the back-up in the same room as the original data. 
In the event of a disaster, both the original data and back-up data 
would be lost. Further, District offi cials have not adopted a formal 

Physical Controls
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disaster recovery plan. In the event of a disaster, District personnel 
have no guidelines or plan to follow to prevent the loss of data.

The Technology Director informed us that the physical security of the 
wiring closet was not suffi cient because money was not allocated to 
repair the room. In addition, the Board did not require the Director 
to create policies or procedures relating to data backups or disaster 
recovery.

As a result of the weak physical controls, the District could experience 
a signifi cant loss of data due to fi re and/or water damage and would be 
unprepared in the event of a catastrophic event since the District may 
not be able to recover its data and/or promptly resume operations.

6. The Business Offi cial should ensure that user access rights to the 
computerized fi nancial system are appropriately assigned and 
adequately segregated, based on job duties.

7. The Technology Director should establish procedures requiring 
complex passwords, periodic changes of passwords, user account 
lock out after a certain number of incorrect attempts or periods 
of inactivity, and the prohibition of unauthorized software 
downloads.

8. The Technology Director should ensure that network wiring closets 
are kept in a climate-controlled and protected environment.

9. District offi cials should ensure that policies that require data 
backup tapes to be routinely transported to a secure off-site 
location are in place.

10. The Board should ensure that a formal disaster recovery plan is 
developed and implemented.

Recommendations
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Claims Auditor

The Board, or its appointed claims auditor, must audit and approve 
each claim against the District before making payment. If the Board 
appoints a claims auditor, that individual assumes all the powers and 
duties of the Board to audit each claim to determine whether it is 
properly authorized and accurate; whether the purchase represents a 
valid District expense for goods or services; and whether the goods or 
services were actually received. The Board may delegate the claims 
audit function by using inter-municipal cooperative agreements, shared 
services to the extent authorized by law, or independent contractors. 
However, SED guidance on interpreting regulations3 states it may 
not be appropriate for a BOCES to provide claims auditing services 
to its component Districts because the District could have material 
and signifi cant contract payments to that BOCES. Proper claims 
auditing procedures include reviewing claims to make sure that there 
is suffi cient supporting documentation and verifying that invoices, 
purchase orders, and warrants match and have appropriate signatures, 
in order to ensure that claims are legitimate.

We found that the Board did not appoint a claims auditor in accordance 
with New York State Education Department regulations and the 
claims audit function was not working properly. The Board appointed 
an employee of the DCMO BOCES Central Business Offi ce (CBO) 
to serve as its claims auditor for the 2006-07 and 2007-08 fi scal years. 
This arrangement was not appropriate because the District paid the 
BOCES approximately $2.3 million during 2006-07. Although the 
claims auditor signed the warrants to indicate that she had audited 
the BOCES contract claims, BOCES offi cials told us that they gave 
the contract with supporting documentation to the District Business 
Offi cial for a more thorough audit.

Because of this weakness, we tested three BOCES claims, consisting 
of 14 supplemental bills to the original BOCES contract,4 to ensure 
they were adequately supported and found that two of those changes 
were not adequately supported. The Business Offi cial informed us 
that he was familiar with charges on the BOCES claims in question. 
BOCES staff indicated that support for the changes was available, but 
the Business Offi cial did not request that support. We question how 
the claims auditor and the Business Offi cial signed off to indicate 

3 Amendment of the Regulations of the Commissioner of Education can be found at 
http://www.emsc.nysed.gov/mgtserv/accountability_regs06.htm.
4 Supplemental bills are additional, adjusted invoices to refl ect any changes from 
the original contract with BOCES (i.e., additional or cancelled services) that may 
occur throughout the year.
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that they audited this claim when the claim packet did not contain 
the proper supporting documentation. In addition, the claims auditor 
did not review the blanket purchases for compliance with existing 
policies and procedures. As a result, the claims audit function was 
not working properly.

The Vice President of the Board told us that it was diffi cult to fi nd 
someone to audit the claims, and contracting through BOCES was 
cost effective. She also stated that the District was pleased with the 
claims audit services provided by the BOCES.

When a BOCES directly provides the claims auditing service to the 
District using a BOCES employee while providing goods and other 
services to the same District, as is the case here, the arrangement puts 
the individual serving as claims auditor in the position of approving 
signifi cant claims submitted by the BOCES, the individual’s 
employer. Thus, the claims auditor’s objectivity, and therefore 
independence, is compromised. In addition, when the claims audit 
function is inadequate, as evidenced by the claims auditor’s failure 
to verify the compliance of the District’s purchasing practices with 
existing polices and procedures, taxpayers cannot be assured that the 
expenditures are made in the best interest of the District.

11. The Board should appoint an independent claims auditor in 
accordance with State Education Department regulation and good 
business practices.

12. The claims auditor should review each claim to ensure it complies 
with existing policies and procedures, whether it is properly 
authorized and accurate, whether the purchase represents a valid 
District expense for goods or services, and whether the goods or 
services were actually received.

Recommendations



2121DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY    

APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.
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See
Note 1
Page 29
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See
Note 2
Page 29
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See
Note 3
Page 29
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See
Note 4
Page 29
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APPENDIX B

OSC COMMENTS ON THE DISTRICT’S RESPONSE

Note 1

Based on information provided to us at the exit discussion, we removed certain examples from this 
fi nding. We originally found that 14 of the 15 purchases were made without competition. Prior to the 
exit conference, District offi cials found documentation of quotes for one of these 14 exceptions. After 
the exit conference, they found support for two additional purchases. This left 11 purchases that were 
made without competition. Furthermore, the three purchases that offi cials found documentation for 
were audited and approved without this important documentation.

Note 2

The additional requirements requested in the audit are all valid practices that have been shown to 
reduce risk in the procurement process. As shown in the report, blanket purchase orders were used for 
approximately $3 million of purchases. In addition to the large dollar amount involved, many smaller 
purchases were made by teachers from vendors of choice, without controls to secure competitive 
prices.

Note 3

The Business Offi cial and payroll clerk had access rights to key areas within the payroll and cash 
disbursements modules that were not needed to perform their duties. Such access rights, if not restricted, 
increases the risk that errors and irregularities could occur and remain undetected and uncorrected. 
The fact that we found no exceptions from our review of audit logs and reports does not mitigate that 
risk.

We spoke with a partner in the District’s CPA fi rm on December 15, 2008. This individual told us 
that the fi rm had not audited this area, but had simply replied to a general question regarding access 
controls. The fi rm had not, as stated in the District’s response, “looked at this area.”

Note 4

As we stated in our audit report, “SED guidance on interpreting regulations states it may not be 
appropriate for a BOCES to provide claims auditing services to its component Districts because the 
District could have material and signifi cant contract payments to that BOCES.” In our opinion, the 
District should not contract with BOCES for claims auditing services. Furthermore, as stated in Note 
1, claims were audited and approved by DCMO BOCES that did not contain adequate support to show 
evidence that District procurement policies were followed.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, purchasing, 
and payroll and personal services, and information technology.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objective and scope by selecting for 
audit those areas most at risk. We selected purchasing, information technology, and claims auditing for 
further audit testing. We made inquiries and reviewed available procedures relating to these areas.

Purchasing — We tested 15 purchases between $1,000 and $10,000 to determine if the District sought 
quotes. We selected all 227 blanket purchase orders for the 2006-07 fi scal year to determine their 
appropriateness, if the purchase order procedures were followed and if purchase orders were issued 
within budget constraints. Further, we selected two vendors and their related invoices for a two-month 
period to determine the composition of the items purchased by District personnel. We reviewed 124 
items totaling $846 listed on the vendors’ invoices.

Information Technology — We compared the Business Offi cial’s and payroll clerk’s duties with their 
access rights into the fi nancial system to determine their capabilities on the fi nancial software. We also 
obtained read-only accounts for an administrator, a student, and a regular staff member to determine 
their capabilities on the District’s network. Finally, we toured the high school to view their server room 
and one wiring closet to determine if they were physically secured.

Claims Auditor — We tested three BOCES claims, consisting of 14 changes to the original BOCES 
contract, to determine if they were adequately supported.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objective. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objective.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page:
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