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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability

December 2008

Dear School District Offi cials:

A top priority of the Offi ce of the State Comptroller is to help school district offi cials manage their 
districts effi ciently and effectively and, by so doing, provide accountability for tax dollars spent to 
support district operations. The Comptroller oversees the fi scal affairs of districts statewide, as well 
as districts’ compliance with relevant statutes and observance of good business practices. This fi scal 
oversight is accomplished, in part, through our audits, which identify opportunities for improving 
district operations and Board of Education governance. Audits also can identify strategies to reduce 
district costs and to strengthen controls intended to safeguard district assets.

Following is a report of our audit of the West Islip Union Free School District, entitled Internal 
Controls Over Selected Financial Activities. This audit was conducted pursuant to Article V, Section 1 
of the State Constitution, and the State Comptroller’s authority as set forth in Article 3 of the General 
Municipal Law.

This audit’s results and recommendations are resources for district offi cials to use in effectively 
managing operations and in meeting the expectations of their constituents. If you have questions about 
this report, please feel free to contact the local regional offi ce for your county, as listed at the end of 
this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The West Islip Union Free School District (District) is governed by the Board of Education (Board) which 
comprises seven elected members. The Board is responsible for the general management and control 
of the District’s fi nancial and educational affairs. The Superintendent of Schools (Superintendent) is 
the chief executive offi cer of the District and is responsible, along with other administrative staff, for 
the day-to-day management of the District under the direction of the Board.

The Board adopted a revised code of ethics for all District personnel in 2001 and again revised 
it in 2006 and 2007. The District’s payroll clerk uses a computerized fi nancial system to process 
payroll transactions through the Business Offi ce. For the year ending June 30, 2007, gross payroll 
disbursements totaled $81 million. 

Scope and Objective

The objective of our audit was to determine if internal controls over selected fi nancial operations were 
appropriately designed and operating effectively for the period July 1, 2006 to November 30, 2007. 
Our audit addressed the following related questions:

• Did District offi cials appropriately monitor compliance with the Board’s adopted code of ethics 
that prohibits confl icts of interests?

• Are internal controls over employee fringe benefi ts appropriately designed and operating 
effectively to adequately safeguard District assets?

• Did the District design adequate controls over information technology to protect electronic 
data?

Audit Results

We found that District management did not develop adequate policies and procedures or ensure that 
existing policies and procedures were followed to safeguard District assets. As a result, we found 
instances where offi cials did not comply with its code of ethics, and also found inadequate controls 
over employee fringe benefi ts and information technology. 

We found that District offi cials failed to design procedures to facilitate compliance with the District’s 
code of ethics, which resulted in the Board President and a Board Member having interests that were 
not publicly disclosed. 
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The District’s internal controls over employee fringe benefi ts were not appropriately designed 
or operating effectively to safeguard District assets. We found that the District paid the Assistant 
Superintendent for Business a total of $6,276 for waiving the right to participate in the District’s 
medical insurance plan. However, her employment contract did not contain a provision for this benefi t. 
As a result, the District may have incurred unnecessary expenses. 

We found that District offi cials have not developed comprehensive policies and procedures to protect 
critical electronic data. We found that the District established a computer use policy but does not 
require all employees to comply with it. In addition, the District had no formal policies and procedures 
to add and delete employees from the system and did not disable two former employees’ access. The 
District allowed two employees full system user maintenance rights, although their job responsibilities 
did not require full maintenance rights. The District also granted a payroll clerk full access to all 
payroll functions although her duties did not require full access rights. The District has not established 
policies and procedures addressing remote access, and has not implemented procedures to generate 
and review audit logs. Furthermore, because of a lack of formal policies and procedures, 15 vendors in 
the District’s master vendor list were assigned multiple identifi cation numbers, and the District had not 
conducted a test or restoration of backup data. Finally, the District has not developed a formal disaster 
recovery plan. As a result of all of these control weaknesses, critical electronic data is subject to an 
increased risk of loss or misuse.  

Comments of District Offi cials

The results of our audit and recommendations have been discussed with District offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Appendix B 
contains our comments on issues raised in the District’s response.  Except as specifi ed in Appendix 
A, District offi cials generally agreed with our recommendations and indicated they planned to take 
corrective action.
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Background

Introduction

Objective

The West Islip Union Free School District (District) is located in the 
Town of Islip, Suffolk County. The District is governed by the Board 
of Education (Board) which comprises seven elected members. The 
Board is responsible for the general management and control of the 
District’s fi nancial and educational affairs. The Superintendent of 
Schools (Superintendent) is the chief executive offi cer of the District 
and is responsible, along with other administrative staff, for the day-
to-day management of the District under the direction of the Board.

There are nine schools in operation within the District, with 
approximately 5,870 students and 1,230 employees. The District’s 
budgeted expenditures for the 2006-07 fi scal year were $92.7 million, 
which were funded primarily with State aid, real property taxes, and 
grants.

The Board adopted a revised code of ethics for all District personnel in 
2001 and again revised it in 2006 and 2007. The District’s payroll clerk 
uses a computerized fi nancial system to process payroll transactions 
through the Business Offi ce. For the year ending June 30, 2007, gross 
payroll disbursements totaled $81 million. 

The objective of our audit was to determine if internal controls 
over selected fi nancial operations were appropriately designed and 
operating effectively. Our audit addressed the following related 
questions:

• Did District offi cials appropriately monitor compliance with 
the Board’s adopted code of ethics that prohibits confl icts of 
interest?

• Are internal controls over employee fringe benefi ts 
appropriately designed and operating effectively to adequately 
safeguard District assets?

• Did the District design adequate controls over information 
technology to protect electronic data?

We examined the District’s internal controls over selected fi nancial 
activities of the West Islip Union Free School District for the period 
July 1, 2006 to November 30, 2007.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on such 

Scope and
Methodology
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Comments of District 
Offi cials and Corrective 
Action

standards and the methodology used in performing this audit are 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with District offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report.   Appendix B contains 
our comments on issues raised in the District’s response. Except as 
specifi ed in Appendix A, District offi cials generally agreed with 
our recommendations and indicated they planned to take corrective 
action.

The Board has the responsibility to initiate corrective action. Pursuant 
to Section 35 of the GML, Section 2116-a (3)(c) of the Education 
Law and Section 170.12 of the Regulations of the Commissioner of 
Education, a written corrective action plan (CAP) that addresses the 
fi ndings and recommendations in this report must be prepared and 
forwarded to our offi ce within 90 days. To the extent practicable, 
implementation of the CAP must begin by the end of the next fi scal 
year. For more information on preparing and fi ling your CAP, please 
refer to our brochure, Responding to an OSC Audit Report, which you 
received with the draft audit report. The Board should make the CAP 
available for public review in the District Clerk’s offi ce.
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Confl icts of Interest

The General Municipal Law (GML, Article 18) limits the ability of 
municipal offi cers and employees to enter into contracts in which both 
their personal fi nancial interests and their public powers and duties 
confl ict. Unless a statutory exception applies, the GML prohibits 
municipal offi cers and employees from having an “interest” in 
contracts with the municipality for which they serve when they also 
have the power or duty – either individually or as a board member – 
to negotiate, prepare, authorize, or approve the contract; to authorize 
or approve payment under the contract; to audit bills or claims under 
the contract; or to appoint an offi cer or employee with any of those 
powers or duties. Municipal offi cers and employees have an interest in 
a contract when they receive a direct or indirect monetary or material 
benefi t as a result of a contract. Municipal offi cers and employees 
are also deemed to have an interest in the contracts of their spouse, 
minor children and dependents (except employment contracts); a fi rm 
partnership or association of which they are a member or employee; 
and a corporation of which they are an offi cer, director or employee, 
or directly or indirectly own or control any stock. As a rule, interests 
in actual or proposed contracts on the part of a municipal offi cer or 
employee, or his or her spouse, must be publicly disclosed in writing 
to the municipal offi cer or employee’s immediate supervisor and to 
the governing board of the municipality. 

The GML also requires that the governing body of every school 
district in the State adopt a local code of ethics to guide the District’s 
offi cers and employees. A code of ethics can help enhance the control 
environment of an organization by setting forth the standards of 
conduct expected of offi cers and employees and reinforcing applicable 
statutory provisions. Under the GML, the chief executive offi cer of 
each school district is required to cause a copy of the code of ethics 
to be distributed to every offi cer and employee of the district. Failure 
to distribute the code, or failure of an offi cer or employee to receive 
the code, however, has no effect on the duty of compliance with the 
code.  

The Board adopted a revised code of ethics for all District personnel in 
2001 and again revised it in 2006 and 2007. This code sets forth certain 
standards of conduct including with respect to private employment 
in confl ict with offi cial duties, and certain disclosures of interests. 
Among other things, the code generally requires that District offi cers 
and employees who participate in a discussion or render an opinion 
to the Board publicly disclose “on the offi cial record the nature and 
extent of any direct or indirect fi nancial or private interest … in the 



8                OFFICE OF THE NEW YORK STATE COMPTROLLER8

determination of such matter.” The term “interest” for this purpose 
is deemed under the code to include “the affairs of the offi cer’s or 
employee’s spouse, minor children and dependents …” In addition, 
the code directs the Superintendent to distribute a copy of the code of 
ethics to every offi cer and employee of the School District.  

The District has not established proper procedures to monitor the 
distribution of the code of ethics. The Assistant Superintendent for 
Curriculum and Instruction emailed a copy of the code to District 
offi cers and employees in September 2007; however, the Board 
revised the code in November 2007 to require the completion of 
an annual “confl ict of interest form” by all central and building 
administrators. This revised version included the directive for the 
Superintendent to distribute a copy to every offi cer and employee 
within two weeks of adoption, but District offi cials could not confi rm 
that the Superintendent complied with this directive. At the exit 
conference, the Superintendent provided us with a copy of an email 
that was intended to distribute the revised code of ethics. However, the 
email was sent to only fi ve District offi cials and not the same District 
offi cers and employees who received the September 2007 email. 

Two District offi cials did not publicly disclose interests that resulted 
in total payments of $23,310. The District’s code of ethics appears to 
require disclosure by District offi cers and employees whose spouses 
have or will have an interest in a contract with the District. 

• In one instance, a Board Member’s spouse was appointed 
as a paraprofessional for the District. The Board Member 
abstained from voting for both the temporary and permanent 
appointments of his spouse, but the relationship was not 
publicly disclosed for the offi cial record. In addition, the Board 
Member did not announce why he abstained from voting on his 
spouse’s appointment. During the 16 month audit period, the 
Board Member’s spouse was paid gross wages of $11,460.   

• In a second, similar instance, the Board President’s spouse 
was employed by the District as a substitute clerical staffer. 
The Board President abstained from voting on his spouse’s 
appointment, but did not disclose his relationship, and did 
not announce why he abstained from voting on his spouse’s 
appointment. Further, the Board President later voted on a 
wage increase for substitute clerical staff, without publicly 
disclosing the relationship for the offi cial record. During the 
16 month audit period, the Board President’s spouse was paid 
gross wages of $10,850. 

The District’s lack of procedures related to the code of ethics and 
required disclosures creates a weakness in internal controls, which 
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can create an appearance of impropriety or increases the risk that 
prohibited transactions, which may result in an improper enrichment 
of the individual at taxpayers’ expense, may occur.

1. The Superintendent, in consultation with the Assistant 
Superintendent for Business, should establish procedures which 
include specifi c steps to ensure that District offi cers and employees 
are made aware of and comply with the requirements of both the 
District’s code of ethics and Article 18 of the GML, and that each 
offi cer and employee receives a copy of the latest version of the 
code of ethics in a timely manner. 

2. Board members should publicly disclose employment relationships 
of their spouses such as those discussed above, for the offi cial 
record as required by the code of ethics and the GML.

Recommendations
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Employee Fringe Benefi ts

The Board must clearly defi ne and authorize all employees’ 
compensation and benefi ts payments to ensure employees receive 
payments that they are entitled to. The Board may choose to establish 
District-wide policies or pass annual resolutions concerning the 
compensation and benefi ts to be provided to individuals who are 
not covered by employment contracts or collective bargaining 
agreements. 

The collective bargaining agreements representing most District 
employees allow them to be reimbursed for waiving their right to 
participate in the District’s health insurance plan. For management 
employees, such as the Assistant Superintendent for Business, who 
are excluded from coverage under the District’s collective bargaining 
agreements, the Board passes annual resolutions that set salaries and 
address additional fringe benefi ts to be received.  

The District did not properly review disbursements to employees for 
fringe benefi ts to ensure that payments were made in accordance with 
employment contracts. During the period February 1, 2007 through 
January 25, 2008, the District made payments totaling $390,092 to 
110 employees who waived their right to participate in the District’s 
health insurance plan. We examined eight of these reimbursements 
totaling $51,434 to various employees and found that the Assistant 
Superintendent for Business received a $6,276 payment for waiving her 
right to participate in the District’s medical insurance plan. However, 
her contract did not contain a provision for this reimbursement. 

Because internal controls to review fringe benefi t payments were not 
in place, the District improperly paid the Assistant Superintendent for 
Business $6,276 that she was not entitled to. 

3. The District should ensure that procedures for processing fringe 
benefi t payments are in place to prevent errors or improper 
payments. 

4. The District should review compensation provided to employees 
and pursue the repayment of any unauthorized or unintended 
amounts.

Recommendations
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Information Technology

The District’s widespread use of information technology presents a 
number of internal control risks that must be addressed. These risks 
include unauthorized access to data, unauthorized changes to data 
in master fi les, and potential loss of data. The District can mitigate 
these risks through a combination of automated and manual controls 
including policies and procedures adopted by the Board, and limiting 
user access to protect data from loss by intentional or unintentional 
manipulation. The internal control system should include a disaster 
recovery plan and systematic backup procedures to restore lost or 
damaged data as quickly as possible.  

We examined controls over the District’s computerized fi nancial 
operations and found that District offi cials have not developed 
comprehensive policies and procedures to protect critical fi nancial 
data. We found that the District established a computer use policy but 
does not require all employees to comply with it. In addition, the District 
had no formal policies and procedures to add and delete employees 
from the system and did not disable two former employees’ access. 
The District allowed two employees full system user maintenance 
rights, and granted a payroll clerk full access to all payroll functions. 
The District has not established policies and procedures addressing 
remote access, and has not implemented procedures to generate and 
review audit logs. Furthermore, because of a lack of formal policies 
and procedures, 15 vendors in the District’s master vendor list were 
assigned multiple identifi cation numbers, and the District had not 
conducted a test or restoration of backup data. Finally, the District 
has not developed a formal disaster recovery plan. As a result, critical 
fi nancial data is subject to an increased risk of loss or misuse.  

Computer Use Policy — Computer use policies defi ne appropriate 
user behavior and the tools and procedures necessary to protect 
information systems. Such policies include procedures governing 
the acceptable use of computers, internet access, electronic mail and 
portable devices, as well as procedures for information protection, 
virus protection and password security. Penalties for the violation 
of these policies should be clearly defi ned. To be effective, District 
management must ensure that the computer use policy is distributed 
to all district employees. 

In March 2001, the Board adopted the “Staff Use of Computerized 
Information Resource” policy. This policy outlines the staff’s 
responsibilities regarding computer use, email and internet. This policy 
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requires all employees to acknowledge in writing that they received a 
copy of the policy and agree to abide by its terms. However, District 
management only required teachers to sign the acknowledgement; they 
did not require the rest of District staff to sign the acknowledgement. 
We interviewed employees in the Business Offi ce, and they informed 
us that they were not required to sign the acknowledgement and were 
not aware of the policy.  

The District’s failure to require all employees to comply with the 
District’s computer use policy increases the risk that confi dential and 
sensitive information and hardware and software systems may be lost 
or damaged by inappropriate use.

User Access Accounts — User accounts identify specifi c users within 
a particular network, computer and/or application. These accounts 
are created by the system administrator and contain information such 
as passwords and access rights to fi les, applications, directories and 
other computer resources. The District has no policies or procedures 
in place to add or delete an employee’s, teacher’s or student’s access to 
the District’s network. The Director of Information Systems informed 
us that, usually, the human resource department informs the IT 
department of a change to user access, and the IT Department makes 
the requested change. However, we found the District has no written 
documentation to support this procedure. Also, the District does not 
have procedures to disable the accounts of inactive employees, and 
user accounts are not deactivated timely. We identifi ed two former 
District employees who still had active user accounts within the 
fi nancial software. These user accounts remained active three months 
to more than two years after leaving District service. After we brought 
this issue to District offi cials’ attention, they disabled the accounts. 
We reviewed the audit logs and confi rmed that these accounts had not 
been used after the employees left service. The failure to establish 
and implement policies and procedures to limit user access increases 
the risk that unauthorized users could inappropriately gain access to 
the District’s computer systems and change, destroy or manipulate 
computerized data and assets.

User Permissions — Controls for user permissions are designed to 
limit system users’ ability to access software and data based on their 
job duties. Administrative user rights give users complete access to 
create, delete, and modify fi les, folders, and settings within specifi c 
software. The District’s fi nancial software has the ability to restrict 
individuals’ access to transactions within the scope of their job 
responsibilities. We found that two District offi cials had full system 
user maintenance rights, allowing them to change user permissions 
and add or delete users. However, neither District offi cial needed 
full user maintenance rights to perform their job duties. In addition, 
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we found that a payroll clerk had full access to all payroll functions 
as well as incompatible rights within the human resource functions. 
These incompatible functions allow the clerk access to adjust pay 
rates and hours worked in addition to processing the payroll. During 
the planning phase, we tested three employees’ pay rates and found 
no exceptions. The District’s failure to restrict individuals’ access to 
areas of the accounting software which are incompatible with their 
job duties contributes to the risk that unauthorized transactions can be 
initiated and not be detected or corrected.  

Remote Access — Remote access (i.e., ability to access the network 
from the internet or other external source) must be controlled, monitored 
and tracked so that only authorized individuals may enter or retrieve 
data. Policies and procedures should address how remote access is 
granted, as well as how it will be monitored, tracked and controlled. 
The District has not established policies and procedures addressing 
remote access. As part of the system maintenance, the fi nancial 
software’s manufacturer has remote access to the District’s network 
to upload and install software updates and patches.1 The manufacturer 
connects to the network remotely via a VPN2  connection through a 
port channel which is left open at all times, allowing the manufacturer 
unlimited access to the District’s server. Additionally, the District does 
not monitor remote access to the network. The system’s capability for 
generating remote access logs is turned off; therefore, no logs are 
generated or monitored. Internal controls are greatly weakened when 
remote access is not monitored, tracked and controlled. As a result, 
fi nancial data could be manipulated and could allow for errors and 
irregularities to occur and go undetected.

Audit Logs — A computerized fi nancial management system provides 
a means of determining, on a constant basis, who is accessing the 
system and what transactions are being processed. Audit logs 
(commonly referred to as audit trails) maintain a record of activity 
by system or application and by user. In conjunction with appropriate 
tools and procedures, audit logs can provide individual accountability, 
a means to reconstruct events, detect intrusions, and identify problems. 
The District’s fi nancial software application is capable of providing 
the District with logs indicating who enters the system, from where 
and when, and what changes occurred. However, the District has 
not implemented procedures to generate and review the audit logs. 
Without reviews of the audit logs, the District does not have adequate 

____________________
1 A patch is a device that fi lters and forwards information between components in 
the network.
2 A virtual private network (VPN) is a private network constructed across a public 
network such as the Internet.
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assurance that changes to data or programs are appropriate and 
authorized. As a result, there is an increased risk that errors and 
irregularities can occur and go undetected.  

Duplicate Vendor Identifi cation Numbers — The vendor master 
fi le in a computerized fi nancial system contains a list of vendors 
who District employees are permitted to purchase goods from. Any 
changes to the vendor master fi le must be deemed necessary and 
properly authorized. To reduce the risk of duplicate or improper 
payments, it is important to provide each vendor with a unique 
vendor number. In addition, the District must remove vendors 
from the active vendor master fi le who are no longer used by the 
District. The District’s procedure for adding a vendor does not 
include a cross check to determine if the new vendor is already in 
the system. Additionally, there is no procedure to change a vendor 
to ‘inactive’ in the master vendor list when a vendor is no longer 
going to be used by the District or was entered incorrectly. We 
determined that the District’s master vendor list contained 5,411 
‘active’ vendors, 2,358 of which received payments during the 
audit period. We identifi ed 187 possible duplicate vendors in the 
master vendor list. We selected a judgmental sample of 20 vendors 
who were paid a total of $840,302. We determined that 15 of the 
20 vendors, who were paid a total of $764,952, were assigned 
multiple identifi cation numbers in the District’s master vendor 
list. Although we did not fi nd that the District made duplicate 
or improper payments to these vendors, District offi cials’ failure 
to determine that a vendor already exists in the master vendor 
list increases the risk of duplicate payments, errors and/or 
irregularities occurring and not being detected or corrected. In 
addition, allowing vendors to remain in the vendor master fi le as 
‘active’ when they are no longer going to be used, or were entered 
incorrectly, increases the risk of improper payments.

System Backup — The District’s ability to restore computer data 
relies on the integrity of its backup data. To ensure its validity, the 
data backup must be stored at an off-site location and tested and 
restored on a routine basis. District offi cials have not conducted a 
test or restoration of backup data to test the validity of the backup. 
The failure to periodically test and restore the backup data leaves 
the District with no assurance that the data is complete and useable 
and could lead to loss of critical data.  

Disaster Recovery — A disaster recovery plan (DRP), sometimes 
referred to as a business continuity plan, specifi es how an 
organization should deal with potential disasters. A disaster could 
be a power outage, hardware failure, fi re, or storm. Contingency 
planning is used to avert or minimize the potential damage that a 
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disaster or other disruption could cause to operations. It also addresses 
how to keep critical functions operating in the event of disruptions, 
both large and small. The District has not established formal policies 
or procedures to address potential disasters. In November 2007, 
the Board adopted a policy directing District offi cials to design and 
develop a DRP; however, currently one does not exist. In the event 
of computer failure, District personnel have no guidelines or plan to 
prevent loss of equipment and data or to recover data that has been 
lost or damaged. The failure to adopt a DRP increases the risk of 
potential loss of data or the ability to maintain or quickly resume 
mission-critical functions in the event of a disaster.  

5. The District should establish procedures to ensure that all District 
employees receive and sign the Staff Use of Computerized 
Information Resource policy before they are granted network 
access. 

6. The District should establish policies and procedures that 
address: 

• Requiring all District employees to sign acknowledgment of 
their receipt of the Computer Use Policy

• Adding and deleting user access accounts, as well as 
deactivating user accounts as soon as employees leave District 
service

• Limiting the ability of system users to access software and 
data based on the relevance of their job duties

• Monitoring of the remote access logs and periodically 
determining whether the benefi ts of remote access outweigh 
the security risks

• Regular monitoring of the IT system, including periodic 
review of the audit logs 

• Ensuring that backup data is tested and restored on a routine 
basis and periodically verifying that backup data can be used 
if necessary

• Creating a comprehensive disaster recovery plan that details 
specifi c guidelines for the protection of private and essential 
data against damage, loss or destruction.

7. The District should amend the procedure for adding new vendors 
to the master fi le to include verifi cation that vendor information 

Recommendations
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is accurate, complete, and not being duplicated. The procedure 
should include a limit on the amount of time a vendor can remain 
“active” but not used. District offi cials should periodically review 
the vendor database to ensure that vendors are not duplicated and 
to ensure consistency and appropriateness of the vendor master 
fi le.
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APPENDIX A

RESPONSE FROM DISTRICT OFFICIALS

The District offi cials’ response to this audit can be found on the following pages.
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 See
 Note 1
 Page 22

 See
 Note 3
 Page 22

 See
 Note 2
 Page 22
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 See
 Note 4
 Page 22
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APPENDIX B

OSC COMMENTS ON THE DISTRICT’S RESPONSE

Note 1 

We have revised our report to clarify this matter. Information provided to us at the exit conference 
shows that the District’s revised code of ethics was distributed to a very limited number of District 
staff in November 2007.

Note 2

The District distributed this form to administrative staff after we brought it to their attention during 
our fi eldwork.

Note 3 

As indicated in our report, the Assistant Superintendent for Business received a $6,276 payment for 
waiving her right to participate in the District’s medical insurance plan; however, her contract did 
not contain a provision for this reimbursement. Therefore, we continue to question whether she was 
entitled to this payment. 

Note 4 

Our audit report states that a payroll clerk had full access to all payroll functions as well as incompatible 
rights within the human resource functions. These incompatible functions would allow the clerk access 
to adjust pay rates and hours worked in addition to processing the payroll. As a result, the District’s 
failure to restrict individuals’ access to areas of the accounting software which are incompatible with 
their job duties increases the risk that unauthorized transactions can be initiated and not be detected 
or corrected. 

At the exit conference, District offi cials agreed that the payroll clerk was performing incompatible 
duties and stated they would be correcting this issue during the 2008-09 school year. During our 
exit conference, we explained to District offi cials that while our initial assessment of risk did not 
identify segregation of duties as a high risk issue, our subsequent review of IT issues identifi ed this 
weakness.
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

Our overall goal was to assess the adequacy of the internal controls put in place by offi cials to safeguard 
District assets. To accomplish this, we performed an initial assessment of the internal controls so 
that we could design our audit to focus on those areas most at risk. Our initial assessment included 
evaluations of the following areas: fi nancial oversight, cash receipts and disbursements, purchasing, 
and payroll and personal services.

During the initial assessment, we interviewed appropriate District offi cials, performed limited tests 
of transactions and reviewed pertinent documents, such as District policies and procedures manuals, 
Board minutes, and fi nancial records and reports. In addition, we obtained information directly from 
the computerized fi nancial databases and then analyzed it electronically using computer-assisted 
techniques. This approach provided us with additional information about the District’s fi nancial 
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and 
procedures over the computerized fi nancial databases to help ensure that the information produced by 
such systems was reliable.

After reviewing the information gathered during our initial assessment, we determined where 
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or 
professional misconduct. We then decided upon the reported objectives and scope by selecting for audit 
those areas most at risk. We selected confl icts of interest, employee fringe benefi ts and information 
technology for further audit testing.

During this audit, we examined records and reports of the District for the July 1, 2006 to November 
30, 2007. To accomplish the objectives of the audit and obtain valid evidence, our procedures included 
the following steps:

• We interviewed appropriate District offi cials to obtain an understanding of the organization, 
the District’s accounting system and to identify key personnel.

• We obtained copies of District policies and procedures and evaluated the adequacy of these 
policies.

• We interviewed District staff to obtain an understanding of procedures in place to ensure 
compliance with the Board-adopted policies.

• We reviewed the minutes of the proceedings of the Board of Education.

• We reviewed the District’s fi nancial system for control weaknesses to determine if controls 
over the system were lacking or circumvented.

• We interviewed the Information Technology Director and Assistant Superintendent concerning 
network passwords, user accounts, physical access to the system, backups of data and disaster 
recovery plans. 
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• We physically inspected the location of system equipment.

• We reviewed user rights and permissions documentation and judgmentally chose users to 
determine if their user rights were appropriate.

• We interviewed employees in the District’s IT Department and the Business Offi ce concerning 
the administrative rights to the District’s fi nancial system.

• We examined the collective bargaining agreements and personal employment contracts to 
determine if the District had properly designed and implemented controls over disbursements 
for health insurance buy out payments.

• We tested health insurance reimbursements to verify that employees who were receiving 
reimbursements were not also receiving health insurance through the District, and that payments 
made were in compliance with employment contracts. 

• We examined the following records to determine the effectiveness of internal controls 
pertaining to the cash receipts and disbursements function and to identify any associated effect 
of defi ciencies found in those controls:

o Cash receipt log
o Deposit slips
o Bank statements 
o Transaction history reports
o Claims packets
o Cancelled checks
o Cash control accounts
o Bank reconciliations

• For internal controls over confl icts of interest, we examined procedures to identify and prevent 
potential confl icts of interest, and examined Board minutes for associated public disclosures of 
interest. 

• We obtained representations from Board members, District offi cials, and their spouses that 
disclosed their outside employment and business interests for the 2006-07 fi scal year. We 
compared these disclosures to cash disbursement records, claim vouchers, payroll journals and 
other records to determine if the District had fi nancial transactions with any business interests 
that might constitute a prohibited confl ict of interest.

• We reviewed the District’s vendor master fi le and judgmentally selected vendors that appeared 
to be duplicated. We interviewed the District’s purchasing agent for explanations for the 
apparent duplication.

We conducted our audit in accordance with generally accepted government auditing standards 
(GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, appropriate 
evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit objectives. 
We believe that the evidence obtained provides a reasonable basis for our fi ndings and conclusions 
based on our audit objectives.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page: 

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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