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State of New York
Office of the State Comptroller

Division of Local Government
and School Accountability

February 2012
Dear Local Officials:

A top priority of the Office of the State Comptroller is to help local government officials manage
government resources efficiently and effectively and, by so doing, provide accountability for tax
dollars spent to support government operations. The Comptroller oversees the fiscal affairs of local
governments statewide, as well as compliance with relevant statutes and observance of good business
practices. This fiscal oversight is accomplished, in part, through our audits, which identify opportunities
for improving operations and Town governance. Audits also can identify strategies to reduce costs and
to strengthen controls intended to safeguard local government assets.

Following isareport of our audit of Town of Elbridge, entitled Internal Controls Over Selected Financial
Operations. This audit was conducted pursuant to Article V, Section 1 of the State Constitution and the
State Comptroller’s authority as set forth in Article 3 of the General Municipal Law.

This audit’s results and recommendations are resources for local government officials to use in
effectively managing operations and in meeting the expectations of their constituents. If you have
questions about this report, please feel free to contact the local regional office for your county, as listed
at the end of this report.

Respectfully submitted,

Office of the State Comptroller
Division of Local Government
and School Accountability
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State of New York
Office of the State Comptroller

EXECUTIVE SUMMARY

The Town of Elbridge is located in Onondaga County, covers 36 square miles, and has a population of
approximately 5,900. The Town provides various services to its residents including street maintenance
and improvements, snow removal, youth programs, water, and general governmental support. The
Town’s budgeted expenditures in 2011 were approximately $1.91 million, funded primarily by real
property taxes and State aid.

The Town is governed by the Town Board (Board), which comprises five elected members including
the Town Supervisor (Supervisor). The Board is responsible for the general management and oversight
of the Town’s financial and operational affairs. The Supervisor is the Town’s chief fiscal officer and
chief executive officer.

Scope and Objective

The objective of our audit was to examine the Town’s internal controls over selected financial
operations for the period January 1, 2010 to December 31, 2010. Our audit addressed the following
related questions:

» Areinternal controls over gasoline and diesel fuel purchases adequate to ensure that these fuels
are purchased in the most prudent and economical way?

» Are internal controls over cash disbursements by the Supervisor adequate to safeguard the
Town’s cash assets?

» Areinternal controls over information technology resources adequate to safeguard the Town’s
financial data?

Audit Results

The Board did not implement adequate internal controls to ensure fuel was purchased in the most
prudent and economical way. Although the Board adopted a procurement policy, the Highway
Superintendent did not comply with the competitive bid requirements in either the Town’s policy or
General Municipal Law (GML) for the purchase of gasoline and diesel fuel totaling $48,766 during
our audit period. If Town officials had purchased fuel through State contract, they could have saved
$9,500.
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We found that the Supervisor did not have control over his facsimile signature and was not involved
in the check-signing process. The Supervisor’s secretary used the Supervisor’s signature disk to make
payments without his supervision. Further, check signing was an incompatible duty for the secretary
because she had access to vendor and employee records, and she printed and mailed checks. Although
our tests did not identify any improper cash disbursements, Town officials should correct these control
weaknesses because they increase the risk that inappropriate payments could be made and not be
detected.

The Board has not established policies to protect data from loss by intentional or unintentional
manipulation or corruption. Town officials have not implemented procedures to ensure that backup
tapes are stored in a secure off-site location, and Town officials have not established formal policies
or procedures to address potential disasters resulting in damages to equipment and data. As a result of
these weaknesses, the Town’s IT system and electronic data are at increased risk of loss, misuse and/or
manipulation. Our audit also disclosed areas in need of improvement concerning IT controls. Because
of the sensitivity of some of this information, certain vulnerabilities are not discussed in this report but
have been communicated separately to Town officials so they can take corrective action.

Comments of Local Officials
The results of our audit and recommendations have been discussed with Town officials and their

comments, which appear in Appendix A, have been considered in preparing this report. Town officials
generally agreed with our recommendations and indicated they planned to take corrective action.
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Introduction

Background

Objective

Scope and
Methodology

The Town of Elbridge is located in Onondaga County, covers 36
square miles, and has a population of approximately 5,900. The Town
provides various services to its residents, including street maintenance
and improvements, snow removal, youth programs, water, and
general governmental support. The Town’s budgeted expenditures
in 2011 were approximately $1.91 million, funded primarily by real
property taxes and State aid.

The Town is governed by the Town Board (Board), comprising five
elected members including the Town Supervisor (Supervisor) and
the four members of the Town Council. The Board is responsible
for the general management and oversight of the Town’s financial
and operational affairs, including oversight of the Town’s purchasing
policies and procedures for goods, services and commaodities subject
to competitive bid. The Supervisor is the Town’s chief fiscal officer
and chief executive officer. As chief fiscal officer, the Supervisor is
responsible for most of the Town’s financial duties, including receiving
and disbursing Town moneys, maintaining accounting records and
providing financial reports to the Board. The Town’s accounting
records are maintained on a computerized financial system. The
Supervisor appointed a secretary to assist him with financial duties.

The objective of our audit was to examine the Town’s internal controls
over selected financial operations for the period January 1, 2010
to December 31, 2010. Our audit addressed the following related
questions:

» Are internal controls over gasoline and diesel fuel purchases
adequate to ensure that these fuels are purchased in the most
prudent and economical way?

e Are internal controls over cash disbursements by the
Supervisor adequate to safeguard the Town’s cash assets?

» Are internal controls over information technology resources
adequate to safeguard the Town’s financial data?

We examined the Town’s internal controls over cash disbursements,
financial data and the purchase of fuel for the period January 1,
2010 to December 31, 2010. Our audit disclosed areas in need of
improvement concerning IT controls. Because of the sensitivity of
some of this information, certain vulnerabilities are not discussed in
this report but have been communicated separately to Town officials
so they can take corrective action.
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We conducted our audit in accordance with generally accepted
government auditing standards (GAGAS). More information on such
standards and the methodology used in performing this audit are
included in Appendix B of this report.

Comments of The results of our audit and recommendations have been discussed
Local Officials and with Town officials and their comments, which appear in Appendix
Corrective Action A, have been considered in preparing this report. Town officials

generally agreed with our recommendations and indicated they
planned to take corrective action.

The Board has the responsibility to initiate corrective action. A
written corrective action plan (CAP) that addresses the findings and
recommendations in this report should be prepared and forwarded
to our office within 90 days, pursuant to Section 35 of the General
Municipal Law. For more information on preparing and filing your
CAP, please refer to our brochure, Responding to an OSC Audit
Report, which you received with the draft audit report. We encourage
the Board to make this plan available for public review in the Town
Clerk’s office.
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Purchase of Fuel

A good system of internal controls over purchasing consists of
policies and procedures that allow the Town to provide reasonable
assurance that it is using its resources effectively. The appropriate
use of competition provides taxpayers with assurance that goods
and services are procured in a prudent and economical manner, at
the lowest possible price and that procurement is not influenced
by favoritism, extravagance, fraud or corruption. As an alternative
to seeking competitive bids, the Town may use certain contracts
awarded by New York State Office of General Services (OGS) or
Onondaga County. The use of OGS or a county contract can result in
lower prices for goods and services and cost savings because many
bidders compete in seeking these typically large-volume contracts.

The Board established a procurement policy to provide guidance to
Town officials responsible for procuring goods and services required
to be competitively bid. The policy, which follows General Municipal
Law (GML), requires that purchase contracts for materials, equipment
and supplies involving an estimated annual expenditure exceeding
$10,000 will be awarded only after responsible bids have been
received in response to a public advertisement soliciting formal bids.
Effective June 22, 2010, GML was amended to increase the bidding
threshold from $10,000 to $20,000 for purchase contracts; however,
Town policy was not amended until January 27, 2011.

We found that the Board did not implement adequate internal controls
to ensure fuel was purchased in the most prudent and economical
way. Although the Board adopted a procurement policy, the Highway
Superintendent did not comply with the competitive bid requirements
in either the Town’s policy or GML for the purchase of gasoline and
diesel fuel totaling $48,766 during our audit period. The Highway
Superintendent told us he is aware of the Town’s procurement
policy, but continued to use the vendor used by the prior Highway
Superintendent because he thought that this vendor was an OGS
contract vendor. However, this vendor was not the OGS contract
vendor. We found that Town officials could have saved $9,500, or
approximately 20 percent, if they had purchased gasoline and diesel
from an OGS contract vendor. On average we found that the Town
paid $3.01for a gallon of diesel and $2.92 for a gallon of gasoline,
while the State contract price was on average $2.46 for diesel and
$2.29 for gasoline in 2010.

Although members of the Board reviewed the vouchers for fuel
purchases, they told us they did not request additional information
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on the vendor or price of the fuel because they assumed the fuel was
being purchased through competitive bid or OGS contract. Because
the Board did not ensure its policy was implemented, the Town paid
more than necessary for the purchase of fuel and did not otherwise
get the benefit of a formal, open competitive process.

During our fieldwork, we brought our concerns to the attention of
Town officials. As a result, the Highway Superintendent began
purchasing the Town’s diesel fuel and gasoline from an OGS contract
vendor starting in January 2011 and February 2011, respectively.

Recommendations 1. The Board should ensure compliance with its procurement policy
for the purchase of fuel and require the use of competitive bids or
the use of State or county contracts.

2. The Highway Superintendent should continue to purchase fuel in
compliance with Town procurement policies and procedures and
GML to ensure purchases are made in a cost effective manner.
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Cash Disbursements

The Board is responsible for establishing adequate internal controls
to properly safeguard the Town’s cash assets. The Board should
establish controls to ensure that all disbursements are properly
authorized, supported by appropriate documentation, are for valid
business purposes and properly recorded. Furthermore, job duties
should be properly segregated to ensure that no single person controls
all phases of a transaction. When it is not practical to segregate
duties, Town officials should consider implementing compensating
controls. Finally, the Supervisor is solely responsible for disbursing
all Town funds and therefore, must maintain control over his facsimile
signature.

Town officials failed to adequately segregate the duties over the cash
disbursements process or implement compensating controls. Town
officials did not establish any policies, procedures or guidelines
that govern the disbursement of cash. The Supervisor’s secretary
is responsible for preparing and disbursing checks, wiring and
transferring money without review, recording cash disbursement
entries into the accounting records, preparing journal entries, and
preparing monthly bank reconciliations. Prior to April 2010, the
Supervisor did not maintain control of the key to the check signing
machine, thereby allowing his secretary to print checks without
supervision. In addition, the Town does not receive canceled checks
from the banks for review. As a result of these weaknesses, there
is an increased risk that inappropriate cash disbursements could be
processed and remain undetected and uncorrected.

The Supervisor attempted to implement a compensating control by
having his secretary keep a check log which he would authorize after
checks were printed. However, the Supervisor did not observe the
check signing process and he did not review the checks immediately
after they were printed or compare them to the check log prepared by
the secretary. This would enable the secretary to sign an unauthorized
check without detection.

We reviewed 276 disbursements, totaling approximately $3.6
million,* to determine if payments were authorized and legitimate. In
addition, we reviewed adjustments to cash totaling $6,507, the March
2010 bank reconciliation, and salaries paid to the Supervisor and
Supervisor’s secretary. Although we found no significant exceptions,
the internal control weaknesses identified increase the risk that

1 See Appendix B for details on our sample selections.
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inappropriate cash disbursements could occur and remain undetected
and uncorrected.

Recommendation 3. The Supervisor should segregate incompatible duties in the cash
disbursement functions. Where it is not practicable to segregate
duties, the Supervisor should implement compensating controls.
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Financial Data

Computer Policies

The Town relies on an information technology (IT) system for
maintaining financial data and records. Therefore, the IT system and
the data it holds are valuable Town resources. The use of IT presents
a number of internal control risks such as unauthorized access to data
and the potential loss of data. The Board must design an effective
system of internal controls to safeguard computerized financial data
from loss and misuse. It is important that this system include policies
and procedures to control and monitor access to financial data, and a
formal disaster recovery plan to minimize the damage that a disaster
would cause to operations if the IT system fails. Another important
aspect includes the communication of the Board’s expectations to
external parties in the form of written agreements.

We foundweaknessesininternal controls overthe Town’scomputerized
financial system. Specifically, the Board has not established computer
polices, assigned a system administrator, stored backups offsite, or
developed a formal disaster recovery plan. In addition, the Board did
not establish a written agreement for all services with its outside IT
vendor to convey the Town’s needs and expectations for its network
administration.

Board members are responsible for creating an appropriate internal
control environment over IT security. They should provide important
oversight and leadership by establishing computer policies that take
into account people, processes and technology, and communicate the
policies throughout the organization.

Computer policies define appropriate user behavior and describe
the tools and procedures needed to protect data and information
systems. Policies should address issues such as: acceptable computer
use, portable devices, backups, and information security breach
notifications.? The Town has no computer policies to address these or
any other IT issues.

While computer policies do not guarantee the safety of the Town’s
computer system or the electronic information it has been entrusted
with by taxpayers, customers, employees and others, the lack of

2 New York State Technology Law Section 208 requires an information breach
notification policy be put into place. The purpose of the policy is that if there is
a case of Personally Identifiable Information (PIl) compromised (such as social
security number, date of birth, medical records, etc.), there is a process in place of
notifying residents that their P1I has in fact, been compromised.
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policies significantly increases the risk that data, hardware and
software systems may be lost or damaged by inappropriate access
and use.

System Administrator The Board should establish a process for granting, changing, and
terminating access rights to the overall networked computer system
and to specific applications to ensure authorized users have only the
access needed to perform their job duties. A system administrator
can be assigned to control and use all aspects of the computerized
financial system. Ideally, an individual not involved in the daily
financial operations should be the one to have administrative rights
over the financial system.

The Town hired an outside consultant as its network administrator,
but has not formally assigned a system administrator to oversee the
computerized financial system. The Town has a contractual agreement
with a software vendor to provide support for the application, such
as providing updates to the application and granting user access to
modules. However, the Town has not restricted employees from
obtaining user access to the financial systemand employeesare allowed
to contact the vendor for modifications to their application access. The
failure to establish a system administrator to monitor and grant user
access to the application could result in an employee gaining access
to a module in the application that is not compatible with his/her job
duties. We reviewed the users of the financial application and found
no current incompatibilities with the assignment of modules and the
users’ job duties. However, without a formal system administrator,
there is an increased risk for improper access to occur, which could
result in the misuse or alteration of financial data in the system.

Data Backup It is important for Town officials to back up (i.e., create a copy of)
computer processed data on a routine basis, and the copy must be
stored at an environmentally and physically secure off-site location
for retrieval in case of an emergency. The backup data also needs to
be periodically tested to ensure that the data could actually be restored
in the event of a problem.

Although the Town performs daily and weekly data backups of its
computerized financial system, it does not store the data backup tapes
in a secure off-site location. Instead, Town employees perform the
data backup and maintain custody of the tapes onsite. As a result,
backups of Town data are exposed to the same hazards as the original
data and would be damaged or destroyed with the original data if a
disaster were to occur.

Also, the Town does not have a formal process to periodically restore
system data from the backup copies. Therefore, there is no assurance
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Disaster Recovery Plan

Service Level Agreement

that the backup data is complete, accurate and reliable and that
a restoration would be successful. The Town risks losing valuable
computer-processed data if its system were to become compromised
and backup files were not able to restore it to normal operations.

A disaster recovery plan is intended to identify and describe how
Town officials plan to deal with potential disasters. Such disasters
may include any sudden, catastrophic event (e.g., fire, computer virus,
or inadvertent employee action) that compromises the availability or
integrity of the IT system and data. Contingency planning to prevent
loss of computer equipment and data, and the procedures for recovery
in the event of an actual loss, are crucial to an organization. The plan
needs to address the roles of key individuals and include precautions
to be taken to minimize the effects of a disaster so officials and
responsible staff will be able to maintain or quickly resume day-to-
day operations. In addition, disaster recovery planning involves an
analysis of continuity needs and threats to business processes and
may also include significant focus on disaster prevention.

Town officials have not developed a comprehensive disaster recovery
plan. Therefore, in the event of a disaster, Town personnel have no
guidelines or plan to follow to prevent the loss of equipment and data
or to appropriately recover data. The lack of a disaster recovery plan
could lead to loss of important financial data along with a serious
interruption to Town operations.

Organizations increasingly rely on third parties for a variety of IT
services. Service level agreements (SLAS) are written contracts
between a provider of a service and the customer of the service. An
SLA is typically entered into with third party IT vendors as a means
of capturing organizational needs and expectations, and avoiding
potential future misunderstandings about the service(s) to be
performed. It should establish measureable targets of performance so
a common understanding of the nature and level of service required
can be achieved.

The Town’s local area network is maintained by an outside consultant.
During 2010, the Town paid approximately $3,4003 to the consultant,
but did not establish an SLA for approximately $2,700 of the total
payments to identify and define the expectations of services to be
provided to the Town for network maintenance.

The Town’s failure to enter into a comprehensive SLA with its
consultant for all services contributes to a lack of accountability for

% Includes $716 for virus protection for which an SLA was established
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who (the Town or outside consultant) has responsibility for various
aspects of the Town’s IT environment. As a result, the Town’s data
and computer resources are at greater risk for unauthorized access,
misuse or abuse.

Recommendations 4. The Board should adopt policies to address IT topics including:
acceptable computer use, portable devices, backups, and
information security breach notification.

5. The Board should assign system administration responsibility to
someone not involved in the daily financial operations.

6. The Town should develop and implement a formal disaster
recovery plan that identifies potential risks and details responses
to be taken. Town officials should distribute the plan to all
responsible parties, periodically test the plan, and update the plan
as needed.

7. Town officials should store backups of Town information at
an environmentally and physically secure off-site location. In
addition, this data should be periodically tested to verify that it is
capable of restoring the Town’s computerized financial system.

8. The Board should enter into a service level agreement with its
outside consultant that clearly describes the scope of the work,
service level objectives and performance indicators.
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APPENDIX A

RESPONSES FROM LOCAL OFFICIALS

Local officials’ responses to this audit can be found on the following pages.
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Ken Bush, Jr.
Supervisor

Rita A. Dygert
Councilor
Deputy Supervisor

Vern Richardson
Councilor

Bill Kuhn
Councilor

Doug Blumer
Councilor

Debra Stapleton
Town Clerk

Dennis Pelmear
Highway
Superintendent -

A TOWN OF 5 Route 31 P.O. Box 568 - Jordan, NY 13080

Tel: (315) 689-9031 - Fax: (315) 689-3122

ELB RIDGE www.townofelbridge.com

February 1, 2012

Office of the State Comptroller
State Office Building

333 East Washington Street
Syracuse, New York 13202

Re: Response to Audit — Town of Elbridge
“Internal Controls Over Selected Financial Operations”

Dear Sirs/Ladies:

This letter is to acknowledge the Office of the Comptroller’s audit of “Internal
Controls Over Selected Financial Operations™ for the Town of Elbridge.

Any questions or concerns raised by the state auditors during this audit were
addressed promptly by town officials; thereby, most recommendations out-
lined in this report have already been implemented.

1) The town fuel purchase procedure was immediately corrected once it came
to the attention of the Highway Superintendent (see his enclosed letter.)

2) As noted by the auditors, segregation of duties is a challenge when there is
only one person (the Supervisor’s Secretary) staffing the office and having
multiple responsibilities. As a result of the auditor’s recommen-
dations, the Supervisor immediately changed the check-signing proce-
dure. All checks are signed by the Supervisor or, if the Supervisor’s
signature facsimile machine is used, it can only be accessed by the Super-
visor, since he has the only key, needed for access. The Supervisor also
reviews payment checks to verify they are supported by a certified ab-
stract of approved claims or a certified payroll.

3) Regarding recommendations concerning internal controls over informa-
tion technology resources — this has been addressed by

(our software support group). They have provided adequate
exclusive password safeguards to protect against unauthorized access to
the Town’s financial data and payroll functions.

We appreciated the assistance provided by the comptroller’s auditors during
this extensive and in-depth review of the Town’s operations.
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Please contact me if you have any questions.

Sincerely,

Ken Bush
Supervisor

Cc: Town Board
Town Clerk
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Ken Bush, Jr.
Supervisor

Rita A. Dygert
Councilor
Deputy Supervisor

Vern Richardson
Councilor

Bill Kuhn
Councilor

Doug Blumer
Councilor

Debra Stapleton
Town Clerk

Dennis Pelmear
Highway
Superintendent

5 Route 31+ P.O. Box 568 « Jordan, NY 13080
Tel: 315-689-9031. Fax: 315-689-3122
www.townofelbridge.com

State of New York Office of the State Comptroller
Syracuse Regional Office

Attn: Rebecca Wilcox, Chief Examiner

State Office Building Room 409

333 E. Washington Street

Syracuse, New York 13202

February 2™, 2012

Subject: Response to NYS Comptroller’s Office Audit #2011M-256
Town of Elbridge Highway Department-Purchase of Fuel

Dear Ms. Wilcox;

On behalf of the Town of Elbridge Highway Department and my position as
Highway Superintendent. I have reviewed and taken the NYS
Comptroller’s Office recommendations seriously. Just prior to the audit I
had attended a Onondaga County Highway Association meeting and was
informed that the present fuel supplier was no longer on the NYS OGS state
bid program. I have taken corrective measures to change suppliers to ensure
that the Town of Elbridge was purchasing fuel at the most efficient pricing.
Unfortunately when the OGS contractor had changed we were not notified
and some time had passed.

During the audit and conversation with your field representatives I was
made aware of the online OGS Fuel Pricing link and have since attached at
their recommendation a copy of the NYS bid price for the given delivery
day to all vouchers that are processed for the month’s abstract. This will
assure to myself, to the town board and the general public that we are
utilizing the state bid system and that billing is correct for the deliveries
received as well as allowing a control to know if state bid contractors have
changed.

Your assistance is most appreciated, along with the guidance and

recommendations from your field representatives to make the needed
improvements to our department.

Sinegrely; 7
/ foo ) o
i"’ﬁiﬁf]’gr’near

ﬁighway Superintendent
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APPENDIX B

AUDIT METHODOLOGY AND STANDARDS

The objective of this audit was to evaluate internal controls over the purchase of fuel, cash disbursements
and information technology resources for the period January 1, 2010 to December 31, 2010. To
accomplish the objective, we performed the following audit procedures:

We interviewed Town officials and employees to gain an understanding of the procedures and
corresponding controls related to each of our audit objectives.

We obtained accounts payable information from the Town’s computerized financial database
and reviewed the data for completeness, accuracy and reliability.

We reviewed a non-biased judgmental sample of 85 canceled checks totaling $132,931 by
selecting every 5th canceled check from each of the bank accounts for the months of September,
October and November 2010. We then compared each canceled check to the certified abstracts
and/or payroll registers. We selected September, October and November because the months
are near the end of our audit period and are consecutive.

To assess the non-payroll and payroll disbursements clearing the bank in February 2010, we
selected all canceled checks over $300 that cleared each of the bank accounts. We compared
our sample of 79 checks, totaling $1,854,261, to the electronic data. We selected our
sample month because it represented a month the check signing machine key was held by
the Supervisor’s secretary.

To assess the direct deposits transmitted to the bank, we reviewed all direct deposits for the
month of February 2010. We reviewed 36 direct deposit payments totaling $24,337. We
selected our sample month because it represented a month the check signing machine key was
held by the Supervisor’s secretary.

To assess if questionable or improper non-payroll and payroll check disbursements were
made by the Town, we judgmentally selected a sample of 20 checks totaling $33,638 from the
electronic data based on dollar value and payee’s name and traced the disbursements to the
related canceled check and/or direct deposit listing, certified abstract or payroll register, and/or
supporting documentation.

We identified all checks written for bank transfers between Town bank accounts. We
judgmentally selected a sample of 18 checks totaling $1.4 million; our sample was based
on dollar value for a total of approximately 50 percent of the total dollar value of bank
transfers. We verified that all checks were deposited into a Town bank account. We also
reviewed all bank accounts for all transfers made outside of Town bank accounts to assess
that transfers were for proper Town purposes. Our review consisted of 38 outside transfers
totaling $148,370.

We reviewed all general ledger cash controls accounts for journal entries or adjustments made
to decrease cash. We judgmentally selected a sample of two journal entries totaling $6,507
based upon dollar value and traced to supporting documentation.
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» We selected one month of bank reconciliations for each bank account to verify the propriety and
accuracy of the bank reconciliations. Our sample month of March 2010 was selected because it
represents a month the check signing machine key was held by the Supervisor’s secretary.

* We identified all wage or salary payments to the Supervisor and the Supervisor’s secretary and
compared the total amounts paid to Board authorized wages or salaries.

* We examined Town procurement policies and procedures relevant to fuel purchases and
assessed whether fuel was procured in accordance with Town policy and GML requirements.

» We contacted appropriate OGS and county officials to identify alternative fuel delivery and
pricing options that were available to the Town. We compared actual Town purchases to the
alternative state and/or county pricing to determine if the Town could have saved money.

* Wedocumented acomprehensive evaluation of the system of internal controls over computerized
financial data.

» We reviewed and evaluated computer access and security protocols, policies, and procedures.

* We inquired as to user access procedures including the addition, deletion, and modification
of user rights to the network and applications. We also reviewed payments to the outside IT
consultant.

» We inquired about the recovery protocols and procedures (i.e., disaster recovery and backups).

We conducted this performance audit in accordance with generally accepted government auditing
standards (GAGAS). Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit
objective. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objective.
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APPENDIX C

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

To obtain copies of this report, write or visit our web page:

Office of the State Comptroller
Public Information Office

110 State Street, 15th Floor

Albany, New York 12236

(518) 474-4015
http://www.osc.state.ny.us/localgov/
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APPENDIX D

OFFICE OF THE STATE COMPTROLLER
DIVISION OF LOCAL GOVERNMENT
AND SCHOOL ACCOUNTABILITY

Steven J. Hancox, Deputy Comptroller
Nathaalie N. Carey, Assistant Comptroller

LOCAL REGIONAL OFFICE LISTING

BINGHAMTON REGIONAL OFFICE
H. Todd Eames, Chief Examiner

Office of the State Comptroller

State Office Building - Suite 1702

44 Hawley Street

Binghamton, New York 13901-4417
(607) 721-8306 Fax (607) 721-8313
Email: Muni-Binghamton@osc.state.ny.us

Serving: Broome, Chenango, Cortland, Delaware,
Otsego, Schoharie, Sullivan, Tioga, Tompkins Counties

BUFFALO REGIONAL OFFICE
Robert Meller, Chief Examiner
Office of the State Comptroller

295 Main Street, Suite 1032

Buffalo, New York 14203-2510
(716) 847-3647 Fax (716) 847-3643
Email: Muni-Buffalo@osc.state.ny.us

Serving: Allegany, Cattaraugus, Chautauqua, Erie,
Genesee, Niagara, Orleans, Wyoming Counties

GLENS FALLS REGIONAL OFFICE
Jeffrey P. Leonard, Chief Examiner
Office of the State Comptroller

One Broad Street Plaza

Glens Falls, New York 12801-4396
(518) 793-0057 Fax (518) 793-5797
Email: Muni-GlensFalls@osc.state.ny.us

Serving: Albany, Clinton, Essex, Franklin,
Fulton, Hamilton, Montgomery, Rensselaer,
Saratoga, Schenectady, Warren, Washington Counties

HAUPPAUGE REGIONAL OFFICE
Ira McCracken, Chief Examiner

Office of the State Comptroller

NYS Office Building, Room 3A10
Veterans Memorial Highway
Hauppauge, New York 11788-5533
(631) 952-6534 Fax (631) 952-6530
Email: Muni-Hauppauge@osc.state.ny.us

Serving: Nassau and Suffolk Counties

NEWBURGH REGIONAL OFFICE
Christopher Ellis, Chief Examiner
Office of the State Comptroller

33 Airport Center Drive, Suite 103

New Windsor, New York 12553-4725
(845) 567-0858 Fax (845) 567-0080
Email: Muni-Newburgh@osc.state.ny.us

Serving: Columbia, Dutchess, Greene, Orange,
Putnam, Rockland, Ulster, Westchester Counties

ROCHESTER REGIONAL OFFICE
Edward V. Grant, Jr., Chief Examiner
Office of the State Comptroller

The Powers Building

16 West Main Street — Suite 522
Rochester, New York 14614-1608
(585) 454-2460 Fax (585) 454-3545
Email: Muni-Rochester@osc.state.ny.us

Serving: Cayuga, Chemung, Livingston, Monroe,

Ontario, Schuyler, Seneca, Steuben, Wayne, Yates Counties

SYRACUSE REGIONAL OFFICE
Rebecca Wilcox, Chief Examiner
Office of the State Comptroller

State Office Building, Room 409

333 E. Washington Street

Syracuse, New York 13202-1428
(315) 428-4192 Fax (315) 426-2119
Email: Muni-Syracuse@osc.state.ny.us

Serving: Herkimer, Jefferson, Lewis, Madison,
Oneida, Onondaga, Oswego, St. Lawrence Counties

STATEWIDE AND REGIONAL PROJECTS
Ann C. Singer, Chief Examiner

State Office Building - Suite 1702

44 Hawley Street

Binghamton, New York 13901-4417

(607) 721-8306 Fax (607) 721-8313
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