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State of New York
Office of the State Comptroller

Division of Local Government
and School Accountability
August 2016
Dear School District Officials:
A top priority of the Office of the State Comptroller is to help school district officials manage their
districts efficiently and effectively and, by so doing, provide accountability for tax dollars spent to
support district operations. The Comptroller oversees the fiscal affairs of districts statewide, as well
as districts’ compliance with relevant statutes and observance of good business practices. This fiscal
oversight is accomplished, in part, through our audits, which identify opportunities for improving
district operations and Board of Education governance. Audits also can identify strategies to reduce
district costs and to strengthen controls intended to safeguard district assets.
Following is a report of our audit of the Pittsford Central School District, entitled Security of Personal,
Private and Sensitive Information (PPSI) on Mobile Computing Devices and Extracurricular Cash
Records and Collections. This audit was conducted pursuant to Article V, Section 1 of the State
Constitution and the State Comptroller’s authority as set forth in Article 3 of the New York State
General Municipal Law.
This audit’s results and recommendations are resources for district officials to use in effectively
managing operations and in meeting the expectations of their constituents. If you have questions about
this report, please feel free to contact the local regional office for your county, as listed at the end of
this report.
Respectfully submitted,

Office of the State Comptroller
Division of Local Government
and School Accountability
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State of New York
Office of the State Comptroller

EXECUTIVE SUMMARY

The Pittsford Central School District (District) is governed by the Board of Education (Board),
which is composed of seven elected members. The Board is responsible for the general management
and control of the District’s financial and educational affairs. The Superintendent of Schools is the
District’s chief executive officer and is responsible, along with other administrative staff, for the
District’s day-to-day management under the Board’s direction. District officials are responsible for
developing comprehensive written policies and procedures to properly protect personal, private
and sensitive information (PPSI)1 from unauthorized access on the District’s nearly 3,050 mobile
computing devices (MCDs). The Board and District officials are also responsible for protecting and
overseeing the District’s extracurricular cash assets, including extra-classroom activity fund money
and athletic event admission fee collections.
Scope and Objectives
The objectives of our audit were to determine if the District adequately safeguarded PPSI on MCDs
and extracurricular cash collections for the period July 1, 2014 through January 21, 2016. Our audit
addressed the following related questions:
•

Have District officials adequately safeguarded MCDs to prevent unauthorized access to PPSI?

•

Have District officials provided adequate oversight of cash collections for extra-classroom
activity funds and athletic events?

Audit Results
District officials need to improve their security policies and procedures to ensure District MCDs are
adequately safeguarded and prevent unauthorized access to PPSI. Our review of 80 District-owned
MCDs disclosed PPSI on 16 (20 percent) of these devices. Without proper safeguards in place, any
confidential data on these MCDs could be at risk of exposure. We also found that District officials
have not developed a classification scheme or performed an adequate inventory of the PPSI stored
on District MCDs. Unless District officials identify all the PPSI maintained, it could be difficult to
____________________
1

PPSI is any information to which unauthorized access, disclosure, modification, destruction or disruption of access or
use could severely impact critical functions, employees, customers, third parties or citizens of New York in general.
Private information could include one or more of the following: Social Security number, driver’s license number or nondriver identification card number, account number, credit card number, debit card number and security code, or access
code/password that permits access to an individual’s financial account or protected student records. See https://www.its.
ny.gov.
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promptly notify the affected students and their families and other parties if a data security breach
should occur.
In addition, District officials need to improve their oversight of cash collections for extra-classroom
activity funds and athletic events. Officials did not implement policies and procedures over athletic
event admissions and adopt procedures to ensure adequate reconciliations of extracurricular cash
collection activities were prepared. District officials did not ensure that sufficient documentation was
maintained for cash collections and prenumbered cash receipts were issued for all money collected.
We identified 29 cash receipts totaling $17,577 (15 extra-classroom activity receipts totaling $12,327
and 14 athletic event fees totaling $5,250) that were not deposited within the three-day period allowed
by District policy. These funds were deposited from four to 15 days after they were received. In
addition, the athletic director did not monitor or periodically reconcile the athletic event ticket
inventory to account for the number of tickets sold. As a result of these discrepancies, District officials
were unable to determine if all ticket money collected was deposited. When adequate records are not
maintained and periodically reconciled, there is an increased risk that fraud and concealment could
occur and remain undetected.
Comments of District Officials
The results of our audit and recommendations have been discussed with District officials, and their
comments, which appear in Appendix A, have been considered in preparing this report. District
officials generally agreed with our recommendations and indicated they planned to initiate corrective
action. Appendix B includes our comment on an issue raised in the District’s response letter.
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Introduction
Background

The Pittsford Central School District (District) is located in the Towns
of Pittsford, Brighton, Mendon, Penfield and Perinton in Monroe
County and the Town of Victor in Ontario County. The District is
governed by the Board of Education (Board), which is composed
of seven elected members. The Board is responsible for the general
management and control of the District’s financial and educational
affairs. The Superintendent of Schools is the District’s chief executive
officer and is responsible, along with other administrative staff, for
the District’s day-to-day management under the Board’s direction.
The District operates nine schools with approximately 5,700 students
and 1,200 employees. The District’s budgeted appropriations for the
2015-16 fiscal year were $122.6 million, which were funded primarily
with State aid, sales tax and real property taxes and grants.
The District has a centralized Information Technology (IT)
department headed by a chief information officer. The Director of
Technology is responsible for directing the day-to-day operations of
the IT department and staff, which includes overseeing the purchase
of computer hardware, software and supplies and the security of
the central information systems and network. The department also
oversees and maintains all of the District’s approximately 3,050
MCDs, which are distributed to administrators, teachers and students.
The types of mobile computing devices (MCDs) used at the District
include laptop and tablet computers, smart phones and digital music
players.
The Board and District officials are responsible for protecting and
overseeing the District’s extracurricular cash assets, including extraclassroom activity fund money and fees collected for admission to
athletic events. During 2014-15, the District’s 96 extra-classroom
activity fund accounts recorded receipts totaling $631,980 and
disbursements totaling $650,093 and had a combined cash balance
of $233,187 as of June 30, 2015. In addition, the District deposited
$10,871 from athletic event admissions.

Objectives

The objectives of our audit were to determine if District officials
adequately safeguarded personal, private and sensitive information
(PPSI) on MCDs and cash collections for extracurricular activities
for the period July 1, 2014 through January 21, 2016. Our audit
addressed the following related questions:
•

4

Have District officials adequately safeguarded MCDs to
prevent unauthorized access to PPSI?
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•

Scope and
Methodology

Have District officials provided adequate oversight of cash
collections for extra-classroom activity funds and athletic
events?

We examined the safeguarding of PPSI on MCDs and extra-classroom
and athletic event admission cash collections for the period January
1, 2014 through January 21, 2016. Our audit also examined the
adequacy of certain IT controls. Because of the sensitivity of some
of this information, we did not discuss the results in this report, but
instead communicated them confidentially to District officials.
We conducted our audit in accordance with generally accepted
government auditing standards (GAGAS). More information on such
standards and the methodology used in performing this audit are
included in Appendix C of this report. Unless otherwise indicated in
this report, samples for testing were selected based on professional
judgment, as it was not the intent to project the results onto the entire
population. Where applicable, information is presented concerning
the value and/or size of the relevant population and the sample
selected for examination.

Comments of
District Officials and
Corrective Action

The results of our audit and recommendations have been discussed
with District officials, and their comments, which appear in Appendix
A, have been considered in preparing this report. District officials
generally agreed with our recommendations and indicated they
planned to initiate corrective action. Appendix B includes our
comment on an issue raised in the District’s response letter.
The Board has the responsibility to initiate corrective action.
Pursuant to Section 35 of General Municipal Law, Section 2116-a
(3)(c) of New York State Education Law and Section 170.12 of the
Regulations of the Commissioner of Education, a written corrective
action plan (CAP) that addresses the findings and recommendations
in this report must be prepared and provided to our office within 90
days, with a copy forwarded to the Commissioner of Education. To
the extent practicable, implementation of the CAP must begin by
the end of the next fiscal year. For more information on preparing
and filing your CAP, please refer to our brochure, Responding to an
OSC Audit Report, which you received with the draft audit report.
The Board should make the CAP available for public review in the
District Clerk’s office.

DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY

55

PPSI on Mobile Computing Devices
District officials are responsible for developing comprehensive written
policies and procedures to properly protect PPSI2 from unauthorized
access, clearly communicating these policies to staff and monitoring
compliance. While computer policies will not guarantee the safety
of a computer system, a lack of appropriate policies significantly
increases the risk that data, hardware and software systems may be
lost or damaged by inappropriate access and use. It is also important
that District officials are aware of the different kinds of data they
possess so they can make informed decisions about setting appropriate
security levels. To do this, officials should conduct an inventory
of PPSI stored on all their electronic equipment to account for the
confidential data maintained.
District officials need to improve their security policies and procedures
to ensure District MCDs are adequately safeguarded and prevent
unauthorized access to PPSI. Our review of 80 District-owned MCDs
disclosed PPSI on 16 (20 percent) of these devices. Without proper
safeguards in place, any confidential data on these devices could be
at risk of exposure. We also found that District officials have not
developed a classification process or performed an adequate inventory
of the PPSI stored on the District MCDs. Unless officials identify
all the PPSI maintained, it could be difficult to promptly notify the
affected students and their families and other parties if a data security
breach should occur.
Security Policies
and Procedures

Effective policies and procedures for protecting PPSI address
various aspects of securing the data and limiting access to it. Policies
should be clearly communicated and define the devices covered
(e.g., organizationally owned or personally owned), procedures for
reporting lost or stolen MCDs and storage devices, the process used
for gaining approval before connecting new devices to the system
and user responsibilities. The District should also address how
PPSI should be stored, if necessary for business purposes, and the
ramifications for not following District procedures. District officials
should classify information in a consistent manner to determine the
____________________
2

6

PPSI is any information to which unauthorized access, disclosure, modification,
destruction or disruption of access or use could severely impact critical functions,
employees, customers, third parties or citizens of New York in general. Private
information could include one or more of the following: Social Security number;
driver’s license number or non-driver identification card number; account
number, credit card number, debit card number and security code, or access code/
password that permits access to an individual’s financial account or protected
student records. See https://www.its.ny.gov.
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level of security each type of data needs and conduct an inventory
of PPSI stored on all their electronic equipment to account for the
confidential data maintained.
The District provides laptop and tablet computers and smart phones
for staff use and allows staff to connect personally owned MCDs to
the District’s network resources for email services. While the District
has an email policy which includes a statement advising staff not to
transmit PPSI, the District does not have an acceptable use policy
governing the connection of personally owned MCDs to its network
resources. The District’s website provides directions for staff to
connect these devices to its email services. However, there are no
established security procedures in place governing this practice.
District officials have not adopted policies and procedures for staff
use of personal removable storage devices (e.g., flash drives) or
addressed security features such as passwords or data encryption,
if PPSI is allowed on these devices. The District does not provide
removable storage devices for staff use, so any use would be on
personal devices. As a result, District officials have no assurance
that PPSI is not transferred from the secure District network to these
devices or that such information is properly secured.
District officials have also not adopted procedures to follow, in the
event personally owned MCDs are lost or stolen, that require staff
who connect their devices to District email resources to notify District
officials. While the email service allows officials to remotely erase
data from lost devices, this practice was not communicated to those
staff connecting personal devices to the District’s network. The loss or
theft of these devices could cause inappropriate and costly exposure
of PPSI that the District is responsible for safeguarding. The failure
to properly ensure that all devices connected to the District’s network
resources are secure increases the risk that PPSI could intentionally
or accidentally fall into the wrong hands.
PPSI Testing

While there may at times be a legitimate business need for PPSI to
reside on these devices, it is the responsibility of District officials
to determine who should have access to sensitive information and
whether or not an MCD is the best medium on which to store such
information. If such a determination is made, District officials are
responsible for ensuring that adequate safeguards are in place on
MCDs to prevent unauthorized access to this information.
We tested for the presence of PPSI on District-owned MCDs used by
staff during our audit period. We examined 80 such MCDs, which
included laptop and tablet computers, smart phones and digital music
players. We found that 16 (20 percent) of these devices contained
DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY
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PPSI, such as personal student information, credit card information
and account usernames. The exposure of PPSI to any unauthorized
users would constitute a data security breach, which could have
negative financial consequences for the individual(s) whose private
information was accessed. Such exposure could also have a negative
financial impact on the District as custodian of this data, if it were
found liable for the unauthorized release of confidential information.
The occurrence of data security breaches also reduces residents’
confidence in the District’s ability to safeguard personal information
about students and their families.
PPSI Data
Classification
and Inventory

All information, whether in printed or electronic form, should
be classified and labeled in a consistent manner to ensure data
confidentiality, integrity and availability. The data classification
process assigns a level of risk to various types of information, which
helps management make appropriate decisions about the level of
security the data requires.3 District officials should also conduct an
inventory of PPSI stored on all types of electronic equipment used
to ensure the data classification process is comprehensive. In the
event of a data breach, the proper classification and inventorying of
PPSI allows District officials to determine the extent of unauthorized
access and take appropriate action.
District officials had an inventory list of data elements prepared,
which included the types of information used by the District’s
various software applications. However, officials did not have a PPSI
inventory prepared evaluating where the data resides (i.e., physical
location), such as the specific device or server. In addition, PPSI has
not been inventoried or classified based on risk to account for the
confidential data maintained. As a result, District officials are unaware
of the extent to which PPSI resides on the electronic equipment used
by District staff and students on a daily basis. Unless District officials
classify the data they maintain and set appropriate security levels
for PPSI, there is an increased risk that PPSI could be exposed to
unauthorized users and efforts to properly notify affected parties in
the event of a data breach will be hampered.

Recommendations

District officials should:
1. Adopt formal written policies and procedures to ensure a
sound IT environment and protect PPSI on MCDs. These
policies and procedures should outline the proper access,
use and protection of PPSI on MCDs and address personally
owned devices connecting to District network resources.
____________________
3

8

An example of a data classification scheme can be found in the OSC guide,
Information Technology Governance, available at http://www.osc.state.ny.us/
localgov/pubs/lgmg/itgovernance.pdf
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2. Ensure that a complete classification and inventory of PPSI
stored on all District computer equipment is prepared to
ensure data confidentiality, integrity and availability. The
classification and inventory list should be updated on an
ongoing basis, as appropriate, to reflect any changes.
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Extracurricular Cash Records and Collections
The Regulations of the Commissioner of Education (Regulations)
require each school district’s board of education to adopt rules and
regulations to safeguard, account for and audit all money received
and derived from extra-classroom activities. The Regulations provide
procedures for extracurricular activities that charge admission fees
and cash collections. The Board and District officials are responsible
for protecting and overseeing the District’s extracurricular cash
assets, including extra-classroom activity fund money and athletic
event admission collections. These responsibilities include adopting
policies and procedures prescribing the records that District personnel
and students must maintain and the duties and procedures that they
must follow to adequately safeguard cash assets. Having good controls
over these funds helps minimize the risk that errors or irregularities
could occur and go undetected.
District officials need to improve their oversight of cash collections
for extra-classroom activity funds and athletic events. Officials
did not implement policies and procedures over athletic event
admissions and adopt procedures to ensure adequate reconciliations
of extracurricular cash collections activities were prepared. District
officials did not ensure that sufficient documentation was maintained
for cash collections and prenumbered cash receipts were issued for all
the money collected. We identified 29 cash receipts totaling $17,577
(15 extra-classroom activity receipts totaling $12,327 and 14 athletic
event fees totaling $5,250) that were not deposited within the threeday period allowed by District policy. These funds were deposited
from four to 15 days after they were received. In addition, the athletic
director (Director) did not monitor or periodically reconcile the ticket
inventory to account for the number of tickets sold. As a result of
these discrepancies, District officials were unable to determine if all
ticket money collected was deposited.
Extra-Classroom
Collection Records

10

Generally, extra-classroom activity funds are raised by student
activity organizations. Students raise and spend these funds to
promote the general welfare, education and morale of all students
and to finance the normal and appropriate extracurricular activities of
the student body. The Regulations specify that the student treasurer
of each activity fund shall maintain a ledger that shows all receipts
and disbursements and indicates a daily running balance. This ledger
should be in a form set by District officials. It is important for the
faculty advisor to guide the student treasurer in posting the account
ledger and periodically check the student treasurer’s account balances.
The student treasurers’ ledgers must periodically be compared to the
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central treasurer’s ledger for accuracy and any discrepancies must be
investigated and resolved.
Additionally, reconciliations should be prepared by an individual
independent of the collection process and any discrepancies identified
should be promptly investigated. In addition, cash collection should
be limited to as few individuals as possible to reduce the risk of loss,
theft or misappropriation.
Business office staff did not maintain a list of the extra-classroom
central treasurers and faculty advisors charged with collecting and
handling cash. In addition, District officials did not ensure sufficient
documentation for extra-classroom cash collections was maintained,
which made it difficult to reconcile cash collections and ensure that
amounts collected were deposited intact.
We reviewed seven extra-classroom activity groups4 for the period
July 1, 2014 through January 5, 2016 to determine if the activity
fund student treasurers maintained ledgers showing all receipts and
disbursements and kept a running balance that agreed with their
central treasurer’s ledger. We found that four activity group student
treasurers did not maintain ledgers for the period reviewed. Student
treasurers for three activity groups maintained adequate student
ledgers, except for one minor discrepancy, which we discussed with
District officials.
When we discussed extra-classroom reconciliation procedures with
five of the District’s central treasurers, only one central treasurer told
us she reconciled student activities on a monthly basis, which involved
sending an activity report to the group’s student treasurer and faculty
advisor to be signed and returned. When ledgers are not maintained
or are not periodically reconciled with the central treasurers’ records,
there is an increased risk that fraud and concealment could occur and
remain undetected.
Extra-Classroom Receipts

General Municipal Law requires every officer or employee who
receives payment of money to issue a receipt to the person paying
when no other evidence satisfactory for the purpose of audit is
available. A consecutively prenumbered duplicate receipt form
should be issued for any money received where other satisfactory
evidence is unavailable. One copy should be provided to the
customer and one copy should be retained for audit purposes. The
office copy of issued receipt forms should be periodically reviewed
by supervisory personnel, and any gaps or missing receipt forms
should be investigated. Both copies of voided receipts should also
be retained.
____________________
4

See Appendix C for information on our methodology.
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While extra-classroom activity groups used deposit transmittal forms
to remit money collected to the central treasurers (manually numbered
using the cash receipt number from the electronic financial system),
prenumbered receipts were not used by student treasurers to provide
a form of receipt to those paying for extra-classroom group activities.
Because the Board did not ensure that District officials provided
adequate oversight of cash receipts in accordance with the Regulations,
District policies and good business practices, there is an increased
risk that errors and irregularities could occur and remain undetected
and that extracurricular money could be lost or misused.
Extracurricular Deposits

Good controls over cash receipts ensure that District officials
supervise employees who handle cash and require that sequential,
duplicate pressnumbered receipts are issued for all cash collected.
Additionally, District policy states that all cash received shall be
secured in the vault until deposited with the business office or bank,
which should occur within three business days of receipt; however,
cash receipts in excess of $500 shall be deposited within one day.
Under no circumstances should money be left in classroom areas or
desks.
We reviewed 117 extra-classroom cash receipts totaling approximately
$96,355 for seven extra-classroom activity groups and found that 15
cash receipts totaling $12,327 were deposited from four to 13 days
after being received by the central treasurers. Due to insufficient
records showing when money was collected by the groups, we were
unable to determine how long these funds were kept before being
deposited with the central treasurers. Additionally, we reviewed
athletic admissions and identified 14 deposits totaling $5,250 that
were deposited from four to 15 days after the events. When adequate
records are not maintained to support cash receipts, District officials
cannot ensure that cash receipts are deposited timely.

Athletic Event Admissions

When an admission fee is charged for an athletic event, prenumbered
tickets should be used to determine the amount that should have been
collected at the end of an event. Each ticket seller should promptly
return all unsold tickets, the full amount of money collected and
an accounting for the amount collected to the Director or the event
coordinator.
We reviewed all athletic event admissions for the period July 1, 2014
through January 5, 2016 and found that the Director did not maintain
a written record of all events where admissions were collected or
a list of all individuals responsible for collecting cash. In addition,
the Director told us he did not keep the ticket-taker reconciliation
forms or the duplicate tickets sold during an event and monitor or

12
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periodically reconcile the ticket inventory to account for the number
of tickets sold.
To determine events where ticket money was collected, we reviewed
the online athletic schedule and reviewed ticket-taker time sheets
remitted to the business office. We identified 57 athletic events
(individual games) and 38 deposit transmittal forms the Director
remitted to the business office. For the remaining 19 events we found
the following:
•

The Director provided us with a list showing that three events
required no ticket admission fees and no ticket-taker time
sheets were remitted for these events.

•

Ticket money collected for six charity games was not remitted
to the business office and reconciliation documentation was
not maintained.

•

Ticket takers were paid by the District for 10 other events for
which no deposits were made.

As a result of these discrepancies, District officials were unable to
determine if all ticket money collected was deposited, and we could not
determine if all ticket money was accounted for. Had District officials
ensured event admission records and duplicate tickets from athletic
events were maintained and periodically reconciled, they would have
greater assurances that all money collected was accounted for.
Recommendations

District officials should:
3. Ensure adequate training is provided for all individuals who
handle cash in the District and implement procedures to
safeguard extracurricular cash resources.
4. Ensure adequate reconciliation documentation is maintained
for all cash collections and that all cash collected for
extracurricular activities is deposited in a timely manner.
5. Ensure prenumbered cash receipt forms are used, where no
other form of evidence is available, to allow for adequate
reconciliation.
6. Ensure that the student treasurers’ ledgers are periodically
reconciled and compared to the central treasurers’ ledgers
for accuracy. Any discrepancies should be investigated and
resolved.
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7. Develop policies and procedures for handling cash collections
for athletic events.
Faculty advisors should:
8. Ensure that student treasurers maintain ledgers showing all
receipts and disbursements and a running balance.
9. Ensure that the central treasurers receive supporting
documentation for all activity fund cash receipts that are
remitted for deposit and that the student treasurers properly
account for all activity fund cash collected.
The Director should:
10. Monitor and periodically reconcile athletic event ticket
inventory to account for the number of tickets sold.

14
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APPENDIX A
RESPONSE FROM DISTRICT OFFICIALS
The District officials’ response to this audit can be found on the following pages.
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See
Note 1
Page 23
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APPENDIX B
OSC COMMENT ON THE DISTRICT’S RESPONSE
Note 1
While this information may have existed within various disparate records, it was not compiled into a
centralized list, which would better aid District officials in providing adequate oversight.
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APPENDIX C
AUDIT METHODOLOGY AND STANDARDS
To achieve our audit objectives and obtain valid evidence, we performed the following procedures:
•

We interviewed District officials to gain an understanding of the MCD environment and the
cash collections process.

•

We reviewed policies and procedures over IT and MCDs to identify the controls established.
We also reviewed policies and procedures over cash collections to understand the controls over
collections for athletic admissions and extra-classroom funds.

•

We obtained an inventory of District-owned MCDs and judgmentally selected a percentage of
MCDs according to various categories of users and used a random number generator to select
a random sample of MCDs for review to determine if PPSI was present and if proper security
features were in place to protect PPSI.

•

We judgmentally selected and traced a sample of seven extra-classroom records from the
central treasurers’ records to deposits to ensure adequate documentation was maintained and
reconciliations were performed in a timely manner for the period July 1, 2014 through January
5, 2016.

•

We judgmentally selected and performed cash counts of five extra-classroom central treasurers.

•

We traced athletic admissions documentation available to deposits for the period July 1,
2014 through January 5, 2016 to determine if deposits were made intact in a timely manner
and adequately supported. We also used athletic event schedules and time sheets to assist in
determining all events where collections were made for this analysis.

We conducted this performance audit in accordance with GAGAS. Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit objectives.

24
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APPENDIX D
HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT
To obtain copies of this report, write or visit our web page:

Office of the State Comptroller
Public Information Office
110 State Street, 15th Floor
Albany, New York 12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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