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Are We Getting What We Pay For?

• How do we know if we got what we paid for?
– Contract Payment Review
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Objectives

• We are here because we have a duty and 
mission to carry out. 

• Today’s duty and mission:
– Learn about monitoring
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Roadmap

• Monitoring necessity
• Challenges and concerns
• Impact
• Seven-step process
• Fraud
• Field visits
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Monitoring 
Necessity
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Why Monitoring is Necessary
• Agency missions 
• Billions in State spending
• Risks

– Health & Safety
– Goal Achievement
– Dollars 
– Reputation

• Fraud
• Errors



88

Challenges 
and Concerns
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Agency Concerns When Trying to 
Monitor
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Common Concerns

• Lack of resources (time, funding, staff)
• Staff turnover/lack of training
• Lack of communication between program and 

fiscal departments
• Vendor compliance (reports, timeliness of 

filings)
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Impact
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Impact
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7-Step 
Process
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7-Step Process

1. Identify contracts for review
2. Understand requirements
3. Identify risks
4. Prioritize risks
5. Determine risk response
6. Design/execute monitoring activities
7. Follow up
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Step 1:
Identify Contracts 

for Review
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Step 1.
Identify Contracts for Review

• What data do you have 
available?

• How can it help you 
identify contracts for 
review?
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Risks

• Health & safety
• Goal achievement
• Dollars
• Reputation
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Identify Contracts for Review

Sort contracts by:
– Contract Types 
– Contract Amount
– Vendor Name & Contract Count
– Vendor Name & Spending to Date
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Identify Contracts for Review 
(cont.)

Sort contracts by:
– Contract start date
– Contract description & contract count
– Contract description & contract amount
– % expended - % life of the contract
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Common Concerns

• Risk basis 
• Other factors

– Quality of products and services
– Problems with vendors
– Current events
– Locations
– Etc.
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Filter By “Contract End 
Date” to Eliminate 
Expired Contracts
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Consider Eliminating 
Fully Expended 

Contracts
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Contract Types
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Filter on Contract Type 
and Current Contract 

Amount
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Payment Average Amount
Payee/Vendor Amount Payments Average Payments
UNEMPLOYMENT INSURANCE BENEFITS 5,385,172,808.15$  36 149,588,133.56$        
CENTERS FOR MEDICARE & MEDICAID SERVICES 293,114,562.07$      2 146,557,281.04$        
COMM OF TAX & FIN AS CUSTODIAN FOR THE 52,000,000.00$        1 52,000,000.00$          
DS024 JPMORGAN CHASE BANK 240,388,500.00$      5 48,077,700.00$          
SALES TAX ASSET RECEIVABLE CORPORATION 46,000,000.00$        1 46,000,000.00$          
EMPIRE BLUE CROSS BLUE SHIELD 357,064,061.62$      8 44,633,007.70$          
UNITED HEALTHCARE INS OF NY 320,397,176.09$      9 35,599,686.23$          
METROPOLITAN TRANSPORTATION AUTHORITY 246,483,521.98$      7 35,211,931.71$          
DS600 OFFICE OF MENTAL HEALTH 151,475,532.10$      5 30,295,106.42$          
EXCELLUS - DSH- BLUE CROSS BLUE SHIELD 53,341,227.25$        2 26,670,613.63$          
NEW YORK QUALITY HEALTHCARE CORPORATION 24,558,168.20$        1 24,558,168.20$          
CAREMARKPCS HEALTH LLC 288,797,773.21$      14 20,628,412.37$          
THE STATE INSURANCE FUND 39,836,556.39$        2 19,918,278.20$          
SKANSKA ECCO III HPA JV 31,571,504.50$        2 15,785,752.25$          
EL SOL DEFOE JV 31,191,400.00$        2 15,595,700.00$          
NEW YORK STATE HOUSING FINANCE AGENCY 59,792,764.59$        4 14,948,191.15$          
HEALTHFIRST PHSP INC 13,613,013.28$        1 13,613,013.28$          
NEW YORK CITY SCHOOL DISTRICT 1,594,516,176.59$  122 13,069,804.73$          
DS609 METRO TRANS AUTHORITY 12,625,000.00$        1 12,625,000.00$          
DS022 JPMORGAN CHASE BANK 12,200,000.00$        1 12,200,000.00$          
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Monitoring

• You’ve selected a contract, now what?
• MONITOR!
• (Yeah, but what is that, really?!)
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Monitoring

Ongoing activities, special evaluations or a 
combination of both used to ensure that 
controls are operating as intended.
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Controls Purpose

• Compliance with laws, rules, and regulations
• Accomplish goals and objectives
• Relevant and reliable data
• Efficient and effective operations
• Safeguarding assets
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Internal Controls Pyramid

Control Environment

Risk Assessment

Control Activities

Monitoring
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Operating as Intended

How do agency employees and contractors 
know what is intended?
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Step 2:
Understand 

Contract Terms
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Step 2.  
Understand Contract Terms

• Reasoning
• Conversation
• Purchase order details
• Contract specifications
• Laws, rules & regulations
• Guidelines
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Requirements

• Understand
• Assess quality
• Ask this:

– How can I verify whether something has occurred, 
based on how the contract specification is 
written?



40

Specifications

• Specific
• Measurable
• Achievable
• Relevant
• Time-Bound
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Specific

• Clear, detailed, easily understood
• Deliverables

– Description
– Benchmarks

• Location 
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Measurable

Performance measures
• Quantities
• Timing
• Expertise

– Licenses
– Degrees
– Certifications
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Achievable

Payment provisions
• Payment triggers
• Invoice formats

– Description of deliverables
– Services

• Names of workers
• Hours for each worker
• Client names (SSN and/or address)
• Dates of service
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Relevant

• Requirements
– Is the vendor able to meet specific terms set 

forth?

• Reasonableness
– Producing Records
– Reports
– Electronic/Paper
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Time-Bound

• Set forth time frames 
• Right to audit

– Specify monitoring in contract language
– Consequences for non-compliance
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Specification Example

The vendor shall submit a properly executed 
application for payment, together with 
appropriate backup supporting the amount 
billed.
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Specification Example

The vendor shall submit a properly executed 
application for payment, together with 
appropriate backup supporting the amount 
billed.
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Specification Example

The vendor shall submit a properly executed 
application for payment, together with 
appropriate backup supporting the amount 
billed.

Improved Specification????
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Specification
Administer the pre-tax transportation 
program for eligible employees.  

Auto-answer customer service calls 
within 7 seconds (99% annual 
compliance), with a representative 
on the line within 2 minutes (90% 
annual compliance).

A card used for fare payment on 
transportation is mailed to recipients 
to use by the first of the month.
Monthly billing rate on a sliding scale 
based on the number of enrollees.
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Step 3:
Identify Risks
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Step 3. Identify Risks:
What Can Go Wrong?

• Programmatic
– What can prevent goals from being accomplished?

• Fiscal
– How can the contractor get money they didn’t 

earn?
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What is Fraud?

• Misstatement
– Mistake vs. Fraud

• Knowledge of falsehood/intent
• Reliance by victim
• Damage
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What is Fraud?

Fraud is any intentional act or omission
designed to deceive others, resulting in the 
victim suffering a loss and/or the perpetrator 
achieving a gain.

Source:  “Managing the Business Risk of Fraud: A Practical Guide” - IIA, AICPA, ACFE
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What is Occupational Fraud?

The use of one’s occupation for personal 
enrichment through the deliberate misuse or 
misapplication of the employing organization’s 
resources or assets. 

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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How Much is Lost?

• 5% of annual revenues
• Median loss of $117,000

– $150,000 for small businesses
– $60,000 for not for profits
– $138,000 for government

• 21% had losses of at least $1 million

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Frequency and Median Loss Based 
On Duration of Fraud

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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How is it Committed?
Corruption Asset 

Misappropriation
Financial Statement 

Fraud

Bribery
• Bid Rigging
• Invoice Kickbacks

Fraudulent Disbursements
• Check  & Payment Tampering
• Billing 

Asset/Revenue 
Over- and Understatements
• Improper Disclosures

Conflict of Interest
• Purchasing Schemes 

Noncash
•Larceny

Most 
Common

Least 
Common

Most $$$ Least $$$

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Where Does it Happen?

Nearly 60% of the frauds in the study were 
committed by individuals in 1 of 5 departments: 
• Operations – corruption, noncash theft, billing
• Accounting – billing, check tampering, corruption
• Executive/upper management – corruption, 

financial statement fraud, billing, expense 
reimbursement

• Sales – corruption, noncash theft
• Customer Service – corruption, skimming

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Internal Control Weaknesses 
Contribute to Fraud

Source: 2022 Report to the Nation on Occupational Fraud & Abuse

0% 5% 10% 15% 20% 25% 30% 35%

Lack of reporting mechanism

Lack of clear lines of authority

Lack of employee fraud education

Lack of independent checks/audits

Lack of competent personnel in oversight roles

Other

Poor tone at the top

Override of existing controls

Lack of management review

Lack of internal controls

2020 2022
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How Does Fraud Happen?

Rationalization
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How Does Fraud Happen?
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Motive Flags

 High debt
 Significant financial losses
 Excessive alcohol, drugs or gambling         
Perceived organizational inequities
 Job frustration or resentment
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How Does Fraud Happen?
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Opportunity Flags

 Familiarity with operations
 Ability to override controls
 No periodic rotation of key employees
 No uniform personnel policies
 Lack of strong internal controls
Management does not prosecute or punish    

fraud perpetrators
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How Does Fraud Happen?
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Rationalization Flags

 They owe me
 I’m overworked
 I do the work of two people
 They’ll never miss it
 I’ll just borrow it; I’ll pay it back
 I’m not really hurting anyone
 Everyone is a little dishonest
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How Does Fraud Happen?
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Capability Flags

 Position/function
 Brains
 Confidence/ego
 Coercion skills
 Effective lying
 Immunity to stress
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How Does Fraud Happen?
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Profile of an 
Occupational Fraudster
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 Age

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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 Education

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse

 Criminal History
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse

 Occupation
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse

 Tenure At 
Organization 
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Source: 2022 Report to the Nation on Occupational Fraud & Abuse

 Gender
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How Long Does Fraud Go 
Undetected?

A one-year study conducted by the 
Association of Certified Fraud Examiners 
consisting of 2,110 cases worldwide of 
occupational fraud found the typical fraud 
continued for ________ before being 
detected.

6 months 10 months 12 months 12 months 
18 months 22 months 24 months

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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How Long Does Fraud Go 
Undetected?

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Fraud Detected By:

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Source of Tips:

Source: 2022 Report to the Nation on Occupational Fraud & Abuse
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Thank you.

Please return on time to remain on schedule.

Break Time!



84

Red Flags

A warning or sense  
that something isn’t 
right

Should lead you to  
take a closer look at 
the transaction
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Document Flags

 Inadequate, copied, or apparently altered 
documents 

 Invoice figures do not add up
 No letterhead
Misspellings on document
 Vague information
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Document Flags

 Handwritten endorsement
 No phone number or fake phone number
 Altered payee name
 PO Box, suite number, mail drop address
 Company name - initials or personal name
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Document Flags

 Round amounts or amounts under approval       
levels

 Large dollar payments made with cash
 Vendor address is not local, but check is 

cashed locally
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Bid Rigging Flags - Vendors

 Fake Vendors
- Employee created bids

 Real Vendors
- No knowledge of bid submission
- Shared owner with favorable vendor

• Rescind bid
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Contracting Flags

 Restrictive or vague specifications
 Bids/quotes received from the same fax
 Similar letterheads of bidders
 Unreasonable bid amounts
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Contracting Flags

 Unable to confirm bids with losing vendors
 Lowest bidder does not receive award
 Lack of vendor contact information on bids
 Signature on bid is the company name
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Conflict of Interest Flags

 Relationships between awardee and agency 
staff

- Address or identification number match

Unexplained or unusual favoritism of a 
particular vendor

 Close socialization with or acceptance of 
gifts from the awardee
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Bribes and Kickbacks Flags

Unjustified favoritism of a certain vendor
Close socialization with or acceptance of 

inappropriate gifts from a vendor
Unexplained increase in wealth of employee
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Additional Red Flags

 Verifying services is more difficult 
No supporting documentation submitted 

with payment request
 Relationships between the sponsoring state 

representatives and Executive(s) at the 
vendor or organization
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Finding Relationships

• Check the Financials
– NFP’s 990 -

www.guidestar.org
– For Profit – Published

• Google / Google Maps
• White Pages
• LexisNexis/Accurint
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Why Don’t People Report Their 
Suspicions?

• Fear of repercussion
• Feel like nothing will be done
• Inconvenience
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Civil Service Law §75-b –
“Whistleblower Law”

Prohibits a public employer from taking disciplinary 
action against a public employee because that 
employee reveals information to a governmental body 
regarding a violation of a law, rule or regulation which 
presents a substantial and specific danger to public 
health and safety or reveals information which the 
employee reasonably believes is an improper
governmental action (i.e., violation of Federal, State or 
Local laws, rules or regulations).
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Specification What can go wrong?
Administer the pre-tax 
transportation program for 
eligible employees.  

Program services provided to ineligible 
employees.

Auto-answer customer 
service calls within 7 seconds 
(99% annual compliance), 
with a representative on the 
line within 2 minutes (90% 
annual compliance).

Calls answered outside these time 
periods on average, with some 
exceeding the 2 percent penalty 
variance in the contract.

Fares mailed to recipients to 
use by the first of the month.

Employees don’t receive their fares –
have to pay retail.

Monthly billing rate on a 
sliding scale based on the 
number of enrollees.

Vendor bills at a higher rate than 
entitled to, either by inflating the rate 
or by charging a rate for a higher strata 
of number of enrollees.
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Step 4:
Prioritize Risks
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Step 4. Prioritize Risks: 
So, What’s the Big Deal?

II
Area of 

Minimal Concern

III
Area of

Moderate Concern

I
Area of

Least Concern

HIGH

LOW

Impact

Likelihood

LOW HIGH

IV
Area of 

Most Concern
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Step 4. Prioritize Risks: 
So, What’s the Big Deal?

II
Area of 

Minimal Concern

III
Area of

Moderate Concern

I
Area of

Least Concern

HIGH

LOW

Impact

Likelihood

LOW HIGH

IV
Area of 

Most Concern
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Step 5:
Determine Risk 

Response
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Step 5. Determine Risk Response

II
Area of 

Minimal Concern

III
Area of

Moderate Concern

IV
Area of 

Most Concern

I
Area of

Least Concern

HIGH

LOW

Impact

Likelihood

LOW HIGH



104

Determine Agency’s Response to 
the Risks

• Mitigate
– Revise administrative 

procedures
– Improve control systems
– Increase auditing
– Other

• Accept
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Step 6:
Design/Execute 

Monitoring Activities
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Step 6. Design and Implement 
Monitoring Activities

Design steps to mitigate risks
• Who is going to do it?
• How are they going to document it?
• To whom are they going to give the 

documentation?
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Monitoring

Objective
• Gather information to determine whether or 

not things are happening the way they are 
supposed to be.
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Evidence

• Enough information (Sufficient)
• The “right” information (Appropriate)
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Evidence
Degree of 
Reliability

Evidence 
Type More reliable Less reliable

More 
reliable

Physical

• Evidence obtained through 
direct physical examination, 
observation, computation and 
inspection

• Evidence obtained through 
indirect means

Moderately 
reliable

Documentary

• Original documentation 
received from independent 
parties

• Photocopies of documents
• Documents received from 

the contractor

Less 
reliable Testimonial

• Statements obtained from 
unbiased persons with direct 
knowledge under conditions 
in which the persons may 
speak freely 

• Statements obtained from 
persons who

• Are biased or have 
only indirect 
knowledge

• May feel intimidated
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Specification What can go wrong? How can agencies monitor?
Administer the pre-tax 
transportation program for 
eligible employees.  

Program services provided to 
ineligible employees.

Compare vendor’s monthly employee 
registry to OSC report of eligible 
employees. Review all variances with 
vendor.

Auto-answer customer 
service calls within 7 seconds 
(99% annual compliance), 
with a representative on the 
line within 2 minutes (90% 
annual compliance).

Calls answered outside these 
time periods on average, with 
some exceeding the 2 percent 
penalty variance in the 
contract.

Review monthly and annual reports of 
system performance to identify 
anomalies. Based on variances, 
determine the need to assess penalties.

Fares mailed to recipients to 
use by the first of the month.

Employees don’t receive their 
fares – have to pay retail.

Obtain database of vendor incoming calls 
to identify complaints of not receiving 
fares on time.   

Monthly billing rate on a 
sliding scale based on the 
number of enrollees.

Vendor bills at a higher rate 
than entitled to, either by 
inflating the rate or by charging 
a rate for a higher strata of 
number of enrollees.

Verify number of enrollees based on item 
1 above, compare rate charged to the 
rate in the contract based on the 
appropriate volume strata.
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Contractor Concerns
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Who Should Monitor?

• Program staff
• Finance staff
• Consultants
• Agency auditors
• OSC auditors

P P P

F

P

F
F

C

F

A

O
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Monitoring Process

• Timing
• Extent
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Human Communication

• ___% communicated through words
• ___% communicated in hidden messages
• ___% communicated through nonverbal 

behavior
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Human Communication

• 3.5% communicated through words
• 3.5% communicated in hidden messages
• 93% communicated through nonverbal 

behavior
– 55% body language/facial expressions
– 38%  tone/voice

Source: Mehrabian, Albert (1971). Silent Messages (1st ed.)
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Facial Expressions
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Before You Go…….

• What do you already know?
• What do you still need to know?
• What do you need to see?
• Who can tell you?
• Who can show you?
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At the Contractor
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Professional Skepticism

An attitude that includes a questioning mind 
and critical assessment of information.
An attitude that includes a questioning mind 
and critical assessment of information.

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=8UMyP5r_DeNVYM&tbnid=R5O4JHN6OuO3LM:&ved=0CAUQjRw&url=http://www.charteredaccountants.com.au/%7E/media/Files/Industry%20topics/Audit%20and%20Assurance/Charter%20Articles/2010/Auditors%20professional%20scepticism.ashx&ei=B-5WUoXVOvHeyQHnloGQCA&psig=AFQjCNHn3dirF1V0Uh8OuPYw3xaOaP57UA&ust=1381514914906117
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Questioning Mind

• Why?
• Show me!
• Does this make sense?
• How can I verify it?
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• Prepare
• Rapport
• Use open-ended questions
• Use list of questions?
• Leave business card

The Interview
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Desk Audit

• Phone calls
• Documentation
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After the Road Trip or Desk Audit

• What did you learn?
• Was everything “O.K.”?
• Were there any red flags?
• Who needs to know?

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=AG7eFEPjjnES6M&tbnid=Hpq8vJjf1kHtuM:&ved=0CAUQjRw&url=http://ohlmanngroup.com/what-did-you-learn-today/&ei=yfRWUqr-HqmMyQHR9IHADA&psig=AFQjCNHx8nr9Sjjmey7nEKygzz2yHmLgbA&ust=1381516818931668
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Qualities of an Effective Monitor
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Step 7:
Follow Up
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Step 7. Follow Up
Degree of 

Compliance Agency Response

High • Re-evaluate and possibly reduce monitoring frequency

Moderate

• Direct the contractor to correct identified deficiencies
• Facilitate development of a corrective action plan
• Advise accounts payable employees
• Identify and recover any overpayments
• Increase scrutiny of contractor reports and invoices
• Increase frequency of follow-up monitoring activities

Low

• Facilitate development of a corrective action plan (where practical) and 
increase the frequency of follow-up monitoring activities
• Increase scrutiny of contractor reports and invoices
• Terminate contract where corrective action is not practical
• Advise accounts payable employees
• Identify and recover any overpayments
• Consider referral for prosecution
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Review
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Review:
The 7-Step Process

7

6

5
4
3

2

1
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Step 1. Identify Contracts for 
Review

• What data do you 
have available?

• How can it help you 
identify contracts for 
review?
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Step 2. Understand Contract Terms

• Reasoning
• Conversation
• Purchase order details
• Contract specifications
• Laws, rules & regulations
• Guidelines
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Step 3. Identify Risks:
What Can Go Wrong?

• Programmatic
– What can prevent goals from being accomplished?

• Fiscal
– How can the contractor get money they didn’t 

earn?
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Step 4. Prioritize Risks: 
So, What’s the Big Deal?

II
Area of 

Minimal Concern

III
Area of

Moderate Concern

I
Area of

Least Concern

HIGH

LOW

Impact

Likelihood

LOW HIGH

IV
Area of 

Most Concern
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Step 5. Determine Risk Response

• Mitigate
– Revise administrative 

procedures
– Improve control systems
– Increase auditing
– Other

• Accept
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Step 6. Design and Implement 
Monitoring Activities

Design steps to mitigate risks
• Who is going to do it?
• How are they going to document it?
• To whom are they going to give the 

documentation?
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Step 7. Follow Up
Degree of 

Compliance Agency Response

High • Re-evaluate and possibly reduce monitoring frequency

Moderate

• Direct the contractor to correct identified deficiencies
• Facilitate development of a corrective action plan
• Advise accounts payable employees
• Identify and recover any overpayments
• Increase scrutiny of contractor reports and invoices
• Increase frequency of follow-up monitoring activities

Low

• Facilitate development of a corrective action plan (where practical) and increase 
the frequency of follow-up monitoring activities
• Increase scrutiny of contractor reports and invoices
• Terminate contract where corrective action is not practical
• Advise accounts payable employees
• Identify and recover any overpayments
• Consider referral for prosecution
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For Future Reference

Guide to Financial Operations
- Section XI, Chapter 11.F Contract Monitoring

New York Codes, Rules and Regulations
- Department of Audit and Control

https://www.osc.state.ny.us/agencies/guide/MyWebHelp/#XI/11/F.htm%3FTocPath%3DXI.%20Procurement%20and%20Contract%20Management%7C11.%20Miscellaneous%7C_____5
https://govt.westlaw.com/nycrr/Browse/Home/NewYork/NewYorkCodesRulesandRegulations?guid=I51a20ca0ac3d11dd9f72c1eb90efe723&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)&bhcp=1
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Final Thought

Margaret Mead
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